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UNLOCKING CONSUMER CHOICE AND 
WIRELESS COMPETITION ACT 


THURSDAY, JUNE 6, 2013 

House of Representatives 

Subcommittee on Courts, Intellectual Property, 
AND THE Internet 

Committee on the Judiciary 

Washington, DC. 


The Subcommittee met, pursuant to call, at 10 a.m., in room 
2141, Rayburn Office Building, the Honorable Tom Marino (Vice- 
Chairman of the Subcommittee) presiding. 

Present: Representatives Coble, Goodlatte, Marino, Chabot, 
Chaffetz, Holding, Watt, Conyers, Johnson, Chu, Deutch, Bass, 
DelBene, and Lofgren. 

Staff present: (Majority) Joe Keeley, Chief Counsel; Olivia Lee, 
Clerk; and (Minority) Stephanie Moore, Minority Counsel. 

Mr. Marino. Good morning. I want to call the Subcommittee 
hearing to order. The Subcommittee on Courts, Intellectual Prop- 
erty, and the Internet will come to order. 

Without objection, the Chair is authorized to declare a recess of 
the Subcommittee at any time, and that is going to happen very, 
very shortly because we are going to be called to vote here probably 
not much after 10 o’clock. 

I want to welcome all of the witnesses here today. Thank you so 
much for being here. 

I think that my friend and Ranking Member and I can get our 
opening statements in, and then we will see where we go from 
there. So if you would allow me to give my opening statement and 
then the Ranking Member, Congressman Watt. 

I would like to begin this hearing by thanking the Members, wit- 
nesses, and people in the gallery for joining us today for this impor- 
tant hearing. 

This morning we will hear testimony on H.R. 1123, the 
“Unlocking Consumer Choice and Wireless Competition Act,” intro- 
duced by Chairman Goodlatte, Ranking Member Conyers, Sub- 
committee Chairman Coble, and Subcommittee Ranking Member 
Congressman Watt. 

The bipartisan legislation restores the ability of Americans to le- 
gally unlock their cell phones, an important consumer issue. As ev- 
eryone knows, cell phones have become universal devices that are 
relied upon by Americans to communicate with family, conduct 

( 1 ) 
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business, and stay in touch with friends. Although cell phone com- 
panies have subsidized the purchase of a cell phone through lower 
upfront costs, should be able to ensure that consumers meet the 
terms of their contract, providing consumers with an easy way to 
switch to a cellular provider of their choosing is important to en- 
suring a competitive marketplace. H.R. 1123 reinstates an earlier 
exemption for consumers to be able to switch their cellular pro- 
viders by unlocking their phones. 

H.R. 1123 also directs the Register to look at other similar wire- 
less devices, such as tablets, to determine whether an exemption 
is warranted there as well. 

Testifying before the Subcommittee this morning are four partici- 
pants in the 2012 section 1201 Copyright Office rulemaking. Each 
brings a unique perspective to this issue, and the Subcommittee 
appreciates their making the time available to appear today. 

Finally, I recognize that there are other sections in interest that 
may be surfacing throughout the hearing, and a few Members and 
some of the audience may want to hear those issues as well. I am 
sure these issues will be among many raised during the Commit- 
tee’s comprehensive review of our Nation’s copyright laws. 

Again, I thank everyone for being here today and I look forward 
to hearing your testimony. 

Then I hand it over to the Ranking Member, Congressman Watt. 

[The bill, H.R. 1123, follows:] 



3 


I 


113th congress 
1st Session 


H. R. 1123 


To promote eoiisumer elioioe and \Greless competition by permitting 
consumei'S to unlock mobile wiieless devices, and for other purposes. 


IN THE HOUSE 


OF RElHiESENTATIVES 


MiUiCH 13, 2013 

Mr, Goodlatte (for liimself, Mr, CoNYBBS, Mr. Goble, Mr. Watt, Mr. Poe 
of Texas, and Ms. DelBbnb) introduced the following bill; wliieli was re- 
ferred to the Committee on the Judiciarj^ 


A BILL 

To promote eoiisumei' choice and wireless competition by 
permitting consumers to unlock mobile tUreless deHces, 
and for other puiposes. 

1 Be it enacted hy ths Senate amd llouxe of Representa,- 

2 lives of the Uniled Slales of America in Congress assembled, 

3 SECTION 1. SHORT TITLE. 

4 Tltis Act may be cited as the “Unlocking Consumer 

5 Choice and Wireless Competition AVet’o 

6 SEC. 2. REPEAL OF EXISTING RULE AND ADDITIONAL 

7 RULEMAKING BY LIBRARIAN OF CONGRESS. 

8 (a) Repkal AXi) RepIj.ACE. — Paragraph (3) of sec- 

9 tion 201.40(b) of title 37, Code of Federal Regulations, 
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2 

1 as amended and re’vised by the Librarian of Congress on 

2 October 28, 2012, pursuant to his authority under section 

3 1201(a) of title 17, United States Code, shall have no 

4 force and effect, and such paragraph shall read, and shall 

5 be in effect, as such paragraph was in effect on July 27, 

6 2010 . 

7 (b) 11 t:lemaeix«. — Not later than 1 year after the 

8 date of enactment of this Act, the Librarian of Congress, 

9 upon the recommendation of the Register of Cop;\Tights, 

10 who shall consult with the Assistant Secretary for Commu- 

11 nieations and Information of the Department of Com- 

12 merce and report and comment on his or her views in mak- 

13 ing such recommendation, shall determine, consistent with 

14 the requirements set forth under seetioti 1201(a)(1) of 

15 title 17, United States Code, wdiether to extend the exenip- 

16 tion for the class of works described in section 

17 201 .40(b)(.3) of title 37, Code of Federal Regulations, as 

18 amended by subsection (a), to include any other eategoiy 

19 of wireless devices in addition to wireless telephone 

20 handsets. 

21 (c) Rule op Construction. — Nothing in this Act 

22 alters, or shall be constiaied to alter, the authority of the 

23 Librarian of Congress under section 1201(a)(1) of title 

24 1 7, United States Code. 

o 


•HR 1123 IH 
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Mr. Watt. Thank you, Mr. Chairman, and thank you for being 
here substituting for our Chairman from North Carolina, Mr. 
Coble. I hope he is well. 

I am not quite as prepared, I would have to say, as I usually am 
for hearings of this kind, primarily not because of my cir- 
cumstances but there was an explosion down the street right across 
from my staff person’s house, and she could not quite get out to get 
my opening statement to me. So I am struggling a little bit this 
morning because I am reading an opening statement that I have 
not had as much opportunity to edit and review, as I normally do. 
So forgive me. 

It did not go unnoticed to me, though, that because of the explo- 
sion across from her house, the very first sentence in the opening 
statement has the word “explosion” in it. [Laughter.] 

Maybe she was a little distracted too. So that is a good segue into 
the statement, however. 

It says individual cell phone use worldwide has exploded over the 
past decade. In the United States, the Pew Research Center esti- 
mates, as of last month, 91 percent of adults in this country own 
a cell phone. Moreover, the increasing popularity of smart phones 
that enable consumers to access a variety of services and perform 
multiple functions from a single device heightens the importance of 
public policy surrounding cell phone use. 

The relevant policy choices, in turn, involve a web of communica- 
tions, competition, and copyright law. Current law prohibits the 
circumvention of access controls that protect copyrighted works. 
Because software contained in cell phones is often protected by 
copyright law, an exemption is required to legally circumvent those 
protections measures. Because Congress understood that in the 
field of technology, there are, quote, unknown unknowns, and also 
to comply with our treaty obligations of the 1998 Digital Millen- 
nium Copyright Act, required a multiple review called the 1201 
proceeding to provide a process to determine whether exemptions 
to the prohibition against circumvention were warranted for var- 
ious categories of works, that task was assigned to the Copyright 
Office and the Librarian of Congress. 

We appreciate the hard work and dedication of the Copyright Of- 
fice and the Librarian of Congress in this most recent 1201 rule- 
making, the fifth since passage of the DMCA. Our hearing today 
is not designed to call into question any aspect of that critically im- 
portant process but instead to explore the specific policy issue of 
cell phone unlocking, which could not be fully addressed through 
the limited 1201 rulemaking proceeding. 

The 1201 proceeding concluded that, for phone purchases prior to 
January 26, 2013, owners could unlock their phones to use on an- 
other network without fear of penalty. For all phones purchased 
after that date, however, the Librarian of Congress concluded that 
due to changes in the marketplace, namely the widespread avail- 
ability of unlocked phones, and based on the evidence submitted in 
the proceeding, an exemption was not warranted. In other words, 
consumers would not be permitted to bypass access controls that 
protect copyrighted works because their choices in the market had 
expanded. Over 14,000 people signed a petition criticizing the deci- 
sion and demanding that unlocking be exempt from the prohibition. 
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I am a cosponsor of H.R. 1123 because I support providing con- 
sumers the freedom to use their cell phones on another network 
after their contracts have expired even though I am a strong sup- 
porter of protecting copyrights. I do so without prejudice to the var- 
ious business models of wireless carriers, including those that pro- 
vide locked phones at deeply subsidized rates. I believe that prac- 
tice allows many in the underserved community access to quality 
cell phones that they otherwise would not have. It also enhances 
competition. However, because not all consumers are world trav- 
elers and may be unaware of whether a phone is or is not unlocked, 
I believe that providing the exemption to phones purchased beyond 
January 26 will expand consumer options even further beyond 
what the changing market already provides. 

But I also support a process that routinely evaluates the options 
and technological advancements available to consumers to ensure 
a healthy, competitive marketplace and also protects copyrights. 
While it is important that we not be tone deaf to the voices of a 
significant number of American citizens, it is equally important 
that we not allow a fraction of the millions of cell phone users to 
drive policy outcomes or upend the process mandated by the 
DMCA. 

The cell phone unlocking debate raises important issues of con- 
sumer protection and choice. Although these issues also implicate 
broader copyright law, we should not react reflexively on the basis 
of one of many issues considered in the 1201 proceedings. Cell 
phone unlocking merits more immediate attention and should be 
considered separate and apart from our ongoing copyright review 
work. I believe H.R. 1123 is the appropriate response to the issue 
at hand but that we need to continue to work on the other issues 
involved. 

Mr. Chairman, I will submit my full opening statement for the 
record and I welcome the witnesses and yield back. 

Mr. Marino. Without objection, thank you. Congressman Watt. 

[The prepared statement of Mr. Watt follows:] 
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Statement of Ranking Member Melvin L. Watt 
House Judiciary Subcommittee on Courts, Intellectual Property and the Internet 

Hearing on H.R. 1123, the "Unlocking Consumer Choice and Wireless 
Competition Act" 

June 6, 2013 

Thank you, Mr. Chairman. 

Individual cell phone use worldwide has exploded over the 
past decade. In the United States the Pew Research Center 
estimates that, as of last month, 91 percent of adults in this 
country own a cell phone. Moreover, the increasing popularity 
of smartphones that enable consumers to access a variety of 
services and perform multiple functions from a single device 
heightens the importance of public policy surrounding cell 
phone use. The relevant policy choices, in turn, involve a web 
of communications, competition, and copyright law. 



Current law prohibits the circumvention of access controls 
that protect copyrighted works. Because software contained in 
cell phones is often protected by copyright law, an exemption is 
required to legally circumvent those protection measures. 
Because Congress understood that in the field of technology, 
there are “unknown unknowns,” and also to comply with our 
treaty obligations, the 1998 Digital Millennium Copyright Act 
(DMCA) required a triennial review - called the 1201 (twelve- 
0-one) proceeding - to provide a process to determine whether 
exemptions to the prohibition against circumvention were 
warranted for various categories of works. 

That task was assigned to the Copyright Office and the 
Librarian of Congress. We appreciate the hard work and 
dedication of the Copyright Office and Librarian of Congress in 
the most recent 1201 rulemaking, the fifth since passage of the 
DMCA. Our hearing today is not designed to call into question 



any aspect of that process, but instead to explore the specific 
policy issue of cell phone unlocking which could not be fully 
addressed through the limited 1201 rulemaking proceeding. 

The 1201 proceeding concluded that for phones purchased 
prior to January 26, 2013 owners could unlock their phones to 
use on another network without fear of criminal penalty. For all 
phones purchased after that date, however, the Librarian of 
Congress concluded that due to changes in the marketplace, 
namely the widespread availability of unlocked phones, and 
based on the evidence submitted in the proceeding, an 
exemption was not warranted. In other words, consumers 
would not be permitted to bypass access controls that protect 
copyrighted works because their choices in the market had 
expanded. 

Over 1 14,000 people signed a petition criticizing the 
decision and demanding that unlocking be exempted from the 



prohibition. I am a cosponsor of H.R. 1123 because I support 
providing consumers the freedom to use their cell phones on 
another network after their contracts have expired. 1 do so 
without prejudice to the various business models of wireless 
carriers, including those that provide locked phones at deeply 
subsidized rates. 1 believe that practice allows many individuals 
in underserved communities access to quality cell phones that 
they otherwise would not have. It also enhances competition. 
However, because not all consumers are world travelers, and 
may be unaware of whether a phone is or is not unlocked, I 
believe that providing the exemption to phones purchased 
beyond January 26, will expand consumer options even further 
beyond what the changing market already provides. 

But I also support a process that routinely evaluates the 
options and technological advancements available to consumers 
to ensure a healthy competitive marketplace and also protects 
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copyrights. While it is important that we not be tone deaf to the 
voices of a significant number of American citizens, it is equally 
important that we not allow a fraction of the millions of cell 
phone users to drive policy outcomes or upend the process 
mandated by the DMCA. The cell phone unlocking debate 
raises important issues of consumer protection and choice. 
Although these issues also implicate broader copyright law, we 
should not react reflexively on the basis of one of many issues 
considered in the 1201 proceedings. Cell phone unlocking 
merits more immediate attention and should be considered 
separate and apart from our ongoing copyright review work. I 
believe H.R. 1123 is the appropriate response to the issue at 
hand. 

Mr. Chairman, 1 will submit my full opening statement for 
the record, welcome the witnesses and yield back. 

5 

Mr. Marino. I now recognize the full Committee Chairman, Mr. 
Goodlatte of Virginia, for his opening statement. 

Mr. Goodlatte. Thank you, Mr. Chairman. 

Three months ago, I introduced H.R. 1123, the “Unlocking Con- 
sumer Choice and Wireless Competition Act,” to ensure that con- 
sumers continue to be able to unlock their cell phones. Americans 
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who have completed their phone contracts or have purchased a 
used phone want to he able to use their device on their network 
of choice. They have made that preference loud and clear, and Con- 
gress has listened. H.R. 1123 restores the previous authority for 
cell phone unlocking and adds a new rulemaking process for re- 
lated wireless devices such as tablets and other cellular connected 
devices. 

The witnesses today have indicated their support of unlocking. I 
recognize that there are some who would prefer a longer exemp- 
tion. However, in the interest of helping consumers today and not 
running afoul of several of our Nation’s free trade agreements, H.R. 
1123 reinstates an exemption for cell phone unlocking until the 
next rulemaking process. 

I have often spoken about the need to protect the creator and 
how theft of their works affects not just that creator but our Na- 
tion’s economy as a whole. An important part of helping creators 
is to enable them to protect their works from theft in the first place 
by using technological protection measures. I believe that section 
1201 is an important tool that helps creators protect their works 
from theft. 

However, an important safeguard, the triennial rulemaking proc- 
ess, was built into section 1201 to recognize when technological 
protection measures might adversely affect noninfringing uses of 
copyrighted works. The Register’s authority to recommend an ex- 
emption is limited by the record that is presented to her by pro- 
ponents of any exemption. In prior rulemakings, the record was 
sufficient to justify an exemption for cell phone unlocking. That 
was not the case in 2012, leaving it to Congress to determine if 
such an exemption was warranted. Today we will hear from several 
witnesses, all of whom participated in the 2012 rulemaking, who 
do feel such an exemption is warranted. 

I also recognize that some may prefer changes to the underlying 
statutory language of section 1201. Whether or not such changes 
would have the support of this Committee is a question for another 
day. I have already announced a comprehensive review of our Na- 
tion’s copyright law, and there will, no doubt, be a future oppor- 
tunity for interested parties to discuss section 1201 in more detail. 

I also look forward to hearing the testimony of our witnesses. 

And, Mr. Chairman, I yield back. Thank you. 

Mr. Marino. Thank you. Chairman Goodlatte. 

I now recognize the full Committee Ranking Member, Congress- 
man Conyers of Michigan, for his opening statement. 

Mr. Conyers. Thank you, Mr. Chairman. 

I am a cosponsor of the bill and I ask unanimous consent to in- 
sert my statement into the record. 

Mr. Marino. Without objection. 

[The prepared statement of Mr. Conyers follows:] 
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Prepared Statement of the Honorable John Conyers, Jr., a Representative 

in Congress from the State of Michigan, Ranking Member, Committee on 

the Judiciary, and Member, Subcommittee on Courts, Intellectual Prop- 
erty, and the Internet 

I am a cosponsor of H.R. 1123, the “Unlocking Consumer Choice and Wireless 
Competition Act,” because it would restore the ability of consumers to unlock their 
mobile phones so that they can readily switch from one wireless carrier to another. 

There are several reasons why this flexibility that is the heart of this legislation 
is critical. 

First and foremost, this bipartisan legislation enhances consumer choice and 
competition in the cell phone market. 

Unlocked phones should remain affordable and consumer choice should not come 
at too high a price. 

H.R. 1123 ensures that consumers will be able to unlock their cell phones without 
risking criminal or other penalties. 

In addition, this bill would enable consumers to take advantage of lower rates if 
they decide to switch carriers. 

Another reason why I support this legislation is that it effectuates a bal- 
anced approach. 

For example, the White House and the Federal Communications Commission have 
both urged Congress to overturn the decision by the Librarian of the Congress. 

I believe this bill addresses these concerns in an appropriate manner that rein- 
states the previous exemption by repealing the October 2012 change and reinstating 
the 2010 exemption. 

In addition, H.R. 1123 directs the Copyright Office to determine whether similar 
treatment should be given to other wireless devices. 

In the past two triennial rulemaking proceedings pursuant to section 1201 of the 
Digital Millennium Copyright Act (DMCA), the Librarian of Congress included an 
exemption for unlocking wireless handsets. Unfortunately, the Librarian of Congress 
did not renew this exemption in October 2012. 

Although the Copyright Office argues that cell phone makers offer a range of un- 
locked phones on the market and consumers no longer need an exemption to unlock 
their phones, I want to hear the views of our witnesses today about this matter. 

Finally, I support this bill because it will help ensure competition in the wireless 
marketplace, which ultimately will benefit consumers. 

The ability of consumers to be able to transfer their cell phone services to dif- 
ferent wireless carriers will encourage market innovation and provide incentives for 
the industry to develop less expensive products. 

Although unlocked mobile devices have become more widely available for pur- 
chase, the exemption is still warranted because some cell phones sold by carriers 
are permanently locked. 

Additionally, many unlocking policies contain restrictions and may not apply to 
all of a wireless carrier’s cell phones. 

This bill provides us with a meaningful opportunity to help consumers by leveling 
the opportunity for competition. 

Accordingly, I urge my colleagues to support this legislation and I look forward 
to hearing from our witnesses today. 


Mr. Marino. That is it? There is some time, Congressman. There 
is some time if you want to make a statement. 

Mr. Conyers. Well, that is all right. It has all heen said only 
three times so far. [Laughter.] 

Mr. Marino. I have never known you not to take advantage of 
what we said and then just really put us in our place. 

Mr. Watt. That is because his Ranking Member and his Chair 
are so eloquent. [Laughter.] 

Mr. Marino. Thank you. Chairman. 
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Without objection 

Mr. Watt. And coincidentally I agree with him. [Laughter.] 

Mr. Marino. Without objection, other Members’ opening state- 
ments will be made part of the record. 

At this time, I am going to call a recess. We must go vote. We 
have, I think, five or six votes. It could be anywhere from 20 to 30 
minutes. So I apologize but we will be back and relax. Thank you. 
A recess is called. 

[Recess.] 

Mr. Marino. The Subcommittee on Intellectual Property will 
come to order. 

Thank you so very much for your patience, both our witnesses 
and our audience. I did fail to mention to you that I gave you con- 
gressional time, 20 minutes. Reality, you just multiply that by 2 . 

We have a very distinguished panel today. I will be swearing in 
our witnesses before introducing them. If you would please all rise 
and raise your right hand. 

[Witnesses sworn.] 

Mr. Marino. Please let the record reflect that the witnesses have 
answered in the affirmative, and you may be seated, gentlemen, 
thank you. 

Each of the witnesses’ written statements will be entered into 
the record in its entirety. 

I ask that each witness summarize his testimony in 5 minutes 
or less, and I will politely tap the gavel if you are going over the 
5 minutes. To help you stay within the time, there is a time light 
on your table. When the light switches from green to yellow, you 
will have 1 minute to conclude your testimony. When the light 
turns red, it signals that the witness’ 5 minutes have expired. 

Our first witness today is Mr. Steven Berry, President and Chief 
Executive Officer of the Competitive Carriers Association. Prior to 
joining CCA, Mr. Berry was Managing Director of Government Af- 
fairs at Merrill Lynch and also held positions at the National Cable 
and Telecommunications Association and at CTIA. Mr. Berry re- 
ceived his J.D. from George Mason University Law School and his 
B.A. from Emory and Henry College. 

Our second witness is Mr. Altschul, Senior Vice President and 
General Counsel at CTIA — The Wireless Association. Mr. Altschul 
joined CTIA in 1990 after having served with the Antitrust Divi- 
sion of the United States Department of Justice for 10 years. And 
I served with Justice myself. Mr. Altschul received his law degree 
from New York University School of Law and his B.A. from Colgate 
University. Welcome. 

Our third witness is Mr. George Slover, Senior Policy Counsel at 
Consumers Union where he oversees telecommunications antitrust 
and competition policy issues. Mr. Slover has 3 decades of Federal 
service in all three branches of Government, including 9 years here 
at the House Judiciary Committee. Mr. Slover received his J.D. 
from the University of Texas Law School and B.A. from Vanderbilt 
University. It is a pleasure to have you back. 

Our fourth and final witness is Steve Metalitz, Partner at the 
Washington, D.C. office of Mitchell Silberberg & Knupp LLP, 
where he counsels clients on domestic and international copyright 
issues. Mr. Metalitz — Metalitz — I will get it right, sir, just give me 
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a couple times. I apologize — previously served as General Counsel 
to Information Industry Association and as Chief Counsel of the 
Senate Judiciary Committee on Patents, Copyright, and Trade- 
mark. He received his J.D. from Georgetown IJniversity Law Cen- 
ter and his B.A. from the University of Chicago. 

Welcome to you all, and we will start with Mr. Berry for his 
opening statement. Thank you, sir. 

TESTIMONY OF STEVEN K. BERRY, PRESIDENT AND CHIEF 
EXECUTIVE OFFICER, COMPETITIVE CARRIERS ASSOCIATION 

Mr. Berry. Thank you. Thank you, Mr. Chairman, Ranking 
Member Watt, and Members of the Subcommittee. Thank you for 
inviting me to testify and thank you for your work to ensure that 
all consumers can unlock their wireless device. 

I am here today on behalf of the Competitive Carriers Associa- 
tion, the Nation’s leading association of competitive wireless car- 
riers with over 100 carrier members ranging from small, rural pro- 
viders to regional and national providers serving millions of cus- 
tomers. We also represent almost 200 associate members, small 
businesses, vendors, and suppliers that support the wireless eco- 
system and employer constituents. 

We support the Committee’s efforts to remove the barriers to 
competition. Accordingly, we support H.R. 1123, the “Unlocking 
Consumer Choice and Wireless Competition Act.” 

CCA supports unlocking for every consumer that has met the 
terms and conditions of their contract and/or service agreement. A 
consumer who wishes to switch carriers should be allowed to do so 
if they have met their carrier commitments. 

Unlocking is particularly important for rural and regional small 
carriers that lack the scale to gain access to the latest and most 
iconic devices directly from the equipment manufacturer which, in 
turn, prevents millions of consumers, your constituents, from ac- 
cessing the latest devices. 

Competitive carriers face many challenges gaining access to the 
resources necessary to provide mobile broadband service, including 
interoperable spectrum, interconnection, and roaming relationships 
and, of course, devices. In an industry where the largest two car- 
riers control critical inputs, unlocking devices and unlocking pro- 
vides one small, but very important, opportunity for the competi- 
tive carriers to distinguish themselves in the marketplace and pro- 
vide innovative services and rate plans to customers that do not 
wish to give up previously purchased devices, applications, or the 
associated content on those devices. 

I commend your work on H.R. 1123 as a positive first step to re- 
store the previous exemption. The Librarian of Congress, or the 
LOG, should have extended the exemption in the first place as 
NTIA had recommended and as CCA testified in support of contin- 
ued exemption. The Librarian just got it wrong. Even the FCC 
Commissioner Ajit Pai today, in the New York Times article, indi- 
cated he was puzzled by the decision and supported the unlocking 
process before the Committee. 

I also strongly support the bill’s direction to the LOG to revisit 
the determination to extend the exemption to other wireless de- 
vices. Consumers do not differentiate between a handset and what 
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is a device, and neither should the Library of Congress. Long gone 
are the days when handsets were used for only voice calls, and in 
an all-IP world, there will no longer be a difference between voice 
and data. There are many forms of smart phones now, devices, tab- 
lets, and even phablets. Further blurring the difference between a 
handset and a wireless device and the potential for consumer con- 
fusion is real. 

We support the Goodlatte-Leahy bicameral bill as an immediate 
fix to correct the Librarian of Congress’ poor decision. CCA wel- 
comes continued discussion on ways authorized unlocking will con- 
tinue to promote consumer choice. The Committee must remain 
vigilant, for there are other ways that devices may be impaired, in- 
cluding technologically designing devices with particular specifica- 
tions in order to permanently lock the device, making it nonoper- 
able with other carriers just because you can, configuring devices 
so that even when unlocked, the device may only work on a par- 
ticular carrier’s network, and potential for software updates that 
might relock and unlock the device. 

Finally, while Congress must move forward to enact the H.R. 
1123 with full haste, I would also offer some recommendations for 
further conversation, such as including the consumer’s agent in the 
exemption. Consumers should not have to be a virtual MacGyver 
in order to unlock their handsets. Consider shifting the burden of 
proof in the statute to the opponent and adding a presumption to 
extend the existing exemption unless shown otherwise. Lastly, the 
exemption should also change “telecommunications network” to 
“communications network.” Consumers do not differentiate between 
types of access. Neither should policy. 

Mr. Chairman, CCA supports your work and encourages swift 
passage of H.R. 1123, and I welcome your questions. Thank you. 

[The prepared statement of Mr. Berry follows:] 
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Prepared Statement of Steven K. Berry, President and 
Chief Executive Officer, Competitive Carriers Association 

chairman Coble, Ranking Member Watt, and members of the Subcommittee, thank you for 
inviting me to testify and for your work to allow consumers to unlock wireless devices. I am here today 
on behalf of Competitive Carriers Association, the nation's leading association of competitive wireiess 
carriers, with over 100 carrier members ranging from small, rural providers serving fewer than 5,000 
customers to regional and national providers serving millions of customers. We also represent almost 
200 Associate Members - small businesses, vendors, and suppliers that serve carriers of all sizes and 
employ your constituents. The entire mobile ecosystem serving consumers is dependent on vibrant 
competition in the wireless industry at all levels. We support policymakers' efforts to remove barriers to 
competition, and accordingly support H.R. 1123, the "Unlocking Consumer Choice and Wireless 
Competition Act." 

In two of the three most recent triennial rulemaking proceedings pursuant to 17 U.S.C. § 1201, 
part of the 1998 Digital Millennium Copyright Act, the Copyright Office included an exemption for 
unlocking wireless handsets to connect to a wireless telecommunications network. Most recently, the 
Librarian of Congress, at the recommendation of the Register of Copyrights, declined to renew this 
exemption, against the recommendation of the National Telecommunications and Information 
Administration (NTIA), an agency of the U.S. Department of Commerce, and the testimony of CCA, 
among others. 

This decision affects any wireless handset purchased after January 26, 2013, and since that time, 
there has been an outcry of support for this popular exemption, especially from consumers. Over 
110,000 individuals signed a "We the People" petition asking the White House to intervene to support 
consumers' rights to unlock their wireless phones. In response, the White House stated its public 
support for unlocking. Additionally, there has been bipartisan support for unlocking both in Congress 
and at the Federal Communications Commission (FCC), where both Chairman Julius Genachowski and 
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Commissioner Ajit Pai released statements supporting legislation to overturn the Copyright Office's 
decision. 

Several members of Congress have introduced legislation to restore the rights of consumers to 
unlock their wireless handsets, including members of this Committee. We commend these efforts and 
support allowing consumers the ability to take the device of their choosing to the network that best fits 
their needs and desires. CCA urges swift passage and enactment of H.R. 1123, and encourages the 
Committee to continue these efforts in its ongoing broader consideration of updates to copyright law to 
reflect the changes In technologies since 1998. As NTIA recommended, "an exemption continues to be 
necessary to permit consumers affected by access controls to unlock their phones," and the immediate 
enactment of H.R. 1123 provides this much needed relief. 


Unlocking Devices Supports Competition and Consumer Choice 

The previous exemption that gave consumers the right to unlock their devices is an example of a 
pro-consumer, pro-competition policy decision. There are great consumer and societal benefits of 
unlocking. For example, consumers will have access to a broader range of devices at lower costs, 
providing greater numbers of Americans with the opportunity to connect and experience education, 
employment, social engagement, and public safety benefits of access to mobile networks. Also, 
Americans travelling internationally can use an unlocked device with a local SIM card to remain 
connected while travelling, particularly when abroad for extended periods where roaming is not a viable 
alternative. Further, unlocking provides increased device donation opportunities for soldiers, battered 
women's shelters, and low-income, under-privileged, and disabled communities. Finally, unlocking will 
extend the useful life of wireless devices, resulting in a positive and undeniable environmental impact. 
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CCA supports unlocking for every consumer that has met the terms and conditions of their 
contract and/or service agreement. A consumer who wishes to switch carriers should be allowed to do 
so if they have met their carrier commitments. 

The market reality under the exemption was to give consumers pro-competitive choices to 
select the carrier of their choosing without losing access to their iconic devices. For example this past 
January, while the exemption was in place, T-Mobile CEO John Legere noted that T-Mobile had nearly 
two million iPhones operating on its network, even before it began selling the device. This may not have 
been possible absent the unlocking exemption, and those two-plus million customers may still be 
unnecessarily tied to a less desirable network. 

While opponents to an unlocking exemption have argued that unlocking supports bulk reselling, 
in reality, eliminating the ability to unlock a device is neither sufficient nor necessary to prevent bulk 
resale. Despite successful lawsuits brought against bulk resellers, the practice continues to be a 
problem in the industry. And opponents have an arsenal of other remedies to combat bulk reselling, 
including trademark infringement, breach of contract, copyright infringement, tortious interference, 
conspiracy, and unjust enrichment. Lastly, the Copyright Office in the past has referenced the fact that 
it does not believe that the previous exemption allows for bulk unlocking. 

Unlocking is particularly important for rural, regional, and smaller carriers that lack scope and 
scale to gain access to the latest, most iconic devices directly from the equipment manufacturer, which, 
in turn, prevents millions of consumers - your constituents - from accessing the latest devices. 
Competitive carriers face many challenges gaining access to the inputs necessary to provide mobile 
broadband service, including interoperable spectrum, networks through interconnection and roaming at 
reasonable terms and conditions, and devices. In an industry where the largest two carriers control 
access to these inputs, unlocking provides one small, but important, opportunity for competitive 
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carriers to provide service to consumers who wish to enjoy innovative services and rate plans, but do 
not wish to give up previously purchased devices, applications, and associated content. 

Under the triennial review process, the burden of proof for extending an existing exemption 
rests on the proponents of the exemption. However, it is important that previous decisions to approve 
and extend the unlocking exemption do have precedential value. The Register's recommendation, and 
the Librarian of Congress' determination not to extend the exemption, found that there is a wide array 
of unlocked phones available (for new phones), and that no new harms have arisen during the previous 
period where unlocking was exempted. The fact that new harms do not arise because an exemption has 
been in place should not merit ending the previous exemption, just as controlling a disease does not 
merit eliminating immunization. Absent a significant change in circumstances given the harmful effects 
of allowing the unlocking exemption to expire, the Copyright Office should presume that the exemption 
remains valid, and opponents should have to prove otherwise. Such an approach would be consistent 
with the Copyright Act and would minimize uncertainty for users of wireless devices in the future. In 
fact, the Register of Copyrights has previously found that, where similar facts are presented, as was the 
case during the most recent triennial review, the Register is likely to reach a similar conclusion with 
respect to the renewal of a particular exemption. H.R. 1123 recognizes the merits for previous 
exemptions, similar to the NTIA statement that "proponents have presented a prima facie case that 'the 
prohibition on circumvention has had an adverse effect on non-infringing uses of firmware on wireless 
telephone handsets,'" and therefore recommends extending the unlocking exemption. 

Unlocked devices are Increasingly available as a result, at least in part, of the Copyright 
exemption, not in spite of it. CCA joins with NTIA in "commend[ing] the decisions of certain wireless 
companies to provide an alternative to circumvention and encourages others to follow suit." Still, this 
does not eliminate the need for the exemption, and the expiration of the unlocking exemption threatens 
to eliminate progress towards enhanced consumer opportunities. 
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The Unlocking Exemption Should Include All Wireless Devices 

H.R. 1123 not only reinstates the previous exemption, it also appropriately directs the Librarian 
of Congress to revisit its determination regarding whether to extend the exemption to include other 
wireless devices. Consistent with the White House's recommendation, NTIA's guidance, Commissioner 
Pai's statement, and CCA's petition and previous testimony, the Librarian of Congress should adjust its 
exemption to cover wireless devices broadly in addition to handsets specifically. 

As the wireless operators continue their network evolution to 4G LTE, the distinction between 
voice and data services continues to blur. Consistent with the broader telecommunications industry 
transition to all Internet Protocol (IP) networks, voice sessions are increasingly treated the same as data 
- video, email, and other means of transmission. The unlocking exemption should not discriminate 
which devices are eligible based on the functionality of the device. Importantly, excluding more 
advanced devices from the exemption will increase costs and barriers to entry while decreasing 
adoption for the less fortunate. This distinction exists only for industry insiders steeped in 
telecommunications policy - even former Speaker of the House Newt Gingrich recently noted that he 
was "really puzzled" and that to "call [a smartphone] a 'cell phone' or a 'handheld computer' fails to 
capture the change that has taken place." 

At the same time, form factors of devices have blurred as well. Gone are the days of the black 
rotary telephone from the phone company. Consumers do not differentiate between phones, 
smartphones, tablets, and "phablets." The unlocking exemption also should not distinguish between a 
handset and other wireless devices. To do so would only increase consumer confusion while frustrating 
the original intent of the exemption. 


5 



22 


In conclusion, CCA commends these efforts to restore the consumer's right to unlock their 
wireless handsets, and urges a commonsense expansion to include all wireless devices. We support H.R. 
1123 as an immediate fix to correct the Librarian of Congress's decision, and CCA welcomes revisiting 
the negative implications of copyright policy inadvertently Impacting consumer choice and wireless 
competition in the upcoming broader review of copyright policy. I welcome any questions. 
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Mr. Marino. Thank you, Mr. Berry. You came in under the wire. 

Mr. Altschul, please. 

TESTIMONY OF MICHAEL ALTSCHUL, SENIOR VICE PRESI- 
DENT AND GENERAL COUNSEL, CTIA— THE WIRELESS ASSO- 
CIATION 

Mr. Altschul. Thank you, Chairman Marino, Ranking Member 
Watt, and Members of the Committee, for the opportunity to par- 
ticipate in today’s hearing on H.R. 1123 and allowing CTIA to add 
its voice to the choir supporting this bill. 

My name is Michael Altschul, and I serve as the Senior Vice 
President and General Counsel of CTIA — The Wireless Association. 
Membership in CTIA includes wireless carriers and their suppliers, 
as well as providers of wireless data services. 

When the DMCA was enacted. Congress could not have known 
the technologies and markets that have become commonplace 
today. Accordingly, section 1201 authorizes the Librarian of Con- 
gress to issue temporary exemptions during a rulemaking process 
that occurs every 3 years. The triennial rulemaking was intended 
to be a safety valve to the anti-circumvention provisions of the 
DMCA and it can serve as an important barometer for issues such 
as this one that may be ripe for further discussion. Because the 
rulemaking process does not permit the Librarian to change the 
terms of the DMCA, only Congress, through the legislative process, 
can address these issues. 

In the 2006 triennial rulemaking cycle, the Librarian of Congress 
granted an exemption for cell phone unlocking. This exemption was 
renewed in 2010. However, in the 2012 rulemaking, the Librarian 
determined that the exemption for unlocking was not necessary be- 
cause the largest nationwide carriers have liberal publicly available 
unlocking policies and because unlocked phones are freely available 
from third party providers, many at low prices. If you go to our 
website or Best Buy or many other retailers, you can see close to 
200 individual wireless phones that are available unlocked for sale 
to the public. 

While the Librarian’s order was clearly justified by the market 
circumstances and the requirements of the DMCA, CTIA in its 
comments stated that we would not oppose a narrowly tailored ex- 
emption that allows bona fide individual customers to use their 
own phones on a different network. This bill would create such a 
rule. 

We did, however, oppose any broader exemption out of concern 
that broader relief would serve to permit the bulk commercial pur- 
chase of new phones in order to free ride on carrier subsidies and 
arbitraged sale of these phones, either in the United States or 
abroad. We were pleased that the Register recognized this poten- 
tiality in its 2010 ruling noting that bulk reselling of new mobile 
phones by commercial ventures is a serious matter. There is no jus- 
tification for the result of this rulemaking proceeding to condone, 
either expressly or implicitly, the illegal trafficking of mobile 
phones. Such illicit practices raise the cost of doing business, which 
in turn affects the marketplace for mobile phones and the prices 
consumers pay for such devices. 
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Moreover, continuing the prohibition on bulk unlocking makes 
our streets just a little bit safer by making it harder for large scale 
phone trafficking syndicates to operate in the open and buy phones, 
unlock them, and resell them either in the U.S. or in foreign mar- 
kets. Making it illegal to unlock devices without carrier consent 
adds another barrier to these fencing operations and may help dry 
up the demand for stolen phones. 

But because we are not seeking to limit individuals’ noncommer- 
cial ability to unlock their own devices and because the bill pre- 
serves the important limitations against bulk unlocking included in 
the Librarian’s 2010 decision, CTIA supports H.R. 1123, which is 
narrowly tailored and appropriate to alleviating consumer confu- 
sion that may have arisen as a result of the Librarian’s most recent 
decision. 

While enactment of H.R. 1123 should alleviate consumer confu- 
sion about whether unlocking his or her wireless phone will subject 
them to possible criminal penalties, it is important to note that no 
one should view enactment of this legislation as enabling a uni- 
versal phone that can be easily moved from one network to an- 
other. Unlocked phones are not the same as interoperable phones, 
and it would be a mistake to conflate the two. While there are cir- 
cumstances in which a device can be unlocked and moved from one 
carrier to another, differences in technology and differences in spec- 
trum assignments limit or preclude seamless movement of devices 
between most carriers. And even if some features will work on an- 
other carrier’s network, unlocked handsets can result in a degraded 
customer experience since all the carrier’s services may not be sup- 
ported by the device. 

And with that, thank you again for the opportunity to participate 
in today’s hearing. 

[The prepared statement of Mr. Altschul follows:] 
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Testimony of Mike Altschul, CTIA - The Wireless Association* June 6, 2013 

Chairman Coble, Ranking Member Watt, and members of the Subcommittee, thank you for the 
opportunity to participate in today’s hearing on H R. 1 123, the Unlocking Consumer Choice and 
Wireless Competition Act. My name is Mike Altschul and 1 serve as the Senior Vice President & 
General Counsel for CTIA - The Wireless Association* (“CTIA”). Membership in the 
association includes wireless carriers and their suppliers, as well as providers of wireless data 
services. 

T am pleased to participate in today’s hearing and to offer CTTA’s views on H R. 1 123 and the 
exemption it creates to pennit consumers to unlock mobile wireless devices under Section 1201 
of the 1998 Digital Millennium Copyright Act (DMCA). 

Section 1201 of the DMCA makes it unlawful to circumvent technological measures (also 
known as “access controls”) used by, or on behalf of, copyright owners to protect their works, 
including copyrighted computer programs. As the Librarian of Congress has noted, when the 
DMCA was enacted. Congress could not have known the technologies and markets that have 
become commonplace today. Accordingly, Section 1201 also authorizes the Librarian to issue 
temporary exemptions during a rulemaking process that occurs every three years. The triennial 
rulemaking was intended to be a safety valve to the anti-circumvention provisions of the DMCA, 
and it can serve as a barometer for issues that may be ripe for further discussion. But because the 
rulemaking process does not permit the Librarian to change the terms of the DMCA, only 
Congress through the legislative process can address these issues. 

Wireless carriers often use software to “lock” a cell phone to their network when they provide 
consumers with a discounted - or even free - wireless device in exchange for the consumer’s 
agreement to enter into a service plan with the carrier. Because Section 1 20 1 blocks the 
disabling of this software, the Librarian of Congress repeatedly has been asked to issue 
temporary exemptions to the Section 1201 prohibitions. In the 2006 triennial rulemaking cycle, 
the Librarian of Congress granted an exemption for cell phone unlocking. This exemption was 
renewed in 2010. However, in the 2012 rulemaking, the Librarian of Congress determined that 
the exemption for unlocking was not necessary because ‘ ‘the largest nationwide carriers have 
liberal, publicly available unlocking policies,” and because unlocked phones are “freely 
available from third party providers — many at low prices.” 
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Testimony of Mike Altschul, CTIA - The Wireless Association* June 6, 2013 

Given that unlocked wireless devices are easily obtained from retailers and because wireless 
carriers, though their policies vary, generally have liberal, publicly available unlocking 
policies, CTIA believes the Librarian was on solid legal ground in declining to renew the 
exemption. While clearly justified by market circumstances and the requirements of the DMCA, 
the ruling went beyond CTlA’s request, in which we were clear that we would not oppose a 
continued exemption that permitted unlocking undertaken by an individual customer for non- 
commercial purposes. We did, however, oppose any broader exemption out of concern that 
broader relief would serve to permit the bulk commercial purchase of new phones in order to 
free-ride on carrier subsidies through the reprogramming and arbitraged sale of these phones, 
either in the United States or abroad. The Register recognized this potentiality in its 2010 ruling, 
noting: 

[B]ulk reselling of new mobile phones by commercial ventures is a serious 
matter. There is no justification for the result of this rulemaking proceeding to 
condone, either expressly or implicitly, the illegal trafficking of mobile phones. 

Such illicit practices raise the cost of doing business, which in turn affects the 
marketplace for mobile phones and the prices consumers pay for such devices. 

Moreover, continuing the prohibition on bulk unlocking makes our streets just a little bit 
safer by making it harder for large scale phone trafficking syndicates to operate in the open 
and buy large quantities of phones, unlock them and resell them in foreign markets where 
carriers do not offer subsidized handsets. Making it illegal to unlock devices without carrier 
consent adds another barrier to these fencing operations and may help dry up the demand for 
stolen phones. 

Because we were not seeking to limit individuals’ non-commercial ability to unlock their 
devices, and because the bill preserves the important limitations against bulk unlocking included 
in the Librarian’s 2010 decision, CTIA can support H.R. 1123, which is narrowly tailored and 
appropriate to alleviating consumer confusion that may have arisen as a result of the Librarian’s 
most recent decision. 
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Testimony of Mike Altschul, CTIA - The Wireless Association* June 6, 2013 

The bill is a reasonable balance that protects consumers and carriers alike, while preserving 
elements of the Librarian’s decision that keep our streets safe, and granting Congress time to 
contemplate whether broader changes to the DMCA may be appropriate. 

While enactment of H.R. 1 1 23 should alleviate consumer confusion about whether unlocking his 
or her wireless phone will subject them to possible criminal penalties, it is important to note that 
no one should view enactment of this legislation as enabling a “universal phone” that can be 
easily moved from one network to another. While there are circumstances in which a device can 
be unlocked and moved from one carrier to another, differences in technology (CDMA, GSM, 
LTE, etc.) and spectrum assignments can limit or preclude seamless movement between most 
carriers. Unlocked phones are not the same as interoperable phones and it would be a mistake to 
conflate the two. 

With that, thank you again for the opportunity to participate in today’s hearing. T look forward to 
any questions you may have. 
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Mr. Marino. Thank you, sir. 

Mr. Slover, please. 

TESTIMONY OF GEORGE P. SLOVER, 

SENIOR POLICY COUNSEL, CONSUMERS UNION 

Mr. Slover. Thank you, Mr. Chairman, Ranking Member Watt, 
Members of the Subcommittee. It is a pleasure to be here on behalf 
of Consumers Union, the policy arm of Consumer Reports, the larg- 
est independent, not-for-profit product testing organization. Our 
mission is to work for a fair and just marketplace for consumers. 

And we believe consumers should have the right to unlock their 
mobile device to use on another network, to switch carriers, or to 
use their device abroad, or to sell or give it to someone else. Con- 
sumers should be able to use the mobile device they bought, as 
they see fit. 

As wireless takes over as the predominant way of commu- 
nicating, we want consumers to be free to choose service and prod- 
uct offerings that suit their needs in a competitive marketplace. 
And being able to switch carriers to get a more suitable and afford- 
able plan, without having to start over and purchase a new phone, 
can make a big difference. 

And consumers agree. In a nationwide survey by Consumer Re- 
ports 2 years ago, 96 percent of those with long-term contracts said 
that, when we change carriers, we should be able to keep using the 
mobile phones we already have. 

Until last October’s decision by the Register of Copyrights and 
the Librarian of Congress, consumers had the legal right to unlock. 
Then in one fell swoop, unlocking went from legal right to felony. 

But the unlocking we are talking about here has nothing to do 
with copyright infringement in any traditional sense, and has no 
business getting caught up in the dragnet of a law intended to help 
stop copyright infringement. It is far too blunt an instrument for 
protecting material that is actually copyright protected from actual 
infringement. It creates a zone of protection far wider than is need- 
ed or justified. It is like having a cake that you do not want your 
teenager cutting into and devouring with his friends. But instead 
of just telling him not to eat the cake, you tell him he is grounded 
for life if he even sets foot in the kitchen. 

Mobile phone unlocking is a perfect candidate for DMCA exemp- 
tion, as the Register and the Librarian readily concluded in 2010. 
Their reversal this time is hard to reconcile. However, if you parse 
their rationale, the result is a legal ruling that impairs competition 
and consumer choice, and will render millions of perfectly good mo- 
bile devices useless, left to gather dust in a drawer, or to slowly 
decompose in a landfill, or to be discarded into a recycling bin. 

The lock benefits carriers, by propping up the long-term bundled 
contract. And it benefits mobile device manufacturers, by artifi- 
cially inflating demand for new devices through forced retirement 
of used ones. 

But for consumers, it means less competition, less choice, more 
expense, and more waste. That is not a fair tradeoff and it does not 
belong in the copyright laws. 

Pealing this misfit legal armor off the lock is a key step on the 
road to more competition. If consumers could shop for the best deal 
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on each of these two purchases separately, they would get lower 
prices, improved quality, and greater innovation and variety that 
more competition would encourage among mobile device manufac- 
turers and wireless carriers alike. Some carriers now are offering 
alternatives to the bundled contract, a healthy development that 
would be sped up by restoring the right to unlock. 

We are heartened by the interest in Congress, with a number of 
bills taking various approaches to a solution. While we would like 
to see a permanent solution, to make sure mobile phones cannot be 
put on lockdown again, we appreciate that a temporary solution 
can be an effective stopgap while the permanent solution is in the 
works. 

If you opt for the temporary solution expressed in H.R. 1123, 
while you work on the permanent solution, we think it would be 
helpful to make a few clarifications now, without waiting, to ensure 
that the DMCA exemption as reinstated works in today’s world, 
and to reduce the risk of unnecessary and unwarranted legal obsta- 
cles. Our recommended clarifications are in our written statement 
and in our comments to the Register. 

For example, consumers should not be denied the right to unlock 
because the device they purchased does not carry with it the soft- 
ware inside it, but only carries a license to use the software. And 
consumers who use a tablet as their phone should have the same 
right to unlock as consumers who use a handset. 

Mr. Chairman, thank you for including us in this hearing on an 
issue of great importance to consumers. I would be happy to an- 
swer any questions. 

[The prepared statement of Mr. Slover follows:] 
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Chairman Coble, Ranking Member Watt, and Members of the 
Subcommittee: I am pleased to be here on behalf of Consumers Union, the 
policy and advocacy division of Consumer Reports.' We very much 
appreciate your leadership in addressing this important issue of consumer 
choice. 

As the Subcommittee embarks on its comprehensive examination of the 
Copyright Act, we think the mobile device unlock exemption is a very good 
place to start. Tn this instance, the harm the anti-circumvention provisions of 
the Digital Millennium Copyright Act (DMCA) are causing consumers is 
concrete and unmistakable. We also think this issue offers a useful window 
into the operation of the anti-circumvention provisions as you undertake to re- 
consider them more broadly. 

We believe consumers should have the right to imlock their mobile 
device for use with a different carrier’s network - whether to switch carriers 
themselves, or to use their device more economically while they are traveling 
abroad, or to sell or give the device to someone else for use with the carrier of 
tire new owner’s choice. In short, consumers should be able to use the mobile 
devices they have purchased as they see fit. 


Consumers Union is the public policy and adv ocacy division of Consumer Reports. Consimicrs 
Union works for teieconirnunications reforai, health reform, food and product safety^ financial refonn, and 
otlicr consumer issues. Consumer Reports is tlic world's largest independent, not-for-profit product-testing 
organization Using its more tlian 50 labs, auto test center, imd sunxy rcscaicli center, die nonprofit rates 
diousands of products and services annually. Foimdcd in 1936. Consmner Reports has cr 8 million 
subscribers to its magazine, website, and other publications. 
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This is all the more important as wireless service increasingly becomes 
our predominant communications technology. Many Americans are choosing 
to “cut the cord,” to give up their landline phones entirely and rely just on 
mobile wireless service: by the second half of 2012, thirty-four percent of 
adults lived in wireless-only households. And especially in rural areas and 
lower-income communities, many rely on their mobile devices as their only 
means of accessing the Internet. 

To have the best access to high-quality, affordable wireless voice and 
data services, consumers need to be free to choose the service and product 
offerings that best suit their needs, in a competitive marketplace. And when a 
consumer wants to switch wireless carriers to get a more suitable and 
affordable plan, being able to do so without having to purchase a new phone 
can make a big difference. 

Two years ago, in anticipation of the section 1201(a)(1)(C) triennial 
review, we conducted a nationwide survey to gauge consumer views on issues 
related to network interoperability for mobile phones.^ And the findings could 
not have been more clear-cut. 96 percent of those with long-term wireless 
service contracts said consumers should be able to keep their existing handsets 
when changing carriers. For those with smart phones, the number was even 
higher - 98 percent. 

Until the decision last October by the Register of Copyrights and the 
Librarian of Congress, consumers have had the right to unlock. But now, as a 


^ irlcasc./iic w-PQl i-sji ows-c cM-p.h Qiic-Qwii c rs-bclicv c- .KGVc rmiicrit-slioiild-addrcss- 

cell-plioiie-intcroDerabiiitv-riilcs 
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result of that decision, unlocking is a violation of the DMCA, and consumers 
are subject not only to civil liability, but to criminal prosecution, hefty fines, 
and imprisomnent for it. 

This newly-criminalized conduct is not copyright infringement, has 
nothing to do with copyright infringement in any traditional sense, and has no 
business getting caught up in the dragnet of a law intended to help protect 
against copyright infringement. 

Tn this instance, the anti -circumvention provisions are a very blunt 
instrument for protecting material that is actually copyright-protected, from 
actual infringement. They draw the perimeter of the zone of protection far 
wider than is needed or justified for achieving the stated purpose. 

Mobile phone unlocking would thus appear to be the perfect candidate 
for exemption nnder section 1201(a)(1)(C). And that’s what the Register and 
the Librarian readily concluded in 2010. 

How they could reverse themselves this time and reach essentially the 
opposite conclusion - that the exemption had reached the end of its useful life 
and should be phased out - is hard to reconcile with the facts as we see them. 

Some say the Register and the Librarian somehow went off-track in 
applying the statutory standard. Others say the statutory standard and process 
do not allow for fnll consideration of what matters. Wliatever the reason for 
the recent decision, the result is a legal ruling that obstructs competition and 
consumer choice, and will render millions of perfectly good mobile devices 



35 


useless, left to gather dust in a drawer, slowly decompose in a landfill, or be 
discarded into a recycling bin that leads to nowhere. 

So we want to see the right to unlock restored. And we are heartened by 
the strong signs of interest in both Houses of Congress, and on both sides of 
the aisle, as well as in the White House and in the FCC. We count five bills 
pending in Congress, taking various approaches to a solution. 

Wliile a permanent solution has obvious advantages over a temporary 
one, and a comprehensive solution has advantages over a piecemeal one, a 
temporary piecemeal solution can sometimes be an effective stopgap measure 
for the time it takes to develop a well-considered comprehensive, permanent 
solution - as long as the two efforts go hand in hand. 

If you do opt for the temporary solution while you work on the 
permanent one, we would ask that you consider not simply reinstating the old 
exemption as it was written 3 years ago, but going just a bit further and 
updating it as we recommended to the Register in the comments we submitted 
in the triennial review. ’ 

We think it would be helpful to make a few clarifications now, without 
waiting, to reduce the risk of umiecessary and unwarranted legal obstacles to 
mobile device unlocking. The exemption as we proposed it in our comments 
to the Register, incorporating these clarifications, would read as follows: 


^ http://www.com'rii^ht.i;ov/120i/2011/iiiiiiai/cQiLsumcis iiiiioiLpdf : 
hfip://\Yww.coDyri^ht,sJov/1201/2012/coimiicnts/rcpiv/coiisumcrs uniQn.p df : 
http;//www.copyridit-i;ov/l201/2012/respoiises/cu resr>onse letter reeardhiE exemption 6.Ddf . 
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Computer programs, in the form of firmware or software, 
including data used by those programs, that enable mobile 
devices to connect to a wireless communications network, 
when circumvention is initiated by the owner of the device to 
remove a restriction that limits the device’s operability to a 
limited number of networks, or circumvention is initiated to 
connect to a wireless communications network. 

That proposal includes a number of important clarifications: 

First, the right to unlock should clearly apply regardless of whether, 
when consumers purchase their mobile device, they actually obtain legal 
ownership of the copy of tire computer program inside the device that makes it 
work, or they technically only obtain a license to use the copy. 

Second, it should apply regardless of whether consumers plan to 
interconnect the device to another network themselves, or they plan to sell or 
give the device to someone else, or they haven’t decided yet. 

Third, it should apply regardless of what exactly it is that consumers 
need to unlock, from a technical standpoint, to make interconnection possible 
using the particular device and the particular computer program inside it. 

Fourth, it should apply to unlocking to enable interconnection for data 
as well as for voice communications. 
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Fifth, it should apply to new devices as well as used ones. Once 
consumers buy them, they should be able to imlock them. Some might say 
this would be an expansion, not a clarification, but the new exemption already 
eliminates this distinction for the phones to which it applies before the phase- 
out. This is one place where replacing the current exemption with the 
previous version would actually reduce consumer choice. 

We can’t see any good reason why consumers who are eligible for a 
new mobile phone under their wireless service contract should not have the 
option to sell or give away the new phone and keep using their old one, if 
tliat’s what they choose to do. 

And sixth, it should apply to tablets as well as phones. We recognize 
that H.R. 1 123 as introduced explicitly treats this change as an expansion 
rather than a clarification, to be reserved for future mlemaking, but we would 
urge you to go ahead and make it now. Consumers are using both kinds of 
devices for the same purposes, and they should both be treated the same in 
relation to those purposes. 

The anti-circumvention provisions in section 1201(a) were originally 
envisioned as a way to help protect copyrighted content against infringement 
in the Digital Information Age. But in this instance, wireless carriers have 
also found them to be a convenient way to reinforce the long-tenn bundled 
wireless contract that has been their preferred business model. 

As the NTIA has observed, “the primary purpose of the locks is to keep 
consumers bound to their existing networks.” And the locks also benefit 

6 
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mobile device manufacturers, by artificially inflating demand for new devices 
through forced early obsolescence of the old devices. 

The cost to consumers is less competition, less choice, more expense, 
and more waste. We don’t think that’s a fair trade-off, and we don’t think it 
belongs in the copyright laws. 

More broadly, removing the unwarranted legal protections around the 
lock is a key step on the road to more competition both in mobile devices and 
in wireless communications service. Under the current long-term bundled 
contract business model, consumers are effectively required to purchase a new 
mobile device as part of purchasing service on the carrier’s wireless network. 
They pay for the device whether they take it or not, embedded in the price of 
the service. And they keep paying for it even after the carrier has fully 
recouped its cost. 

In our view, tying these two purchases together provides no benefit to 
consumers. Instead, it steers consumers into long-tenn service contracts that 
then make it difficult to switch carriers. If consumers were able to shop for 
die best deal on each of these purchases separately, they would benefit 
significantly from the lower prices, improved quality, and greater innovation 
and variety that healthy competition would encourage among mobile device 
manufacturers and wireless carriers alike. 
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Tn Europe, for example, where LIE wireless service is sold separately 
from the mobile device, one study shows that the cost of the wireless service is 
only about a third of its cost in the United States."' 

Some carriers are already beginning to consider moving away from the 
bundled long-term contract as an exclusive business model, to offer alternative 
choices to consmners. That’s a healthy development, and it would be 
accelerated by restoring the right to unlock. 

Mr. Chairman, that concludes my testimony. Thank you for inviting us 
to participate in this hearing on an issue of great importance to consumers. I 
would be happy to answer any of your questions. 


'' Kevin J. Americans Paying More for LTE Sen’ice, NY Times, Oct. 15. 2012, available at 

httD://www.nvtimes.cQnf/2012/10/15/teclTiiQjo£n'/amencaiLS-Davm^-more°for-ite~scn-icc htiTil? t=0 . 
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Mr. Marino. Thank you, sir. 

Now, for the third time, Mr. Metalitz. 

TESTIMONY OF STEVEN J. METALITZ, PARTNER, 
MITCHELL SILBERBERG & KNUPP LLP 

Mr. Metalitz. That is right, Mr. Chairman. 

Mr. Marino. Thank you. 

Mr. Metalitz. Good morning and thank you very much for invit- 
ing me to testify before the Subcommittee. 

In all five rulemaking proceedings that have been held under the 
Digital Millennium Copyright Act, I have represented a broad coa- 
lition of copyright industry organizations. Because the bill before 
you today addresses a decision made in the most recent DMCA 
rulemaking, I hope I can provide some useful context. I am not 
here to advocate a position on whether the Librarian of Congress’ 
decision on the cell phone unlocking issue was right or wrong. Our 
coalition was neutral on that during the rulemaking. 

I am here to say that if Congress concludes that the Librarian’s 
decision was not the right policy outcome, then H.R. 1123 is an ap- 
propriate and well considered way to change it. It restores the sta- 
tus quo ante without undermining an important provision of title 
17 that has done so much to benefit creators, distributors, and con- 
sumers of copyrighted works. That provision is section 1201. It pro- 
tects the technological measures that copyright owners use to con- 
trol access to their works. Since it was enacted in 1998, it has 
helped to launch three important trends. 

First, in nearly every industrialized country in the world and in 
many other countries, similar legislation has been adopted. Some 
follow the U.S. model closely, others take a somewhat different ap- 
proach, but they all recognize that access control technologies 
should be encouraged to better serve the public. 

Second, responding to this encouragement, copyright owners 
have increasingly launched innovative new services that depend on 
access controls. Everyone in the software world is talking about 
cloud computing today. Cloud computing depends on access con- 
trols. These controls are also essential in upgrading the security of 
computer networks and reducing their vulnerability to attacks. Ac- 
cess controls have also enabled cloud services for delivery of all 
kinds of copyrighted materials — software, games, video, books, 
music, and so forth. 

The third trend is as a result of the rapid proliferation of these 
services, more consumers today enjoy authorized access to more 
copyrighted works in more diverse ways and at more affordable 
price points than ever before. Access control measures have been 
indispensable to achieving this. 

Now, perhaps the best part of the story is this. This Committee 
and the rest of Congress anticipated that this might happen. In en- 
acting the DMCA 15 years ago. Congress foresaw that technological 
protection measures could be used not only to prevent piracy but 
also to support new ways of disseminating copyrighted materials to 
users. Congress was also wise enough to realize that not all of the 
consequences of these new legal protections could be anticipated. 
So it created the triennial rulemaking process whose purpose is to 
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identify specific factual situations in which access controls have 
had unexpected negative consequences. 

Now, again, our copyright industry groups that have participated 
in these rulemakings do not agree with every decision that has 
come out, or everything in the way the Copyright Office has ap- 
proached it, but overall we think the rulemaking process has ful- 
filled the functions that Congress intended for it. I point out some 
of these reasons for saying so in my written testimony. 

First, instead of the Copyright Office ranging the field to regu- 
late uses of access controls that a government official might think 
are problematic, it relies on private parties to step forward to iden- 
tify exactly where the exemptions are needed. 

Second, exemptions are reserved for situations in which they are 
necessary or it is impossible or extremely burdensome to make a 
noninfringing use without circumventing access controls. 

Third, all the exemptions expire after 3 years. So the Copyright 
Office and the Librarian take another look at that point. That 
makes sense, given the pace of technology and pace of change in 
market developments. 

And fourth, the Copyright Office has consistently provided de- 
tailed explanations of its recommendations. We do not always agree 
with them, but they provide a lot of useful guidance. 

Now, H.R. 1123 is tightly focused on changing the decision issued 
by the Librarian of Congress on the single issue of cell phone 
unlocking. It does so without tampering with the structure of sec- 
tion 1201 or with the key ingredients for success of the rulemaking 
that I have just summarized. It simply restores the status quo 
ante, the cell phone unlocking exemption that the Librarian recog- 
nized in 2010 but decided to phase out in 2012. It places this re- 
stored exemption back into the existing rulemaking framework. It 
directs the Copyright Office to initiate a new rulemaking on the 
question of whether that exemption ought to apply to other devices, 
and both these exemptions would be reviewed again after 3 years 
under the same procedures the Copyright Office has developed. 

In short, H.R. 1123, if enacted, would be the most effective and 
focused way for Congress to correct what it considers an erroneous 
outcome of the last DMCA rulemaking, and it would inflict the 
least possible disruption on the rulemaking process and keep intact 
this provision, section 1201, that has served American creators and 
consumers so well. 

Thank you very much. I would be ready to answer any questions. 

[The prepared statement of Mr. Metalitz follows:] 
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Written Statement of Steven .1 . Metalitz 
Counsel to Joint Creators and Copyright Owners 
Tunc 6. 2013 

Thank you for this oppominily to present the perspectives of leading copyright industry 
organizations on H.R. 1123. 

One of the most critical provisions that Congress enacted as part of the DMCA in 1998 is 
section 1201 of Title 17, which protects the technological measures that copyright owners use to 
control access to their works. Pursuant to section 1201(a)(1), the Copyright Office has held five 
rulemaking proceedings since 2000 to identify appropriate temporary exemptions to the 
prohibition on circumvention of effective access control technologies. 1 have represented 
copyright industry coalitions in all five of these rulemaking proceedings.^ T hope that my 
testimony can help provide some context for the cuirent legislation. 

Our coalition took a neutral position on the proposed cellphone unlocking exemption 
during the most recent rulemaking proceeding, which concluded last October. 1 am not here to 
advocate a position on whedier die Copyright Office's recommendadon on that issue, which was 
approved by the Librarian of Congress, was right or wrong. 1 am here to say that, if Congress 
concludes that the Librarian’s decision was not the desired policy outcome, then the bill before 
you is an appropriate and well-considered way to change it. It restores die status quo ante, 
without undermining a critically important provision of Title 17 that has done so much to benefit 
producers, distributors and consumers of copyrighted works. 

1 . Section 1201 has proven its value, and is now more impoitant than ever. 

When Congress enacted Section 1201 in 1998. it explicitly anticipated that technological 
protection measures could be used, "not only to prevent piracy and other economically harmful 
unauthorized uses of copyrighted materials, but also to support new ways of disseminating 
cop>Tighted materials to users, and to safeguard the availability of legitimate uses of those 
materials.” Staff of House Committee on the Judiciary, 105th Cong.. Section-By-Section 
Analysis of H.R. 2281 as Passed by the United States House of Representatives on August 4, 
1998, at 6 (Comm. Print 1998), rcprinledin 46 J, COPYRIGHT SOC’Y U.S.A. 635 (1999). 
Looking back 15 years later, we can see that this foresight was remarkable. Today, more 

‘ I'liis coiiliiion includes ihe Association of American Publishers (AAP); HSA I I'he Software Alliance; the 
hnreiTainmenr Software Association (HSA): the Motion Picture Association of America (MPAA); and the Recr>rding 
industry Association of America (RIAA), on bclialf of all of whom 1 appctir today. 


5358203.- 
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Counsel to Joint Creators and Copyright Owners 
Tunc 6. 2013 

consumers enjoy authorized access to more copyright works in more diverse ways, and at more 
affordable price points, than ever before. Technological measures that control and manage 
access to copyrighted works have been critical to achieving this success. Myriad innovative 
products and services are cuiTently made available in connection with copyrighted works 
protected by access controls, and new business models that depend on such controls are 
emerging and being extended to new markets constantly. 

Access controls are at the heart of most of the cutting edge internet-based services that 
play an increasingly large role in the dissemination of creative content. The advent of cloud 
services for delivery of copyrighted material - software and games as well as video and music - 
underscores tlie importance of protecting access controls against hacking. Access control 
technologies also play a critical role in the ongoing task of upgrading the security of computer 
networks and resources and reducing their vulnerability to viruses and other attacks. Thanks to 
access controls, virtually all commercial software applications can be accessed, downloaded 
and/or updated online, whedier directly from the developer or through tliird parties. 

No innovation in the world of software and information technology is attracting more 
attention today than cloud computing, which depends upon access controls. Cloud computing 
has become an increasingly important method of delivering IT functionality to consumers, 
businesses and governments. As software is increasingly downloaded for use or delivered as an 
online service in the futnre, the importance of keys. IDs and passwords in enabling these services 
while protecting software copyright holders' rights increases accordingly. 

U.S. enactment of section 1201 in 1998 blazed a trail that scores of otlier countries have 
followed. Seeking for their citizens the same benefits of wider, more seenre access to 
copyrighted materials, nearly every industrialized country, and many of our trading partners in 
the developing world, have enacted legal protections for access controls. Some follow the U.S. 
model closely; others lake a somewhat different approach more suited to their own legal systems 
and traditions; but all reflect a recognition that tlie use of access control technologies should be 
encouraged, and attacks on these technologies appropriately penalized, in order to foster the 
healthy growth of online digital marketplaces in works protected by copyright. 


5358203.- 
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2. The 1201 rulemaking process is an essential feature of the legal framework for 
protecting access controls. 

Altliougli Congress’ prediction about the overall positive impact of access controls has 
been borne out over the past 15 years. Congress was also wise enough to realize that not all of 
the consequences of the new legal protections for technological measures could be anticipated. 
This realization forms the basis for section 1201(a)(1)(B), which established the triennial 
rulemaking process that has now unfolded five times. Its purpose is to identify any specific 
factual situations in which the prohibition against circumventing access controls, far from 
promoting greater access to copyrighted materials, has the unintended impact of preventing or 
substantially impeding such access to particular classes of works for the purpose of making non- 
infringing uses. Congress thus provided a flexible but very useful tool for responding to 
unforeseen changes in technology and marketplaces, by enabling time-limited exemptions to the 
prohibition to be recognized in carefully defined cases. 

Certainly the copyright industry groups that have participated in the five DMCA 
rulemakings do not agree with every decision that has resulted from it. nor even witli important 
elements of the approach diat die Copyright Office has taken in implementing its statutory 
mandate to conduct the rulemaking. And no doubt any administrative process could be 
improved. But overall, we believe the lailemaking process has been a success, and has largely 
fulfilled the funedons Congress intended for it. In pardcular. the following features of the 
rulemaking process have been critical to the positive contributions it has made: 

• Burden of persuasion . The lailemaking process proceeds from the assumpdon that 
the prohibition against circumventing access controls is the rule, and that the 
burden falls on petidoners to demonstrate the specific situadons in which an 
exception to this rule is justified under the statute. Thus, instead of the Copyright 
Office ranging afield to regulate uses of access controls that a government official 
might think are problemadc. it relies on private parties to step forward and to 
present persuasive evidence and legal argument under a defined yet flexible set of 
criteria drawn from the statute and its legislative history. 
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• Focus on necessity . Exemptions are reserved for situations in which it is either 
impossible to make a specified non-infringing use without circumvention, or in 
which the burdens of using other available means to do so are so significant as to 
justify allowing individuals to take matters into their own hands by circumventing 
access controls. 

• Time limitation and de novo review . A fundamental feature of all exemptions 
recognized through the rulemaking process is that they automatically expire after 
three years, and that each successive rulemaking proceeds de novo. This is one of 
die most critical decisions Congress made in setting up die rulemaking process, 
because it reflects an understanding that the rapid and often unpredictable pace of 
change in both technology and market developments rules out any automatic 
extension of exemptions unchanged from cycle to cycle. The actual history of the 
rulemaking process bears out the wisdom of this approach, with several 
exemptions being recognized for one or two cycles and then falling out of the 
process as the evidence of the need for them faded or disappeared altogether. 

Even those exemptions which have, in some form, been recognized in successive 
rulemaking cycles have been adjusted or modified to take account of new 
circumstances regarding the need for circumvention and the consequences of 
granting or denying an exemption for certain uses. 

• Detailed explanation of reasoning . Finally, from the inception of die mlemaking 
process, the Copyright Office has chosen to provide detailed analyses of die 
evidence presented to it and of the legal justifications for its recommendations to 
the Librarian on granting, modifying, or denying requested exemptions. As 
noted, die copyright industry coalition has not always agreed widi these analyses, 
but we find them quite useful both in explaining the decision and in providing 
guidance for the next cycle, and 1 believe the same is true for representatives of 
parties seeking exemptions as well. 


5358203 -- 
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3. H.R. 1123 overturns the rulemaking decision on cell phone unlocking without 
haiming section 1201 or the rulemalOng process. 

The bill before the subcommittee this morning is tightly focused on changing the decision 
issued by the Librarian of Congress last October on the single issue of cell phone unloclsing. It 
does so without tampering with the structure of section 1201, with the mandate and parameters 
of the section 1201 rulemaking, or with the key ingredients for success that 1 have just 
summarized. Li other words, it achieves its authors’ stated purpose, without compromising or 
undennining the enoimous value that section 1201 has delivered to copyright owners and users 
of copyrighted works alike. 

In effect. H.R. 1123 simply restores the status quo ante - the cellphone unlocking 
exemption that die Librarian recognized in 2010, but decided to phase out in 2012. It places diis 
restored exemption back into die exisdng rulemaking framework. It directs die Copyright Office 
to initiate a new rulemaking on the limited question of whether the same unlocking exemption 
ought to apply to other devices besides cell phones. This new lulemaking will be canied out 
under essendally the same procedures diat the Copyright Office has developed, pursuant to 
Congressional mandate, in five rulemaking cycles under the DMCA. And bodi the restored 
cellphone unlocking exemption, and any additional unlocking exemption diat might emerge from 
the '‘out-of-cycle” lailemaking that the bill requires, would be reviewed again after three years, 
under the same procedures. 

In shoit, H.R. 1 123, if enacted, would be the most effective and focused way for 
Congress to correct what it considers an erroneous outcome of die last DMCA mlemaking cycle. 
It would accomplish this while inflicting the least possible disruption on the well-established 
rulemaking process, and without making any changes to the DMCA provision that has served 
American creators and consumers so well — section 1201. 
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Mr. Marino. Thank you, gentlemen, for keeping your initial com- 
ments to 5 minutes. 

The Chair now recognizes the Chairman of this Subcommittee, 
the gentleman from North Carolina, Congressman Coble. 

Mr. Coble. Thank you, Mr. Chairman. I appreciate you and the 
gentleman from North Carolina covering for me. I apologize to the 
witnesses for my belated arrival. Today was one of those days 
when I had to be at five places simultaneously. You all have never 
had that happened to you before, have you? I am sure you have. 
Thank you, Mr. Chairman. I appreciate that. 
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Starting with Mr. Berry, and then including all of the witnesses, 
what is the current state of the unlocked cell phone market? And 
do consumers have a growing number of choices for unlocked 
handsets and providers than ever before, or is the marketplace lim- 
ited? 

Mr. Berry. Hi, Mr. Chairman. You are correct. There are a lot 
of choices for the consumer, but there are also a lot of unique cir- 
cumstances where the phone is a very personal device and we be- 
lieve that consumers should have the choice whether or not to con- 
tinue to use that particular phone. I think it actually enhances the 
competition or competitive elements in the market. Many of the 
small carriers, six or seven of them in your congressional district, 
have a difficult time getting access to the iconic devices and 
unlocking gives them an opportunity to retain that customer that 
may come into their area that wants to keep their iconic device. 
And I think it is a choice that consumers enjoy having and gives 
us, the smaller carriers, an opportunity to distinguish themselves 
in the marketplace. 

Mr. Coble. Thank you, sir. 

Mr. Altschul. There are close to 200 different devices available 
on an unlocked basis to consumers in the United States. Just one 
store. Best Buy has on their website as of last night 146 different 
devices from the latest Apple and Galaxy phones to very simple 
feature phones, and Best Buy is just one of the retail outlets that 
are available to customers that are interested in buying unlocked 
phones and being free to take the appropriate phone to the carrier 
of their choice. 

Mr. Coble. Thank you, sir. 

Mr. Slover. I would say that the focus should also be on the con- 
sumer who has got a phone already, and has a chance to get a new 
one if he wants and to give the old phone to somebody, else or to 
sell it, or he has got a phone that he likes, but he wants to switch 
it to another network. It is not just whether there are phones out 
there in the market that are available to consumers who want to 
buy them. A lot of those phones that we have been talking about 
are new phones. The used phones are going to be gradually phased 
out now — if the Register’s decision stays in place, that has been 
phased out now. And so over time, there will be fewer and fewer 
used phones available, and they will be older and older used 
phones that are available. 

So I think it is also important to focus on the consumer who has 
got a cell phone in his hand and what his choices are, what he can 
do with that phone. 

Mr. Coble. Thank you, sir. 

Mr. Metalitz. I do not have anything to add, Mr. Chairman, on 
the state of the market, but just to note that if the consumer has 
the phone in his hand, under the current exemption, if he bought 
it prior to January, then he is certainly free to exercise the exemp- 
tion that exists now. 

Mr. Coble. Thank you, sir. 

Let me try one more question before my time expires. 

Gentlemen, how is the unlocking issue dealt with in other Na- 
tions, and more specifically, is this only a U.S. issue or is it an 
issue elsewhere? Either of you. 
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Mr. Berry. I am certainly not an expert on all the markets glob- 
ally, but unlocking is a problem in some countries. I do not think 
it is quite the same in the United States. In the United States, we 
subsidize phones and some of the iconic phones are exclusive to a 
particular carrier, and that carrier obviously wants the customer to 
meet their commitments. Many of the countries overseas, Europe, 
they do not subsidize phones, and they have more of a standard 
technology. So that is a little easier to switch out SIM cards and 
actually use a phone across carrier networks. It is a little different 
than in the United States. Again, it is a very personal device, and 
I think having an unlocking opportunity — capability — allows you to 
do a lot of different things with that used phone that you would 
not otherwise be able to do. 

Mr. Coble. I thank you, sir. 

Mr. Metalitz. Mr. Chairman, if I could just add on the inter- 
national dimension. As I mentioned in my statement, many coun- 
tries now have similar laws protecting access controls — and as, I 
believe. Chairman Goodlatte mentioned in his opening statement — 
we have obligations under our free trade agreements with regard 
to these types of protections. But I think the good news is that H.R. 
1123, as I read it, is consistent with our obligations under those 
free trade agreements. If it were enacted, I do not think it would 
create a problem of compliance with the free trade agreements. 

Mr. Coble. I thank you, sir. 

Mr. Chairman, I see my red light is illuminated. I yield back. 

Mr. Chabot. Mr. Chairman, could I make a unanimous consent 
request over here on this side? 

Mr. Marino. Yes. 

Mr. Chabot. Thank you, Mr. Chairman. 

I would just like to ask unanimous consent to submit a couple 
of questions in writing for the panel’s response at a future time. 

Mr. Marino. Without objection.* 

Mr. Chabot. Thank you. 

Mr. Marino. The Chair now recognizes the gentleman from 
North Carolina and the Ranking Member, Mr. Watt. 

Mr. Watt. Thank you, Mr. Chairman. 

As has become my policy as the Ranking Member, I generally 
have decided to go last in the questioning so that if any of my other 
colleagues need to leave, they can before the hearing is over, espe- 
cially on the last day of the week when they are trying to get out 
of town. So I am going to defer to Mr. Johnson, and I will go last. 

Mr. Marino. The Chair recognizes Mr. Johnson. 

Mr. Johnson. Thank you, Mr. Chairman. I believe Mr. Watt just 
loves to hold back and wait until I ask my questions because they 
are so good, and then he gets to clean up behind me. [Laughter.] 

I believe that is what the real deal is. 

But thank you all for coming today. 

Strong copyright protections are the backbone of innovation, cre- 
ativity, and the public good. Copyright theft hurts everyone. Song 
writers and artists depend on royalties for their livelihood. Compa- 
nies depend on protection so that they can make new content and 


'The Subcommittee did not submit post-hearing questions to the witnesses. 
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products, and consumers want to know that when they download 
an app, it is not counterfeited or full of malware. 

As this Committee looks to update areas of copyright law, I think 
it is important to leave room for companies to provide innovative 
solutions while protecting copyright owners. For instance, one of 
the great success stories of copyright law is the DMCA inter- 
mediary safe harhor. One major example of this success story is 
Google, which receives 17 million takedown requests monthly and 
processes each of these, on average, within 6 to 8 hours. 

Today’s hearing represents another opportunity for innovative so- 
lutions in the marketplace. As a cosponsor of the bipartisan H.R. 
1123, the “Unlocking Consumer Choice and Wireless Competition 
Act,” I recognize that we need solutions that bolster competition 
while empowering consumer choice. And as a parent who — some- 
times I drop my mobile phone and crack the screen on it, and I do 
it every so often. But then my kids tend to do it more often. So they 
end up being the recipients of my phone. And both have accounts 
with other cell phone service providers. So it presents a dilemma 
that I am faced with. 

I look forward to the testimony of our witnesses today. 

I applaud my colleagues from across the aisle for coming together 
on this pro-consumer legislation. 

And, Mr. Slover, in your written testimony you indicate — you re- 
ferred to a nationwide survey of consumer views on unlocking mo- 
bile phones. Could you share with us the results of the survey? And 
thereafter, I would like for you to explain to us how the 1201 ex- 
emption for unlocked devices enhances consumer choices. 

Mr. Slover. Well, the survey was done 2 years ago, and one of 
the highlights was that 96 percent of those we polled who have 
wireless handheld devices believed that consumers should be able 
to keep their handset when they switch carriers. And the figure ac- 
tually went up to 98 percent for people who had smart phones. The 
margin of error on that survey was 3 percent. So that is virtually 
100 percent of everybody who we surveyed thinks that consumers 
should have that right. So to them, it is just common sense that 
they should be able to keep their cell phone with them as they 
switch carriers. So that was the highlight of the survey. 

There were other figures in there, too. There was one, about 
three-quarters of the people surveyed said that they thought that 
cell phones should be interoperable across all networks and that if 
necessary. Government laws and policies should be instituted to re- 
quire that. 

As to your question about the 1201 process, that is a broader 
issue than just how it applies in the phone unlocking context. In 
the phone unlocking context, we do not think it should have gotten 
caught up in that at all. I think it was a surprise to everybody — 
nobody was planning in 1998 that the anti-circumvention restric- 
tions were going to help reinforce the long-term bundled package 
where you get your cell phone as part of your long-term contract. 
That is just how it worked out. And what we want to see is for that 
to be pulled out and separated from that. 

The broader issues about 1201 are very interesting and certainly 
deserve attention, and we look forward to being a part of that dis- 
cussion in the months to come. 
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Mr. Johnson. Thank you. 

Mr. Marino. Thank you. 

The Chair recognizes the gentleman from North Carolina, Mr. 
Holding. 

Mr. Holding. Thank you, Mr. Chairman. 

Mr. Altschul, you were talking about some of the concerns if the 
rule were overbroad, concerns about the arbitrage of phones, the 
demand for stolen phones, fencing of phones. I am curious about 
what the business model is for the arbitrage of phones. If you 
could, kind of explain how that would work and how much are 
these phones worth if they are completely able to be unlocked and 
so forth. 

Mr. Altschul. Well, we know that the U.S. is unique in offering 
consumers subsidized, very deeply discounted phones for those cus- 
tomers that enter into a service contract with their carrier. To the 
extent that the phone is compatible in markets overseas or in other 
countries, the software lock is the only thing that keeps somebody 
from basically gaming the system, from obtaining a deeply dis- 
counted phone, which the carrier is fronting the subsidy for up 
front out of the expectation that over the life of the service agree- 
ment, they will be able to recover their costs from the customer. 
Phones are small and light and are easily shipped to foreign coun- 
tries where there is no discounting. So the difference between get- 
ting a modern, top-of-the-line feature phone or a smart phone for 
$199 in the United States that more or less instantly can be sold 
for $600 or $700 in another country creates the arbitrage opportu- 
nities. 

Mr. Holding. What about on stolen phones? Is there a big mar- 
ket for stolen phones? 

Mr. Altschul. Well, there is obviously a huge amount of street 
crime where these phones are being targeted by criminals, and it 
has caught the attention of the police chiefs in this city, in New 
York, and San Francisco, and other cities because of how easily 
fenced these phones are on the street. And, of course, with the ex- 
isting rule, there is now no legal reason or basis for a brick and 
mortar storefronts to be in the business of taking a phone that a 
customer brings in and changing its identity, its software, and the 
ability to operate that phone on different networks. 

So one of the concerns about going beyond allowing an individual 
customer known to a carrier to unlock phones creating a broad 
commercial exception would be to legitimize the ability of brick and 
mortar stores to be the first step of the fencing operation. 

Mr. Holding. I think we see all the time that technology is rap- 
idly changing, evolving, and I will posit this to all of you. The busi- 
ness model we have here, as you say, heavily subsidizing the phone 
on the front end — are there changes in technology on the horizon 
or forecasted that would change that business model, that would 
render it obsolete or not profitable? And so we try to do something 
legislatively here and before you know it, the business model has 
changed, and what we are doing here is moot and a waste of time. 

Mr. Altschul. Well, the business model is constantly changing. 
Right now, there are the two dominant types of service agreements, 
both of which are popular with consumers: no contract phones with 
no service plan and typically not a discounted device and a contract 
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plan where there is a discounted device. T-Mohile 2 to 3 months 
ago announced a hybrid plan where they are breaking the tie be- 
tween their service and device. Other carriers said if this is pop- 
ular, they can follow a similar plan. There are prepaid offerings 
that offer some discounted devices. So already the marketplace has 
a mix, and consumers have shown how sophisticated they are in se- 
lecting and choosing the most attractive combination of service and 
devices that best meets their needs. 

Mr. Holding. All right. Thank you. 

Mr. Chairman, I yield back. 

Mr. Marino. Thank you. 

The Chair recognizes Congresswoman Chu from California. 

Ms. Chu. Mr. Slover, I want to get the basics of cell phone 
unlocking. At the end of my contract term with my wireless carrier, 
how would I be able to unlock my cell phone? Would I be able to 
unlock the phone myself, or do I need to seek out the help of my 
wireless carrier? 

Mr. Slover. Well, there are some people who have figured out 
how to do it themselves. Most people would need to get help from 
somebody else. And you could either get that from your wireless 
carrier, your old wireless carrier; you could get it from your new 
wireless carrier, or you could find one of the people who has figured 
out how to do it and ask them to explain it to you, to walk you 
through the steps, to maybe send you a link to an explanation for 
it. There are a number of ways, and we would like to see all those 
ways available. 

Mr. Altschul. If I may add to Mr. Slover’s answer. One of the 
facts that the Librarian of Congress relied on in the record before 
it in this hearing was the fact that carriers will unlock their cus- 
tomers’ phones once the service terms have been fulfilled. Carriers 
do that. It can be done over the phone. It involves codes the cus- 
tomer can follow, and there is no charge for it. 

Also, on the Internet, along with a lot of other things, there is 
information how to do this. People should think twice because it 
also could be a back door for malware and viruses and other 
changes to the device that might not be welcome, as well as when 
it is done over the Internet or through third parties, there is a 
charge. If the customer goes to their carrier, under the carrier’s 
terms there will be no charge to unlock the device. 

Ms. Chu. Yes. Mr. Berry? 

Mr. Berry. I think it is also important to note — and I think you 
hit on a very important aspect, and that is, do you have to be 
MacGyver to unlock your phone? Sometimes you do, and some of 
the locking devices are getting more and more complex. And that 
is why we recommend that an agent be authorized. If you have 
locked yourself out of the house and you need a locksmith to come 
in and help you open the door, I mean, that is certainly an accept- 
able use of your property and it is certainly a property right that 
you have. I think that it should be recognized that locking and 
locking devices are getting more complex, and you are absolutely 
right. The wireless carrier sometimes does not have the code. 
Maybe it is an unlocked device that you bought at Best Buy and 
that particular carrier may not have that code to unlock the device 
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at the end of your service. So I think it is an important question 
and an important issue to address. Thank you. 

Ms. Chu. Yes. Are you saying then any phone could be unlocked 
by any carrier or are there limits to that? 

Mr. Berry. My understanding is most phones can be unlocked by 
a carrier, an authorized carrier, but there are some devices that 
cannot be unlocked. For example, the Apple phone. If you do not 
have the code, you cannot unlock it. If you buy an Apple unlocked 
phone, it is not necessarily going to work on every carriers’ network 
even if the carrier has the same technology in their network. And 
so it can get fairly complicated. Like Mr. Altschul said, there is no 
such thing as one interoperable phone. It depends on your network, 
your technology, and quite frankly, the OEM — the manufacturer 
that built it. 

Ms. Chu. Mr. Slover, or anybody else, the Register of Copyrights 
found out with respect to new wireless handsets, there are ample 
alternatives to circumvention and the marketplace has evolved to 
the point where there is a wide array of unlocked phone options 
available to consumers. Do you believe that consumers have mean- 
ingful options when purchasing new unlocked phones, and why did 
the National Telecommunications and Information Administration 
support a broader exemption? 

Mr. Slover. I think it is incomplete to look at the question just 
from the perspective of what is out there in the marketplace for 
consumers in general who want to buy a new phone, and are there 
enough unlocked phones out there that if they want an unlocked 
phone they could find one. Now, even on that question, they may 
not be able to find the specific kind of phone that they want un- 
locked. So it is more than just whether there are enough phones 
out there in general. But that is only one side of the equation. 

And the other side of the equation is what about the person who 
has got a phone, is getting a new one, wants to pass their old one 
along to somebody else or wants to keep their old one and pass 
their new one along to somebody else, or wants to sell the one they 
are getting or the one they are giving up to somebody else. So from 
that side of it, the criminal prohibitions against unlocking the cell 
phone are a big hindrance. 

Ms. Chu. Thank you, and I yield back. 

Mr. Marino. Thank you. 

I guess it is my opportunity. 

Mr. Altschul, what do the major carriers think about this legisla- 
tion, and do they have any suggestions on how to tweak it? 

And then, Mr. Berry, I am going to ask you about other carriers 
as well. Same question. 

Mr. Altschul. The members of our association support the bill 
and they support it in the way it is narrowly drafted to restore the 
exemption as it was in 2010. That returns the situation to the sta- 
tus quo that the industry operated under for the prior 3 years. 

Mr. Marino. Mr. Berry? 

Mr. Berry. Yes, Mr. Chairman. Our members support the legis- 
lation, 1123. I think some of the smaller carriers, the rural and re- 
gional carriers, would probably see much more immediate benefit 
because they have more difficulty getting access to these iconic de- 
vices or to the type of smart phone that is very difficult for smaller 
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carriers that have less scale to he able to purchase. But all our car- 
riers support the legislation and think that something should be 
done immediately. 

Mr. Marino. Thank you. 

Mr. Metalitz, do you know of anyone or any entity that opposes 
this? 

Mr. Metalitz. I am not aware of any, Mr. Chairman. 

Mr. Marino. Does anyone on the panel know of any opposition 
to this? 

Mr. Slover, I think you testified initially in your initial reading 
that you want to see this permanently established with no time 
limits. Am I correct on that? 

Mr. Slover. Well, we do not want our consumers to face a situa- 
tion where there is uncertainty every 3 years. I think one aspect 
of that is that the de novo review that has been followed is a com- 
plete de novo review where you start over again, and the people 
who have proven that an exemption is justified, and satisfied that 
burden once, have to satisfy it each time, and you have got dif- 
ferent people in the offices making the decisions perhaps. I think 
it would work better if there were a presumption at least that once 
there is an exemption in place, the starting point, the default is 
that it stays in place, and then the people who think it should be 
expanded can come in and explain why, and the people who think 
it should be narrowed or not renewed at all can come in and ex- 
plain why. 

Mr. Marino. You are probably aware of this, but we could have 
some trade issues concerning this because of the agreements. There 
could be creative ways to rework those trade issues with other 
countries, but I think at this point it is inclined — I cannot imagine 
other countries having a problem with this, but it still would in- 
volve some trade issues. 

Mr. Metalitz? 

Mr. Metalitz. Yes. Mr. Marino, if I could just say a word about 
the de novo review. I think that is a positive feature of the system. 
You know, a wise man said long ago you cannot step in the same 
river twice. All of these areas are ones where there is a lot of 
change both in technology and in markets. And the Copyright Of- 
fice and the Librarian have shown the ability to look at these and 
to adjust their recommendations accordingly. So I think that is a 
positive feature. 

Mr. Marino. I am going to play a little devil’s advocate here 
based on my experience as a prosecutor. Do any of you gentlemen 
see any complications or down side to this from those individuals 
who just practice, as much as they can, hacking into our com- 
puters, hacking into our phones? Do you see any technical com- 
plications here that may make it somewhat more easy for these 
people to get into our phones by unlocking these? Anyone. 

Mr. Berry. Mr. Chairman, going back to the bulk — you would 
call bulk reselling — that is a problem. It continues to be a problem 
whether you have the exemption or not, as we have seen. And I 
think you should at least start from the point that this statutory 
language is neither sufficient or necessary to deal with the much 
larger issue of bulk reselling. And there are numerous other activi- 
ties that you — breach of contract, infringement, copyright infringe- 
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ment, trademark infringement, not to mention the criminal codes 
to address that. You are always going to have those potential prob- 
lems for those nefarious people that would like to break into the 
device in this case. But I do not know that it is so overbearing that 
the consumer should not continue to enjoy this opportunity to free- 
ly use their property. 

Mr. Marino. Thank you. My time has expired. 

I am going to move on to Congressman Jeffries from New York. 

Mr. Jeffries. Well, thank you very much. And let me also thank 
the Ranking Member. 

Mr. Slover, the Librarian came to the conclusion that there was 
adequate consumer choice for unlocked phones on the market. Is 
that correct? 

Mr. Slover. That is correct that that was the conclusion that the 
Register of Copyrights and the Librarian of Congress came to, yes. 

Mr. Jeffries. Now, I assume you disagree with that conclusion. 

Mr. Slover. I think it is incomplete and it is only one side of 
the question. It is incomplete because not all phones are available 
to all consumers in all situations, but in addition to that, the con- 
sumer who has got a phone already — it is all of the phones that 
are going to be rendered useless because they cannot be unlocked 
and resold without the potential for criminal penalties, which is 
going to be very chilling, I would think. And so over time, they are 
going to end up getting thrown away or left in a drawer someplace 
rather than being put to use where they could be. And the con- 
sumer who has got those, who would be able to get some benefit, 
either a family member taking over the phone, or being able to sell 
it for a small amount, or giving it away to some charitable organi- 
zation that is collecting phones for their clients, they are all wast- 
ed. 

Mr. Jeffries. Now, what is the state of play as it relates to 
someone who is coming off contract and will be able to make a deci- 
sion as to whether to move forward with their current carrier or 
switch carriers in terms of the unlocked phone market that they 
would confront? 

Mr. Altschul. Well, as the Librarian of Congress found on the 
record, carriers will unlock a customer’s phone upon the customer’s 
request, and they publish the requirements. You might think it 
would only be at the end of the contract. Different carriers have 
different policies, including just being in good standing and saying 
you are going to go on a trip, say, to Europe and you want the 
flexibility while traveling to use other carriers’ networks. So that 
was in the record before the Librarian of Congress. 

And the benefit of having the carrier do the unlocking is that you 
do not go to third party sources on the Internet or elsewhere which, 
in the unlocking process, increases the risk of malware and viruses 
being inserted into the device. 

Mr. Jeffries. Now, currently it is my understanding that when 
carriers sign up a new customer to a contract, often the cell phone 
or certainly in the case of a smart phone, is offered to that cus- 
tomer at a very discounted price. To the extent that this bill moves 
forward — and I do support the legislation, but to the extent that 
the bill moves forward and becomes law, do you anticipate that 
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that would change in any way in terms of perhaps a decrease in 
the discount that is available or its outright elimination? 

Mr. Altschul. Well, we operated under the rule that would be 
restored for the past 3 years, and the choices to consumers and the 
availability of discounted phones was not diminished under the 
prior rule. I do not think any of us have a crystal ball. The markets 
change. Consumers’ tastes change. We have seen over the past few 
years, even with the existing rule, the greater popularity of no con- 
tract plans and the availability of unlocked phones with consumers. 
So I cannot predict what the future will bring, but I am fairly con- 
fident that this bill is not going to change the business practices 
one way or another. 

Mr. Jeffries. Thank you. 

Mr. Slover, have you done any analysis on this question? 

Mr. Slover. Well, we would like to see greater choices for con- 
sumers. The idea of getting a contract where you do not have to 
worry about going over your minutes or going over your other lim- 
its, but not having to take a phone packaged in with that, if the 
two purchases could be considered separately, then there would be 
more transparency, the consumer would know what they are pay- 
ing for. I mean, right now, you walk into one of the stores, and they 
direct you over to the display of phones that you can get for free 
or at a dramatically reduced price as a result of signing up for the 
contract. But it is not, “here is one thing you are buying, here is 
another thing you are buying, do you want to buy both of them 
from, us or not?” 

And so the greater the choices that are made available — and to 
us, the lock and the penalties for getting around the lock, for 
unlocking to interconnect to another network are part of the artifi- 
cial support system for the bundled contract. We are not saying the 
bundled contract should not be made available. We think it will 
still be made available to consumers who want it, but there will be 
more transparency and consumers will have more choices. 

Mr. Jeffries. Thank you, Mr. Chair. I see that my time has ex- 
pired. I thank the witnesses for their participation. 

Mr. Marino. Thank you. 

The Chair recognizes Congressman Chaffetz from Utah. 

Mr. Chaffetz. Thank you, and I thank the Committee for taking 
on this issue. It is one that I think is important to a lot of con- 
sumers today. 

I want to start with the developers and some of the distribution 
of the potential tools that could be used to help unlock these 
phones. One of the problems, even with a DMCA exception, is it 
does not provide immunity for making or distributing the tools to 
circumvent a lock even for a lawful exemption. If we want to make 
sure people can unlock their phones, do we not need to clarify that 
the DMCA does not apply to phone unlocking or somehow provide 
an exemption to developing and distributing the tools in addition 
to just simply using them? Maybe we could start with Mr. Berry, 
please. 

Mr. Berry. Thank you. Congressman. 

You are correct that there seems to be fewer and fewer apps de- 
velopers that will provide this technology, the coding necessary to 
unlock phones. Again, I mentioned the agent. In many instances. 
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it is this individual or the wireless carrier that has the unique abil- 
ity to unlock phones. And I think it would he appropriate to con- 
sider that capability, that unique capability as an agent of the con- 
sumer to help ensure that consumer can fully utilize their property 
rights. I think it is a good idea. 

Mr. Chaffetz. What is the penalty if you were to not comply? 
Based on the law, the way it is now, if somebody were to do this, 
what is the penalty for that? 

Mr. Berry. Well, my understanding is it could be a fine up to 
$500,000 and it could be criminal prosecution and potential incar- 
ceration. So it is a felony. 

Mr. Chaffetz. It seems pretty severe for unlocking a phone. 

Does anybody else care to weigh in on this? Yes? 

Mr. Metalitz. Yes, sir. I just wanted to make a couple of points. 

First, I know the issue of criminal penalties has come up here 
several times, and I think it is important to bear in mind that the 
act of unlocking a phone, even if you assumed there was no exemp- 
tion at all, would only attract criminal penalties if it was done will- 
fully for the purpose of commercial advantage or private financial 
gain. And those are limitations that the Congress put in in 1998 
when it enacted the DMCA. So many of the scenarios we have been 
hearing about about individuals unlocking their own phones or do- 
nating a phone to a charity, this type of thing could not be reached 
by that. In fact, there have been virtually no prosecutions under 
section 

Mr. Chaffetz. Well, and that is a good reason to take it off the 
books, is it not? 

So would you agree, though, with Mr. Berry that the developers 
or distributors of these potential tools, if we were to enact some- 
thing, should also be covered under this? 

Mr. Metalitz. Well, no, I would not agree with that. I think that 
is a separate question. The reason I think Congress set up the rule- 
making the way it did to only deal with the act of circumvention 
was the concern about developing a marketplace for tools to hack 
through access controls. And very, very few, if any, of these tools 
are specifically limited to one type of access control or to one type 
of use. So the concern would be that developing a marketplace for 
these tools could lead to a lot of exposure of other 

Mr. Chaffetz. But if the law was crafted such that your goal is 
to allow the consumer to unlock their phone, why would you not 
also protect the developer or the distributor of that tool or app or 
whatever it might be and allow that to happen? 

Mr. Metalitz. Well, I think the testimony has 

Mr. Chaffetz. I mean, who is going to go and develop that if 
they are going, for their own financial gain, be facing a $500,000 
fine and time in jail? 

Mr. Metalitz. I think the testimony has been that, first of all, 
in many cases this unlocking would be taking place with the con- 
sent of the copyright owner, which in the situations where the car- 
riers are doing it 

Mr. Chaffetz. What we are talking about is giving consumers 
more ability to do this. So why would you not protect the developer 
too? 
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Mr. Metalitz. Well, I think the other thing to look at is whether 
between 2006 and today when this exemption has been in place 
that applies to the act of circumvention have consumers been un- 
able to exercise it. I do not know the answer to that. 

Mr. Chaffetz. Well, I do. 

Mr. Chairman, as my time is expiring here, I think to truly have 
an understanding of how the technology works, there need to be — 
everybody in that food chain needs to be protected under the law 
so that they can provide these tools and allow access and allow 
more freedom for the consumers to make these types of choices. 

With that, I will yield back. Thank you. 

Mr. Marino. Thank you. 

The Chair recognizes Congresswoman Lofgren from California. 

Ms. Lofgren. Well, thank you very much, Mr. Chairman. It was 
good to hear Mr. Chaffetz’s questions because I have a similar set 
of questions. 

First, let me say that I do support Chairman Goodlatte’s bill. I 
believe I am a cosponsor of the bill, and I think it is a necessary 
thing. 

I also believe, however, that we ought to do something further. 
Congressman Tom Massie and I have a bipartisan bill, H.R. 1892, 
that would engage a permanent fix in the section 1201 of the 
DMCA that would be not instead of the Chairman’s bill but in ad- 
dition to it because, as has been noted, we do need to amend some 
of our trade agreements. Sometimes I hear colleagues express con- 
cern about the role of the Congress in many of these trade agree- 
ments. I am certainly for trade, but they have managed to con- 
strain the role of Congress in amending our laws as we see fit, 
which is a real problem for us. But we do direct in this bill the 
President to negotiate changes so that we can, once again, have our 
proper role as the legislative branch. 

I would like to ask unanimous consent to include in the record 
a letter to the Register of Copyrights from the Department of Com- 
merce recommending cell phone unlocking. 

And if I could, Mr. Chairman, I would also like to ask unanimous 
consent to include in the record a letter from FreedomWorks, as 
well as a letter from the National Consumers League, supporting 
1892 and certainly also supporting Mr. Goodlatte’s bill. 

Mr. Marino. Without objection. 

[The information referred to follows:] 
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UNITED STATES DEPARTMENT OF COMMERCE 
Tha Asalatant Sacratary for Commutilcatlena 
and Information 

WBahinotori, D.C 20930 


September 21, 2012 


Ms. Maria Pallantc 
Register of Copyrights 
Library of Congress 
James Madison Memorial Building 
Washington. DC 20S40-3I20 

Re; Exemption to Prohibition on Ciieumvenlion of Copyright Protection Systems tor Access 
Conlrol Technologies, RM 201 1-7 

Dear Ms. Pallanie: 

The National Telecommunications and Information Administration CNTIA), an agency of the 
U.S. Department of Commerce, submits this letter to you to continue the statutorily required 
consultative process that Nil A has undertaken with you and your staff in connection with 
Section l20l(aXIKC)of the Digital Millennium Copyright Act (DMCA).' NTIA is the 
President's principal advisor on telecommunications and Internet policies pertaining to the 
nation's economic and technological advancement.^ NTIA promotes "the benefits of 
technological development in the United States for all users of telecommunications and 
information facilities."^ NTIA appreciates the opportunity to provide its input into this process. 

Pursuant to the DMCA, our input to you reflects our core mission to advance the President’s 
goal of promoting ubiquitous, open, state-of-the-art, and affordable broadband Internet access.'' 


' I7U.S.C.§ l2ni(aXIXC) This section sets f'onh the requited consulmivc process which U that "each succeeding 
J-year period, Ihe l.ibtwian of Congress, upon the recomniendnlion of the Register of Copyrights, who shall consult 
with the Assistant Secretary for Corninunicatlons and Information of Ihe Department of Commerce and repon and 
comment on his or her views m making such recuminendation, sltall make llie determination in a rulemaking 
proceeding . , 

‘ Nalional Telecommunications and Information Administration Organization Act, 47 U.S.C. $ 902(hX2XI7), (I) 
(2009), 

’47U,S,C,590I(cX1). 

' Ste e,g„ Testimony ofThc Honorable Lawrence E Strickling. Assistant Sccreiaiy for Communications and 
Intdrmalion, Nalional Telecommunications and Information Administration, United Slates Department of 
Cotitmerce, Before the Commiuee on Small Busmess, United States House of Representatives, Hearing entitled 
"Digital Divide: nxpanding Broadband Access to Small Businesses" (July III, 2012), 

https:/(wwwnila.doc,gov/speechieslimony/20l2Aesiimony-essisiam-sccrelary-slrlckling.digita|.divide-expanding- 

broadband-acc. 
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Facilitating the creation of innovative online content services, and technologies is vital to 
achieving this goal and U S economic prosperity ^ It is important that the legal environment 
ensures that content that is created is protected from infringement and piracy, which copyright 
law provides It is also essential that the legal environment be adequately open and flexible so 
that ideas flourish and grow into businesses that create Jobs and fuel the economy Policies that 
balance the legitimate concerns of users, content creators, and entrepreneurs will best promote 
technological innovation and consumer freedom and discourage illegal copying and 
distribution ^ 

NTIA believes that the exercise of reviewing proposed exemptions to the prohibition against 
circumvention of access controls every three years is an essential application of tliat balance 
From the past proceedings to the present, we have witnessed an tnnoNaiion explosion, with new 
opportunities, businesses, devices, and technologies entering the market almost daily - most of 
which were not contemplated when Congress enacted the DMCA/^ NTIA notes that the past 
exemptions granted by the Librarian have contributed to a healthy, robust environment that has 
encouraged innovation both with adequate protections for copyrighted works and with 
exemptions that permitted non-infringing uses * The Register's recommended approach, which 
tailors exemptions based on demonstrated harm to a particular use or user while also limiting the 
adverse consequences that may result from the creation of an exempted class, strikes the right 
balance between protecting the rights of the copyright holder and facilitating non-infringing uses 
as envisioned by the authors of this triennial process 


* llic Department of Commerue Jcciarcd the following core |x>licy tn iix work reganimg Uh: Fntcmct. ‘'kccogni/iiig 
the viiul imporiuncc of the Inlemei to U S. pmspenty, education, and political and cultural life, the Depurimeni has 
niiide it a top pnontv tt» cnsiuv that ilic Internet amiams open fttr innovaluni ** Inquiri on tight Poliev , 
Crcaiivity. and Innovuiioit in the Internet l:cunom>. IXickei No l(XWUq4R-044S-Ol, hkiticeofiiuiuiri, 75 Fed 
Reg 6l4l9t<)ct 5. 2tH0) 

* Se(/ c.g . C'oniniercc Scerctuo t'rai> Locke. Rcfnark:^ at the C'opvnght Policy u) the Inlenicl Ectmomy Symposium 
fJiiJy I. 2010). hllp!>://w\v\\.Dtia.d(x:go\/;(p0cchtcsiimon>72UlO/remark:4-copyrighl>pi>licy4ntenKl-t.'uonoD)y‘ 
xymposiuni 

’’ Scverul commenters ni»ted Urns balance, such as the folUnving "Congress intended this proceeding lo provide d 
safeguard agamst the hle.*ik prospect that the introduction of legal protections foi access conmds migiii Icud m a 
markctpliice cluiroctcnxud by ‘les.s accevs. rather than more, to copyrighted tuatcnuls ihut are importnni to educotiiu). 
scholarship, and other sociuih vital endeavors ' Congress ulao recogin/ed. howuNVi , that access conliols 
"supt»n new ways of dk-^cminaiing copy lighted niatcnalsto usera. and (n safeguard ilic avaibbility >>r legitimate 
users of those mutcnals by individuals.'’' Joint (. ommcnls of the Associatiim of American Publisluan, American 
Sciciety of Media Plio|4tgraplier^. Ifusuiess Si)l^wafe Alliance, Liitertaiiimcnl Sultwtirv AssticiatKm. Motion Picture 
AsMH:iMluni of Aiucncu. Picture Arehivc Coiiucil of Anicnca. Recording litdnsirv /Nssucuition of Amencu (Jwut 
Civaton ami Copynghf ()yi'ncrs Conimenl.f), Ducket No RM 2tt| 1-7, 

http /Avvvw copyright gov/1 201/201 2/com]i}ents/Stcvcn_J ^Mctaiit/ pdf {Citing StalT of House Coianiiitcc on the 
Judicituy’. lOJih Cong Sceiion'by-S,*cii<.tn Anolysisuf H R 22HI o-s Passed bv the United Stales House of 
Rcjirescntativcsoii August 4, 1998, »l 3A.) 

* Hscniplion to Pnihibilion on Circumvention of Copynghl Protection Systems for Access Control Tochnologies. 
Docket No liM 2(X>8-8. Fimi! Rule. 75 Fed Reg 4.1825 (July 27, 20Ulj(20/rt /'>»«/ 
htlp://vv\v-w.copv'nghl gov/fcdrcg/20l0/75lT4 1825 pdf 

Letlcr faim Lawrence K Slnekling., AsMstant Sevretan, NTIA, to Morybeih Peters. Regi.s1erof Copyrights 
(NovemlH-’t 4, 20()*)){Siiickihig L^tnfr J009}, http //wwvv.oivpyngbl gov/l20l/20l0/HnA-pdl at 2; .fee also Letter 
from Nancy J Victun . Assistant Secretary. NTIA. to Mursbelh Pelerii. Register of Copyrights (Aug II. 2tXi.l). 
htip://\v\\ w nua.due.gov/otbcr-publicauon/2(K)3/nija-lcilcr-rcgisun’'Copyni^ts-regarUmg-dinca 
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NTI A has conducted an extensive review and analysis of the record before the Register 
including the proposed exemptions, comments, reply comments, hearing transcripts and post> 
hearing questions and answers In applying its particular expertise and experience to each 
proposed exemption, NTIA offers the following observations and recommendations 

A. Class 1 - Public Domain W orks 

The Open Book Alliance (OBA) proposes an exemption for public domain literary works 
that are made available in digital form and are protected by access controls According to 
OBA. Google imposes Technological Protective Measures (TPMs) that strictly limit use on 
library websites of books it has copied under agreements with such libraries.'' Additionally. 
OBA claims that Goiigle requires the libraries providing it with public domain works to limit 
their sharing of those works with third parties. ‘ OBA asserts that these restrictions effectively 
restrict online access to public domain works, and only serve to benefit Google's business 
interest to the detriment of the online community 

A work in the public domain is a creative work that is not protected by copyright and which 
can be freely used by everyone '■* NTIA shares OBA's concern that the implementation of 
TPMs restricts universal access to such material. As OBA notes, these restrictions may have a 
negative impact on educational institutions and research organizations, and may result in other 
adverse elTects to the public. This ‘'chilling'* effect in turn discourages use of material that, by 
definition, should be widely accessible to any member of the public. 

NTIA notes that the Copyright Office previously opined on this issue in the 2010 proceeding 
and stated: 


Works in the public domain are not afl'ected by the prohibition on 
circumvention Section 1201(a)(1). in pan. slates ‘No person 
shall circumvent a technological measure that efTectively controls 
access to a work protected under this title." A work in the public 
domain is not a work “protected under this title.” Therefore, 
Section 1201 does not prohibit circumvention of a technological 


'*'LonimcnlHi>f Ihc Open Buok Alliance iOHi CommennY tXx:kvl No RM 1-7, 

hUp //vv>>u .copynght grtVi'120]/20i l/initjal/open_bcK>k_dni{mccpiir In the altcmutu'c. OBA seeks o clanricoiion 
that ihc pmvisionspf 17 U.S.C. § do not apph lu ITMs placed on digital copies Dfliteran ttorks m iIk 

public domain. N1 lA dues not an opinion ri.'giudin^ this request and limits its view only to the pmpo.sed 

cvempuon 

’’ OHA CfMmK’uti :it 3 Acojrding to OBA. Oot»gJelia>. acquired aiul priiocssicd over 15 million Kjoks. mil nf 
vvhicli 3 million arv in the public dvnnaiti td 

*’ Sen OH,-i CimmvMs at 4 t>BA reports that (iixiglv has contract* or agreements v\ lili ovci l4 domestic and 
miemauonu) hbroncs /«/ 

*■* Aee i\g.. Lolly tfasuwav, When ILS, WoiksPass Into the Puhlw Domain. Unnersily of Ntwth Caixdinu. 
http./Avwu uDC.edu/~undng/public-d htm (last viMted Aug 13. 20l2LC'opynght and Fair Use, Public Domain, 
.South Louisiana Community College. htip'//libgutdc.s..s<.mthlouuuanBcdu/contcnt.plip'’pid-32k6l4^sid-2(^H2VI 
(ja.sinMied .Aug 13.2012) 

OiiA CommenUK at 7 
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protection measure when it simply controls access to a public 
domain work, in such a case. // rs lawful to circumvent the 
technological prolection measure and tUert Is no need for an 
exemption 

NTIA concurs with this determination of the Copyright Oflice that an exemption to 
circumvent Tl’Ms in public domain works is nol needed ” 

B. Class 2 - c-Book Accessibility for Persons with Disabilities 

The American Council of the Blind and the American Foundation for the Blind (ACB/AFB) 
propose an exemption for “literary works distributed electronically. , that are generally 
inaccessible to those with blind or other print disabilities.”'* NTIA supports this proposed 
exemption, which expands on the existing exemption for making e-books accessible to the 
visually impaired The new language further assists visually impaired Americans by including 
all literary works where circumvention is required for accessibility purposes, as opposed to the 
current, narrower exemption that compels users to obtain another edition of the work if an 
accessible version exists. e\'en if accessing this alternative edition would require purchasing 
another device.^" 

Due to a lack of widespread device compatibility with the plethora of different electronic 
formats for literary works, an accessible version of a work in a different format is often nut a 
viable alternative to circumvention Proponents note, for example, that while “Apple's iBooks 
application is the only mainstream e-book reader that is accessible to individuals who are blind 
or visually impaired,” brxrks purchased from Apple are readable only on the company's iPad. 
iPhone, and iPod Touch devices Visually impaired Americans who own e-readers or tablets 
produced by other companies are limited to the often insufficient accessibility features currently 
available for literary works that are compatible with their devices In many cases, there is no 


Revxtmmejidjilion of the Regisutr of Cttpynghls in RM 20fiS-8, Kuletndkmg on Fveinplioas thim Pivhibilion on 
Circumvcnluvt of Copynght tholcelnin Systems for Access L'oninil I'echnologies ul 256, 1 20tU Refiislet uf 
Co/uright Hecvamenilaimn (June 1 1. 201tt|, http ^Avww.copyngbl gov/l20l/201^^/lnItlalcll-reftwIe^t- 
recommcndilllon-)unc-l 1-2010 pdf 

'* In ndditiiti. NTIA t|iicsiions whether the Icohnulo^tcol meutiurcs itiscus.sccl hy (TH A aetnnlly protect uccchs to n 
litcTinv w'oik It tiiuy be that tite teehmtiogieni measures metvly uet as "search ftltcting itKtIs" that soil oiii results 
elfeetttalcil in seutch engines In other wurtk. tlic fl’M nin> create a ilillicuUy in lintHng the public work, hut Ji-es 
iiol pievetit iH:ee.ss to the work once foimd See fth/l Ctmttmta at 5-7 

** Joint Comnienls oi' the Amencan Council of Ihc Blind and Ihe Amcncan Foundalion for the Blind. I Jtickcl No 
RM 201 1-7, hItp.JAvww copyrighLgr»v/l2ni/20lirtmltaPHraencttD_foundation_hlmd-pdf t.lC/I.IF/tf"t>ai«<e«My 
It IS imiHtnanl to mtle that tins patixtsod exemption was met with little or no oppinntion on the record. The .Unnt 
Ctealors have expressed eoneem w iih the exponston dtsetutsed here Join! Crtmots attil Copyngtu r Jwnetn 
t'o/Mmewo at 17-18 

"'-SmJTCI R 

sSw - Jr H AFH C tmmeptn 4-5 

hi HI 8. 10. 
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accessible alternative version of a work available on a particular device that a particular visually 
impaired person happens to own 

Requiring visually Impaired Americans to invest hundreds of dollars in an additional device 
(or even multiple additional devices), particularly when an already-owned device is technically 
capable of rendering literary works accessible, is not a reasonable alternative to circumvention 
and demonstrates an adverse effect of the v arious access controls used ^ Therefore, NTIA 
supports adoption of the expanded exemption for the next three years, and strongly encourages 
the market to obviate any future need for this exemption by making literary works more 
accessible to users with disabilities, ideally in an interoperable manner 

The ACB/AFB proposal expands the contemplated class of work from the current exemption, 
referring to it as “literary works, distributed elcaronically The existing exemption uses a 
somewhat difTereni phrasing, introducing the class of work as "literary works distributed in 
ebook formal NTIA prefers the new, more generic language as it more precisely resolves the 
harm demonstrated in the record Literary works are distributed electronically in a wide range of 
formats, not all of which are necessarily widely understood to constitute an "ebook format " In 
addition to die difl'cring fonnats used in the popular online book stores (e g.. Amazon's Kindle 
Store. Apple’s IBookstore. and Bames & Noble’s NOOK Book Store), literary works are 
sometimes made available in the Portable Document Format (PDF), as Hypertext Markup 
Language (HTML), and in a range of proprietary formats ” To the extent that such works 
otherwise fit within the contemplated class, including the presence of access controls that 
interfere with the use of assistive technologies for the visually impaired, they should be included 
regardless of format 

C. Class 3- Interoperability of Third-Party Applications in Gaming Consoles 

Proponents request an exemption allowing users to circumvent access controls embedded in 
video game consoles to execute any lawfully acquired software applications. While NTIA 
supports the innovative spirit epitomized by independent developers and researchers whose 


*' Id. at 8-10 t'or example. Ihc AL'B and AHt note that c-books purcliaacd m the Bumc.'i A Noble NCH'iK t'omiai 
are ''coitipictch mucctiaiSiblL' lo blinJ users * As n'tilL the Kindle bus used a iTM that blocks acceici to persons with 
dmhihlius ftir all but certain public domain titles. 

^ In eITvxt. the I'PM acquires persons to purcluL’te adUtlional devices in read desired hooks that aiv not available in 
accessible fomiat on their do iuc. Ml lA concurs with the protKioeiits Ihiii this is unacceptable Jti ul Hi 

'*Sincktmfi Leittr 2009 at 1 3 
”A/ all 

^ 20JO Fotai Rtiie at 43839. NTIA ruxestbai the paipitnents appear to have nusundersimid the final ndc issued by 
the I.ihrunan m 20 lU. when be grunted the exemption for anulher three years At that lime, he staled the lollovving 
sound polic> Uie Regisicr has learned IbaL even where books arc pubiishod electronicany lor Ihc general public, 
ihc digital formal used or licensed may be employed m a w ay that is mcompaliblc with Braille leadens and other 
assistive technologies on which blind and jmnt'disablcd persons rely In the long run. this mcompatibilitv may lead 
to delay. s. cost challenges and standards issues (hat mas kiff-sct the )ong-aw sited benefits of digilal media 
Copyright and content iviuc^ cannot be disorced from the general gi.^1 ot'cnNiiring that haidwaiv devices are 
designed wilh accessibility in mind.*' NTIA concurs vs ilh this analysis 

^ Sef Finding li-lmoks. A (Juide. M.S. Lihrurs *q‘ Cungres-s. inxiitoMc ttl 

hltpy/wvvw loc gov/rr/program/bih/cboi^s/dcMccsrormais hlml ilast visited Aug 1 3. 2012). 
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needs proponents contemplate in this class, the evidence in the record is insufficient to support 
the considerable breadth of the proposed class ^ Access controls on console bool loaders*^ and 
firmware programs prevent users from installing alternative operating systems and unauthorized 
games The record is not clear that an exemption is warranted For enabling interoperability 
with unauthonzed applications or for installing an unauthorized operating system Proponents 
offer some examples of researchers needing to install unauthorized operating systems to make 
use of certain consoles' substantial computing power, but there is compelling evidence 
suggesting reasonable alternatives exist to conducting research on game consoles Personal 
computer (PC) technology has evolved so that consoles may no longer offer any computing 
advantage over traditional PCs Furthermore, opponents have demonstrated that console 
manufacturers are willing to work with researchers to meet computing needs, and NTIA 
encourages them to continue such efforts.’^ 

Proponents also assert a need for independent (''homebrewed") application developers to 
circumvent access controls on video game consoles?'* NTIA recognizes that independent 
developers often advance innovation for the public benefit However. NTIA is also cognizant 
of (he proposal's likely negative impact on the underlying business model (hat has enabled 
significant growth and innovation in (he video game industry ^ NTIA lakes into consideration 
that console manufacturers depend on game sales and licenses to recoup development costs, and 
that widespread circulation of games unapproved by the console makers could conceivably 
negatively affect the video game market Independent developers can re({uesl authorization from 
manufacturers to authorize users to install their applications without circumventing any access 


* See Usempiiini lo Pmhib>iiiin tni Circumvani'^n of Cupv right Pmtccijim Symoiiw fen- Accckh Conin*! 

Icchnologics. IXtckci Ni» RM 2(M 1-7. Notice of kniemakmg. 7f> t cil Reg 7XSf>7 (Dec 2U 2U1 1 ) 

(yifl hup //WWW copyrtght,gov/!’edrvg/20ll/7tilV78>«i6 j>dl 

^Set PC Maga/mc f-'ucyclopedia. 

hUp;//w\vw.pi;mug.com/cTioclupcdiu_lcnn/O.I237.t^hool'f{oiK)cr&i-3KH4.1.<H).asp. (A Kxil loiulei prvgnim 
UiAi loads the opcrsiiog system uiio mciiKny 

^Ciumnenis of (he Flecinmic frontier f'oiiiidsuun 19*20 Docket No RM 2011-7, 

hup //www.a»pyrigl«,g*»v/l20l/20J l/muial/cffpJf 

” Eh'h' (’omMents. at 20-23. Cimunenis of the hnicrtainraem SoPware /ys.sociaiion (ESA Commenw) tu 11*12, 
Docket No KM 2011-7. hltp //\v>vwc<'pynglil.gov/l20l/20l2/comnienls/l,mdsc>_ r<»nsagcr.piif. Ji/ini ('mnars, 
on J Ct/pviiglH Owners at 27 ("they may purcbaite penamal coraputi.*rs that accorophsh thcMmc functions 

or request permission iVcmi con»lc manufdctuivrs to install an alicmatc operating system"). 

” ftKI CnntMlettfjt 01 1 1-12 

Jffitu ('fvaitin umI ( ' t)pyt%gfu Dwnen < 'ommetus at 27 
^ EEF Commenti at 24-28. 

lnJc(Kniicnl dcxvlopers hose created console applications that can turn TVa into inlcriKrltvc whiteboards or 
transform consoles into web acrx crs. Tliey ’ \'c also designed tools that allow users lo backup game tiles and enable 
File Transfer Protocol tFTPl functionality U. at 26-28. 

^ EKi Vomtnvnls at 30-35. Jo/nr Civutors omi Cop\rip.hf Owwn Commenti dt 28; sev also Tcstiinont of Cliristian 
(ieiieiski. Cieneral Counsel. L'nicrtaimncm Si>nw-Qre Assoctiuion. Section 1201 Rulemaking Hearing, Llefore the 
Copy right Oflice Panel. CHlifumia Hearing (May 17. 201 2} at 20. 

hifp-'//ww w.atpvnght gov/1 201 /hoanng.V20l2/lnittiicnpbi/scciuni^ 1201 ^nihanakmg_hcanug_%2005- 1 7-2012 pdf 
(For cxan^lc. nohng “over I million downloads of infringing n ersictns 250 select console gamc-s in just (he first 
quarter of 2012"). 
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controls?’ Proponents have cited the difficulty independent developers face in obtaining such 
authorizations NTIA encourages console manufacturers to create less burdensome game 
authorization processes that will empower independent de\elopers to deliver more easily their 
content to the marketplace, and notes that continued difficulty in this regard will strengthen 
future requests for exemptions 

Although NTIA does not endorse the originally contemplated version of the proposed class, 
we believe proponents have demonstrated that access controls used in video game consoles 
restrict access to highly functional elements of code that inhibit users' ability to repair or replace 
hardware components on their own?’ Console owners may need to obtain unlicensed repairs 
when the console is out of warranty or when the console and authorized replacement parts are no 
longer on the market In this situation, the console owner is clearly harmed, the device is 
inoperable without the repair and the owner of the device has no other option but to arcumvent 
the access controls in order to repair the device.**' 

Unique identifiers embedded in console hardware prevent consoles from recognizing 
unauthorized hardware components Users must access, and then copy or replace, the unique 
identifiers to successfully integrate new or modified components with the original console? 
Making de mimmis modifications to these functional aspects of firmware code does not implicate 
content owners' exclusive rights *** To the extent that these TPMs protect a copyrighted work in 
the non-functional elements of the firmware code, an exemption is necessary to fulfill the 
noninfringing purpose of altering the code to make repairs to the console. Accordingly, a narrow 
exemption limited to unauthorized repairs vs'ould not undermine console manufacturers' existing 
business models or hinder innovation in the video game industry Because NTIA believes only 
an exemption for repairs is warranted at this time, NTIA suggests the Copyright OlTice consider 
exempting the following class of works from the prohibition against circumvention 


^ Jnmt ^ltH^Ct^p\‘n^htQwwniC•^fH^nen^^ ai 26-27, 

** HPP Civnmifnis tii 24-23 

^ Seti Rcnpuitse LcUtrr fmm Andrew Huan^, PhD. to the U S Cop>’nghi Olhce regarding Propojtcii i''xcuipljon ? 

I Iftuthg Class 3 Kespoftsr Letter). I>ickcl No, RM 20 1 1 -7. 

htip //wwiv cx^pynghi gov/l20!/20J2/nwp<m4cs/andr».n\_huiing_rt»pon*?_lcUirr_regiird«ng_cxcinpiitm_3 pdf 
( ' Videv giinic conwdc hardware conuslH of multiple -atbconiponcnls ManufacturerM oltcn assign ckctrvmic IfH to 
certain ^slem .suhcoiT^>nenLs. including hanl drives optical disk drives, and penpherals such os gumc controllers 
and nicmofA cards Unfortunalcb. these arc all Uem.ssub|eei to frequent wcar-oul. loss, and/or mulinc danitige “> 

td ( ‘Replacing a \vom-«,)Ut. h*st or damaged i.\'mp<*ncni require^ hypa«ing the ID check lo prcvvni ihe user fhini 
being locked out ofhisoi licr console Since die IDctwek ispertbmivd h\ ihc secured o|>eraimg 5wstem wiliundie 
c«m.solc. bypassing the ID check oltai requires i>r involves .tuilbrcnkltig parts of (he sv . stem riiisi^tnic e^en if the 
ID IS rncielv u svrtui number, us the onginul >enal nuinbci is remenibciod by the scented oficraliiig system, uud 
bypassing or rce«werlug this record requires a jailbteak “) 

*' See e.g.. Comment of Kvie Wiens, CHO IFivit, http7/w\vvv.cop> right gov/ 120 1/20 12/coinmenls/Kyle_Wicns pdf 
(arguing that an cvcruplion pemulting reiiairs uf ihis nulure would extend the life of consoles uiid other dev u:cs). 

Hitang ( 7/i.M 3 Hespon.’te Letter at 1 

See tl'T Commetm at .tee rt/«j Enierpn.\es Ltd v Accolade, /ne .977 l* .2d I5U) i9lh Cir. 1992} 
t holding the functional uulhon^ulioo elcmcnlsof a ccrniputcrprv'gmm arc not copvnghtublc). Individuals making 
repairs do not alter or copy any copyrightable elements of the firmware. 
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Computer programs that enable video game console hardware to 
operate with the console operating system, when circumvention is 
initiated by the ovvmer of llie console for the purpose of repairing or 
replacing malfunctioning hardware, for systems that are obsolete 
or no longer covered by manufacturer warranty 

NTIA believes this use - repairing a device is a non-infringing use consistent with 
exemptions granted in past proceedings, such as for dongles In this case, obsolescence of a 
game system means that the system is no longer manufactured, or that replacement or repair is 
no longer reasonably available in the commercial marketplace An example of the latter is a 
console that is no longer covered by manufacturer's warranty, or where the manufacturer no 
longer accepts the device for repair This exemption would not authorize circumvention 
outside this narrow class for other repairs, replacement, or upgrading of hardware or software or 
for other purposes/** 

D. Class 4 - IntrroperabililY of Software in Personal Computers 

In view of NTlA’s strong support for growing the technology economy and for promoting 
the free flow of information, we appreciate proponents* concern for “software developers who 
wish to produce and adapt free software for use on personal computing devices, as well as device 
owners who seek more control over their personal computing through the use of free software 
However, based on the record and research into the Secure Boot feature of the Unified 
Extensible Firmware Interface (UEFl), which is the sole access control mechanism contemplated 
in connection with this proposed class. NTIA does not .support granting the exemption at this 
time. 


^ i'orcxantple. m 2tM<i the l.ihranfin panted <hc (lo>\^*lee\empuoti uvng the foiknvtnit wording ' Compiiici 
prngruitiii protected hv dongles (hat pivvent occess due to inulAinction or dmnage and which aie oh^tlete A dongle 
shall he ctnisidetcd i»hsoklc if it istiu hunger manufiietiucd or ifa replaeenteni or repair ts no longct reastmuhh 
uvrtilrtble In ihe commeteiu) marketplace “ ^010 I umI ai 
tf.g.. CtwmvHts dfJuMei Fvam Turner. 

bUp.//ww'w.c^»pynghl gov/l20|/20i2/c<immcnis/Jamcs_i:vBns_ I'unicr pdf (noting the following in support of this 
exempbon for repairs 'Milliuosorgamc citnsolcs ureicodered uscicxsallvTbiirdvviircamipoivcni lailurcs. 
e5pccia]b mccluinicu] componenLs like optical dnves and hard dnves rhi»«c !iy'iitcms arc usually ihntwn awav and 
end U]> in a landfill, aminbutmg to the uorlii'SVidc ctccircmic waste prohlcm Tluxiugh jaiibreuking. c\ca dcx’iocs 
Wilh failed eomi'oticiils can continue to be useful Fur example. By installing a hard dnvc and modified nK’mory 
card into a Sony P.S2, it can run sidUvare even when the built-in i>plictil du% drive stops working la problem that has 
alTectcd millions of curly umisi"). 

A valid repair would uU« include fixuig sccunu flaw^ or inMulling sccunly updates w hen tlicv are ra.* longer 
as ailnble for the dci’icc. See e.g.. Vommenu of Keith IX Jackson. 
hup, //WWW eupynghl gov/l2ul/2(U2/comnicn(s/Keith_Jacksonpdt' 

OpponeDls have argued that (his exemption, in any isirm. could have the lumitcndcd consequence ofenuiuraguig 
Its use for other purposes such as facilitating piracy This scenario is possible wilh couli cxemplkm granted by the 
1 ibniritm. but also is an t^-oential element of the balancing of harms to particular users \ cislls possible negative 
market effceis required in this proceeding I7U.SC § l20l<aKCl In this case. NTIA believes that balance 
weigb.s m favoi' of penouiing tlus very narrow exemption for repairs of obsiileie sy stems and that negative elTccls on 
the market will be minimal, m any 

^Commenisof Ihe Software Freedom Law Center ySI'lf' f'omtnents). lX»cke1 No RM 2011-7 
hlipy/wvvw .copy ngbl gov/1 201 /20 1 1 /miUal/sflc-pdf 
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NTIA is not convinced that Secure Boot constitutes "'a technological measure that effectively 
controls access to a work" protected by U S copyright law Although Microsoft's Windows 
Hardware Certification Program requires manufacturing partners to implement Secure Boot and 
pre*install Microsoft's signing key, it is important to note Uiat neither Secure Boot nor UEFl as a 
whole is actually part of the Windows 8 operating system The LtEFI specification is developed 
by the Unified EFI Forum, a non-profit trade organization led by a wide range of companies, 
including AMD, Apple, Dell, IBM, Intel, and Microsoft There is no evidence that Secure 
Boot restricts access to Windows 8 or any other work for purposes of protecting copyright An 
overview of Secure Boot on the Forum's web site focuses on the feature's benefits as a security 
mechanism, emphasizing the threat of malware posing as legitimate operating systems/’ Secure 
Boot merely uses digital signatures to verify that an operating system came from a trusted 
source The Feature does nothing to ensure that users are properly licensed to use the operating 
system being loaded If the operating system’s digital signature can be verified using a key 
installed in the finnware. UEFI will allow it to boot regardless whether the software is licensed 
or pirated, and even regardless of whether it is protected by copyright law or released into the 
public domain Furthermore. Windows 8 is compatible with millions of existing personal 
computers that lack Secure Boot because the operating system does not rely on it as an access 
control 

Both proponents and opponents appear to agree with NTIA’s analysis of Secure Bool In its 
initial comments, (he Software Freedom Law Center notes diat *'[t]o the extent the firmware lock 
being ciraimvenied merely prevents unauthorized operating systems from running, it does not 
protect access to a copyrighted work of the device producer, but rather prev ents access to a 
competing copyrighted work to which the device owner has a license Secure Boot, if 
implemented in a fashion that prevents installing new keys or disabling the feature, serves only 
to prevent alternative operating systems from loading and not to restrict access to the one 
originally provided Furthermore, the Business Software Alliance states that Secure Boot was 
created "to combat the massive threat to consumers and businesses posed by malware and 
viruses,"’ and "not to ‘control access to a work protected under*" U S copyright law Given 
that neither the purpose nor the function of Secure Boot is to control access to a copyrighted 
work, NTIA concludes that an exemption is not appropriate under the DMC A 


t7U S.C S l2{)t(a)(JMA>. 

Ktfs{x)use Ldtcr from Hk: So^^^arc ( rtcUom Ccrnci ivgarUinii Pn>jKwcd l;xemjrtn)U 4 {iff<LCCUm V 
l).iekcl No RM 201 ]. 7 Uulv <). 2012). avullabtc ai 

Imp /Avww.cofn nghi gov/120t/201 2Al^^p^^nsc^^/sflc_re^!po»^^c_lcllct_^cg^^rUmg_«^empllCM»_4 pdf 
^ Unified FI' I Forum. AboiU Page. hllp /Av^wv.ucfi org/about/ (Iasi visited Sq)t, 6. 2012) 

JelT Implcnieming e Secure lb vi path wuti I )ITI 2.3 J (July 20l 1 ). 
hop /Avww iitffi aig/leamiiig_ccntct/lJPfSI I_^P2_SccuieUoot^ln.s>’de pdf (Ihsi viwied Sept. 6, 2012) 

SFl.C (\immifniK a( 1 1 

Bipiimwi Softwuiv Alliance. t.eUlcr u» David tar>*jn (July U*. 2012) al 2 (HSriJutv Letter). 
hlip;/Av\vw.oopvngblgov/1201/20J2/ie}^«nscs/bsa^tChpou.«5c_lcUcr_rcgiirdmg_«xtfmplioii^4 )xl( 
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E. Class 5- Interoperability of Third-Party Applications in Mobile Devices 

(“Jailbreaking") 

The Electronic Frontier Foundation (EFF) requests a continuation of the current exemption 
that allows the circumvention of access controls to enable a wireless phone to become 
interoperable with unauthorized but lawfully obtained applications, a practice customarily known 
as ‘jailbreakinii EFF also seeks to expand the current exemption to include tablets” in 
addition to smanphones, which were the subject of the previous exemption ’* EFF asserts that 
modifying device-operating software to permit interoperability with independently created 
software is a non-infringing use. and that the Librarian should gram the exemption because 
technological restrictions “harm competition, innovabon. and consumer-choice The Joint 
Creators and Copyright Owners oppose both requests, claiming that “circumvention related to 
mobile phones and tablets increases piracy of applications and is detrimental to the secure and 
trustworthy innovative platforms that mainstream consumers demand 

As a preliminary matter, NTIA interprets "interoperability” in a matter consistent with the 
Register’s interpretation of the word during the previous proceeding In making her 
recommendation to the Librarian, the Register concluded that “when one jailbreaks a smartphone 
in order to make the operating system on that phone interoperable with an independently created 
application that has not been approved by the maker of the smartphone or the maker of its 
operating system, the modifications that are made purely for the purpose of such interoperability 
arc fair uses The Register clearly understood that proponents were refening to applications 
that have been written to the panicular specifications of the smartphone platform, but that had 
not been granted official approval by the manufacturer or operating system maker While in 
other contexts, "interoperability” may refer to critss-plaiform compatibility (e g , running an 
application designed for Android phones on an iPhone), NTIA believes the proponents are using 
this word in the same fashion as understood during the previous proceeding 


^ ITT' rcrcTN Ijl) tins praclicc “iJilhruaking, " while ihe Joint Creators and CofW'ntlht Clwners cal) it “plalinrni 
hockinir “ £■/•>' Owiffients at 2; Jitinl Creators omtCoiiyngtil ifwtien Commettls at ttl. Atlhougti ‘'plairoim 
hacking'* is mon: desenpuw, to leinum aiiLSKicni with cusiomarv usage by the lectmologicat annmumiy . NTIA 
will niter to this praciicc as ‘iaiibn'aking “ 

” ITT- deliiic.s a tablet as "a personal iiiubile compuiing device, lypicdlb roaiunng a louchsurccn interface, that 
conlsiiisliuTilwiireteehnicallv capable of nmning a wide vanety ni programs ihai isdc.-agncd with lechtiulogical 
iticosurcs that nrsirici the instaliarion or nKaliftcatKiu i.ifpmgraitts on the devico, and is not ntarkcled |rnmunlv irs a 
wtrcles.s icleplioiie liuiid.sei “ -Set- l-.ntail front Marcia I ioffman Scnuir Staff Aitortrev ITccittaiic Frimlier 
fouiidaiioii lollcn tiallant (June 6. 30l2i. 

http. lAvww.copynghl gov/1 201 /2012/responscidctrjcitcr__rtfgarding_cxemptioit_5_ddmnionjablcl .pdf. 

^ F.IT’ has not provided a definition of "snianpht'itc " NcvcrthcleM. NflA finds the following deftnilion sufficient 
for purposes of this proceeding' A sniimphone is a device dial lets a user make telephone calls, but also adds 
Icalurcs lhai. in the pasl. a user has found only on a personal digital assislanl or a compulcr. such a-s Ihe ahilily lo 
.send and receive e-niail and edil docluiienls Sec I. lane Cassawiy. X/akes o Sinoil/ihoiie Satan. .Anew T C'n.M 

hllp:/Aellphuiics.aboiil.com/oti'smBnplionebasies/a/whal_is_sntarl him {last visited Aug. 13. 2UI2t. 

T/-7'‘ cammcttis al 3-<t. 

**'Jolat Creators urat Cofn rtg/it t twttert al 19 Aldurugh Joint Creators and Copyriglri OwTiers also assert lhat fiff 
has failed loeslahhsh ihai ihe conduct at isane isiuil coveredbv §l2i>llf). KflAdticsnoi commenlon whellicr 
§120ltf) applies and limiLMts response as to the apphcahilily of §120 He) 

Final Mti/e at 43H30 
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NTIA notes that the record shows substantia] and unprecedented support for this exemption 
in this proceeding The Copyright Office received over 600 individual comments from the 
general public, as well as a petition signed by over 25,000 individuals who seek to continue the 
ability to jailbreak their devices Moreover, the record indicates maity non^infrin^ng uses that 
can be accomplished after jailbreaking. Many use jailbreaking to personalize their phones and to 
install third-party software applications, increase functionality, or change system settings.^ 

Users also jailbreak (or “root,*’ in Android nomenclature) their devices to customize them for 
certain personal or work uses sucli as to increase privacy and security settings/** Researchers, 
software developers, and computer engineers jailbreak devices to identify security flaws and to 
create their own applications Some consumers n»oi1 to jailbreaking because their devices are 
older and no longer supported by the manufacturer 


^ Thcjuilbrt^ukiiiti cscmpiion \vitsundor«d hy m (vtiiion signed hy incr 8,215 pc4)pL* m the 2010 pr\K:ccding The 
eunvm rccurJ amttims a sifuilur petition supporting the exempUi.m with ovdr27,00() signaiurvs 

See e.fs.. Commetu.\ afAthJreH’ ffiumg 2, hUp://\vww cop\'nght.gov/|20I/20l2/commcnLs/ AjKlrcvv_Huang_2.pdf 
(this cuimnent includes names ot' indw Uliial.s as uu-signers that support both proposed cNcmpIions 7 and 5, as a 
meaos "to innovate and take advantage of the device's Aill potential", ibese .signatures were cvideniiallv gathered at 
u N^ebsilv lailbrcokingisnolacnmc org) 

-See e,g.. Commettis o/Ateramfef Atw'con. http V/www »>^ynghl.gov/120|/2ftl2/conimcius/Alc\_Alure*in pdf the 
jiiilbrokc his photic io be able to duiiigc W’sicm settings, finicnotiulih . and obtain unavailable a|^licuii(m.s such a.s » 
slock application). Comments of Hrumioti Selson. 

Imp /Av\v\s.copyngJ)l gov/120l/20l2/comi»enivi3randoti_Nels<m }Hif (he lailbroke his iPhone to increase ibe 
ptumc'.s speed and access to SMS (abtlib to send a lc\0, cmuil. and other funcitonalily); Comments of Bntm 
JoluiHon. http'//WAvw cop\'right gov/l 21)1/20 1 2/conimcnis/}tnaii_.k>hnson pdf (tic jailbroke his Motorola l>roid X lo 
be able increase t'unctionuhb such as editing culcndur pages: he also lailbrokc his HH T^tuchpad (ablet to be able lo 
iiptoii J a new OS since the tablet has been diseontmuod by the manufacturer); Commenis ofAmtin J SaUtzw. 
hltp;//\vw\v.cop\ nghl.gov/l2ni/20I2/commenls/Au5tin_J_SBla/ar pdf (he jailbiokc his iPhone lo obtain an 
apphcaiion not availahtc at (he Apple Store that cuutypis pnvaic or sciuitne mlonimtioii such as credit caid 
infonnaiioni 

5k.v e.jj.. CommeMs of Shawn P. Thtmuis, 

bllp.//w w'w .copy^ghl.go^7120l/20l2/commcnts/Sha^v^_H20P_Tbomas.pdf (he jailhnAcbis iPod Touch and 
Android to customize and enhance usabiliiv), Commetm of Cameron Miller, 

hUp;//tv>vvv.c(»p\nght.gov/l20l/2(U2/commcnls/Camcron_Miner.pdf Ishc jailbrokc her iPhone to gel around 
sellings and install certain cinnmunicutkms .snOware tltat are inaimpoltble w ith handling of healthcare and academic 
rea)ril.s>. Comments of Hhona Muhony. http //W'W'w.co|)yngh(.gov/)2()i/2()I2/eommcnls/Khon8_Mahonv .{>df (she 
jailbmkc her and hei daugtrlcr'a phones to keep ideniih and locatKm privnie and to encry pi voice and data Itv work 
and personal use) 

e g.. Comments of liilwanl /VA/cm/Zc. http //www copvnght gov/I2fil/2l»12/comtiK*nts/l:dwaid_17cMculle.pdr 
(pertnil developers lo experiment w ith nevv ideas): Comments of Ian Darke, 

http, //vvw tv copy ngh! gov/I 201/20 1 2/eummenl.s/Ian_Darkc pdf (IT ptol'cssional that luilbrukc hw iPhone lu upload 
an M|>plicaiKnt flial i>enmt.s him to access his work’s Virliuil I’nvatc Netwoik. an uppheattou fur which is not 
otherwise avuilablc). See c.g.. Comments ofAomes Kvons Turner, 

hUp;//w\vw .copyright gov/120] /2012/commco(s/Jamcb_Cvans_l umer.pdi' (he iailbroKc his iPhone lo install sccuniy 
patches bcibru the manufacturer provides a hx and may be used when the manufacluivr no Icnigcr supplic.s llxcs. I: 
Commenis of James Coleman, hup /Av'ww copynghl.gov/l201/2()t2/oommeni!t/Janics_Coicmanpdf (he uses to 
write cusU'm software applications). Comments ofKaceyCmi^hlin, 

Imp //WWW'. copyright gov/l20l/20}2/commcms/Kaccy_CiMigWiapdf (IT pmlessional and applications dcv'clojrcr 
jaiil^reak dev ices lo test apps and code, citstomi/c setlmgs. rncieasc sccunly . luid kill process^ Ur better 
iroiiblcHlicKU ). 

** See e-ii: Commeiti.% of Adam Thtetle, hUp.//wwAV copyright-gov/l2Ul/20l2/comtttcnts/Adnm_lhiode,pdl'(]ic 
laiibroke an older Android device to be able to upload mure current Hrmwarc and O.S obtained from the 
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Equally noteworthy, the record is also now better developed than the 2010 proceeding, when 
the market for mobile applications was relatively nascent/^ tn the three yeai^ since the Librarian 
adopted the current exemption, the number of mobile applications has grown at an exponential 
rate/*^ The eNidence makes it clear that the mobile application market has thrived, and continues 
to do so, despite - and possibly in part because of - the current exemption Furthermore, the 
record indicates that the current exemption has not hampered or deterred innovation, to the 
contrary, while in 2010 tlte focus was primarily on Apple's iPhone,’® customers currently benefit 
from a much greater choice in mobile devices from an increasing number of manufacturers and 
distributors In fact, the number of mobile phones in use now exceeds the U S population ” 
Many adults have more than one wireless device, including smartphones, tablets, and wireless 
cards In sum. it would be diflicult to suggest, given considerable evidence to the contrary, that 
the exemption has harmed device manufacturers or software developers 

The only opponents of this class in the current proceeding are the Joint Creators and 
Copyright Ow^ners who assert that circumvention of access controls to allow software 
interoperability increases piracy and is detrimental to secured platforms However. NTIA is 
not convinced that such claims weigh against the need for an exemption for two reasons. First, 


communitv CrtwwewM of Mark H' Righr. Rh.d. 

hup //wwu.cofn’nglil gt.'>v/12U]/2U]2/utnuncDt.s/MArk_W _Riglcr iKlflhc jtulbrokc ui onlcr to ilownloiid 
uppIicaliuRs ihul enhtinu; rnemun unJ pcrt’ormuncc ol' on wilder phiinc) 

** The rtfCi>nl in 2010 with I'egard.s ii> this exemption wtu pnmanh aimed at A|^]c and its nen ly released prcnluci. 
the il^honc Set- 2010 Refiisttr's o/Copyrighi HcciwmtmHhUon ai 77-1U5 

In 2CK)X. Ihc leptiried number of mobile apphealums (appsi was iqipniximatcly a.Oitij The I00,0fk)-app» milestone 
waspa.vscd in December 2W19 and. as of I X.*ceTObtT 2(11 1, Oie numl>er of upps exoceded one nullioo Sec Shelly 
FaMcnmin, One SliUlott Apps, ami Couming, NHW YoRkTlMFS, Dec 1 1, 201 \ .a\\utohh tn 
hUp v/\^\vu nvtimcH comy201 1/12/ 1 2/technology A>nc*mjlliun-appS'anJ'aiimting hbnJ. ac'c aho Soiija Hickev. 20i2 
PiVtiiction: Sumber of Mobih Apps inctraies hy factor of iO. AFM DlClK.S'l, Jun. 5. 2012. avoUuhh at 
hup://a|imdigcsl.com/20l2*prcd>ction>nuinhcr>ol''m«>bilc-uppt>-inercaseii'b\*facU>r'Of-t0 uu^ing tJuit the number of 
applieaiions available across all four major smartplumc pluUbmis (iOS. Android. BlackHerry . and Windows), as of 
DoeeinherS. 201 1. Ls 987.863 That's on estimate of 2,000 applications being released daily) 

Libfan of C’ongre^. lixcmpUon to Prohibitum on ('irciimvcniion of Copvnght Pmtcclioii Svsieins for Aeces-s 
C.mtnd Veelinologics<2Ct/0/.iWm/rt:V</er/. ITixjkct No RM 2008-8. fnialHttfe. 75 Fed Reg 43825, 43828 
(July 27, 2010) (exempliotis codified ai 37 C P R § 201 40(b)l l>-t6». ttvotlahle at 
http //WNt\. copvnght gov/fedreg/20lor75ff43X25 pdf 

' Cecilia Kang. S'umber of Celt Phonet Excecik l/S Population ( TIA Tnuie Group, W/ViHiNoroN Post, Ocl 1 1 . 
2011. itviuUthle at hUp://WWW.\\ashlnglonpost tMm/blog!*/post-lecb/post/numbcr-of*ccll-ph<inus-e\cccds-u>- 
populalkm-ciiu-UndO'group/20} 1/10/1 l/gJQAKNcHcl_bloghuni thighlighUng that Uk* number of mobile devices 
ruse nine percent in ihc first six months of 2011. to 327 omilliun ^ more than the 31S million people liting in the 
U S . Puerto Rico, Ouainand ihcU S Virgm Islands Wirdeas nciwxirkdata IrafTic n>sc 1 J 1 percent, to 341 2 billu-m 
megabytes, during the same purii>d) 

'^Id 

^ NTIA also notes that mobile upps Jevclopnvnt has esolvcd mto an intemaiumal phenomenon Tbe global market 
non generates billions of dollars in mvenue as demonstrated by a year-old study . which found that worldwide 
mobile application stivrc revenue is pmjccied to surpass S 1 3. 1 billion m 20 1 1 . both from end users buying 
applications and applications Ihcmschcs generating advcrtismg revenue fw Ihcir developed This is u I W) pcrecnl 
increase from 20 10 rc% enue of $5.2 billion See Press Release, (iarlner Say* Worldwide Mobile ApplicaUtin Sums 
Revenue Forecast to S(upass$15 Btllion in 2Ul i iJan. 26. 2t)| \ ). avtiiiahle at 
htlp://ww w -gurtncT-Coin/it^agc j.‘qi’’id=l 5292 14 

Joint Civutors and Copyright Owners Comments at IV. 
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these assertions strike a similar chord to those raised in the 2010 proceeding, when Apple was 
conccined wiUi its reputation and further believed that jailbreaking would “breach the integrity 
of the iPhone’s ecosystem A few yeare later, the record now shows tliat the iPhone has 
enjoyed tremendous popularity and continues to be one of the most popular mobile devices 
among users today Second, the exemption also has not prevented other manufacturers from 
introducing neNv devices fostering innovation and competition Consumers in today’s mobile 
market enjoy a vast array of choices both as to devices and services Therefore, at this juncture, 
the detrimental effects the opponents allege are speculative in nature 


Having analyzed the record. NTIA is persuaded that designating a class of works that would 
continue to permit jailbreaking for purposes of interoperability will not adversely affect "the 
market for or value of the copyrighted works” and will provide relief from the harm proponents 
demonstraieT’ Accordingly, NTIA supports the proposed EFF exemption with a few 
modifications as supported by the record. 


Current Exemption™ 

Computer programs that enable wireless 
telephone handsels to execute software 
applications, where circumvention is 
accomplished for the sole purpose of enabling 
interoperability of such applications, when 
they have been lawfully obtained.’’ with 
computer programs on the telephone handset 


Proposed Exemption 

Computer programs that enable wireless 
telephone handsets or tablets to execute 
lawfully obtained software applications, where 
circumvention is undertaken for the purpose of 
enabling interoperability of such applications 
with computer programs on the device 


^ 2010 /.ihtwian Order A\ 4.^830 MflA tfl.so notes Ihitl Apple did not iiprxiM: (be eoTTViil propOHul lo cotilmuc ihc 
cvvtniUiori 

Scvcrul reports lughlighi the ptjpuliinw of Apple’s iPhone niJ other Apple pmJucLs Ste e.fi., AnUrv Couis, Applt 
iPhf/nf Motv Popuhr I fmn . tU Amirtiui Smurtph 1 )ne^ in f '.S. i 'ontbineil in •fO Report. DKtn Al Trf.MJS. Jan 25. 
2012, hup /Av\v\\.JigiiiUircnd.sc».'m/n»bile/apple-iPhone-mf>i\;'pi>piilar-than-all*androkl'smartphoncs*u>-us- 
combinvd‘iii-q4>ivport (highlighting liiai Apple s niBrkcl share has doubled over lhepa.sl veer alone, while Android 
dexices have falleo about 5 percent, fmro a higli of 5U perccnl). Nidsen Wire, .^fol•e (!SCoiauinen Choounjt 
Snuiilptnnics ax Apple C foxes the Oap on Androitf. Jan IH. 2012. 

http //blog nielsea coni/iuelsenw in^con!{umtfr/morc*u.s*consuniers<choosing>smartphone^-as-apple-<ila(ies*tbe'gap- 
on>andrxud. John Puc/kowski. OadiK, I Want an tPhone Sowi, Am.’I HINOSD. Apr A, 2012. 
hup.//alllh)ng.sd.cum/20 1 20404/daddy •i«xvant'an>iPhijne>nim (noting that 4<i percent of teeits dial don’t have an 
iPhone aa* c\(MX'iing lo huv one m the iu:x( sin nion(hs) 

'I7I.ISC §l20I(flMUt'j(ivi 
^.^7CTR §201 4(KbH2y 

^ NTIA considers die ticxx longiuigc m diepioiKMcd exemption (o he simpler while suH making it clear tbiit 
ctrailmxention IS meant locnuble the use of laxvfullv obtained uppUcutiuns llowcxcr. NTIA would not be opposed 
lo including this plimsc in die final excmpittm. 'when the> have been lawfully obiamcJ ' 
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IVirefess Jl’lephotw HtmdscL\ or hiMvts 

NTIA is persuaded that the modified language better reflects today’s technology 
Additionally, this exemption should apply across platforms and devices where it is necessary to 
jailbreak or root devices The record is clear that this exemption is needed for multiple platforms 
(including, for example, both Android and Apple devices), on both mobile phones and tablets 
Moreover, NTiA believes that this change will serve to minimize any confusion on the pan of 
the user Therefore, NTIA suggests the inclusion of the language “wireless telephone handsels 
or tablets" to dispel any uncenainty and to tijnher meet current consumer expectations. 

Device 

The modification is suggested to maintain consistency with the previous change The term 
“device" is meant to include both wireless telephone handsets and tablets 

/ of TaMet 

After reviewing the record, NTIA suppons EFF's proffered definition of “tablet,** noting that 
this definition appropriately does not constrain the physical dimensions of such a device 

[A] personal mobile computing device, typically featuring a 
touchscreen interface, that contains hardware technically capable 
of running a wide variety of programs and is not marketed 
primarily as a wireless telephone handset or as a smartphone 

F. Class 6- Mobile Phone I'niocking for Network Interoperability 

As NTIA noted in the previous proceeding in 2010, proposed exemptions for unlocking 
mobile phones “raise important issues at the intersection of competition, communication, and 
copyright law That statement was true then and remains true today Proponents re^iuest 
renewal of the current exemption to maintain the ability of users to unlock their wireless devices 


*' EFF Jl 2-4 

riiu record provi(ie« csttniplcn of nil types of devices and tbc vttnousiujn-mrmigiii^ uses and diotild rernmn 
general .Sec e g.. CommenUi of -tosh Sld'uHough. 

Iiltp /Avwu uopyng}il gov/l 201/20 12/conutieois/Jnsii_Mct'utlough pdf (he kuHcs, io pun. thai he has an Android 
ph«>ne culled ‘tin HTC Fvxi 4(K^n the Spnnl nehvork. ami wilhin one monlh of pureliasing it in March 201 ] I had 
roolud lliv phone und nnuullal a aistom solhvaix:/opcraiing NTstern called Cyanogenmod thal allowed m> phimc to 
run more «nuHMhl> . snvv internal tiiemor> . era^e uiiwunlcd upplication*v ihul wore iiKluded with ihe rncior>-’fts»ck 
o|>eraUng >1em. und niodity' the uaer mterfaec outriide the limitoiionM of tlic Miock Mltwara 

^ Fniail from Marcia (loflhian. Senior Slatf AtUfmey, KIT. to Ben (iolanl June 6, 20l2. 
hUp-7/w\vw copsTight gov/l201/20l2/hsiponscs/clTJclicr_regarJjng_exempuon_5_dctloiiion_labIel pdf Ihi* 
ddimtion ih intended to include the Apple tPod Touch an well an the iPad other simihir dcsiccs. no matter the 
size 

Suickihtg Utter JOttif at 8 
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lo connect to the provider of their choice *^ Proponents also seek an expansion of the current 
language toinciude all wireless devices, and both data and voice neiwoHcs CTIA, the primary 
opponent of this proposed class, rejects any further expansion of tlie current language and has 
instead proposed to narrow the scope of the exemption 

The record conlinues to support the conclusions made by the Librarian in the 2010 
proceedings First, proponents have presented a phma faae case that “the prohibition on 
circumvention has had an adverse effect on noninfringing uses of firmware on wireless telephone 
handsets This is the same type of activity that was at issue in both the 2006 and 2010 
proceedings, when the Librarian granted exemptions ^ Second, while opponents claim that 
access controls on network operability protect rights granted by copyright law, it continues to be 
clear that “the primary purpose of the locks is to keep consumers bound to their existing 
networks, rather than to protect the rights of copyright owners in their capacity as copyright 
owners Therefore, after analyzing the evidence introduced by the parties. NTIA is persuaded 
that an exemption continues to be necessary to permit consumers affected by access controls to 
unlock their phones. 

A/fermmws lo Circiumvfiiion 

CTIA argues that alternatives to circumvention now available to consumers make an 
exemption unnecessary They discuss at least two alternatives; (I) wireless carriers have 
implemented policies allowing amsumers to unlock mobile phones in certain limited 
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circumstances,^ and (2) consumers can now purchase a wider range of unlocked devices 
NTIA does not believe either option to be a fully viable alternative to circumvention 

While the record does show that some carriers are unlocking wireless devices on behalf of 
their customers, it also indicates that carriers generally will only perform this service under 
certain conditions Those conditions include, for example, minimum days of continuous 
service,**^ the expiration of handsel exclusivity associated with the carrier,'” a minimum usage of 
crediu'*^ or prior proof of purchase While such policies may, in some circumstances, pro\'ide 

an alternative to circumvention, the evidence presented in the record does not obviate the need 
for an exemption for several reasons First, it is unlikely that these policies will serve a large 
portion of device owners For example, the common denominator present in the cited terms and 
conditions is that the owmer of the phone must be a current “customer” or “8ub,scriber” of the 
carrier requested to unlock the phone This requirement excludes those that obtain a device 
from a family member, relative, friend, or other lawful source; those users must then resort to the 
current exemption to unlock such devices, especially if they cannot locate the original proof of 
purchase Second, some carriers refuse to unlock certain devices For example, until recently'^' 
AT&T’s terms deemed the Apple iPhone as "not eligible to be unlocked An exemption is 
thus warranted to allow iPhone users, as well as users of other devices excluded by such policies, 
to unlock their devices Third, an exemption continues to be needed because some of the 
policies cited dictate that, in order to unlock a de\’ice. the carrier must have the necessary code or 
the ability to reasonably obtain it, therefore it is possible for a consumer to meet the unlocking 
policy and still be unable to have his device unlocked if the carrier does not possess or is unable 
to obtain the required information 


^'SetrCTlA CtutuHenu m lA miroduccd ihepiOicicstf Ven/on Wireless. A T-Mobtle. Virgin 

Mobile, and MttnH’CS). 
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above. See eg.. hltp:/AhcncN(t>ub oon(/mobiIe/2(tl2/04/tihA)US'tplH>nc-un]ock-priKcss-dctailcd-a-quick-«nhnc-ehal‘ 
apple •doe^lhe-unlocking-requires-uoet -only/ 
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htlp /Avw\t cc^ynghl-got /l 201/20 1 2/'commcnt.'i/Nancy_Wallts.pdf tshc lives in Montuna and purchased a used 
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NTIA is not persuaded that the current availability of unlocked de\'ices or carriers unlocking 
devices warrants denying this exemption. First, carriers may not unlock certain devices For 
example, proponents note that certain carriers have policies locking devices to their network or 
will not unlock certain devices or provide codes for unlocking Next, pioponents fiartlier point 
out tliat while at least one carrier sells certain phones that are unlocked, many legacy phones and 
even prepaid phones are still locked to this carrier While NTLA does not advocate here that all 
phones must be unlocked in order to obviate the need for this exemption, the record demonstrates 
that the majority of phones remain locked Additionally, circumstances may dictate the need 
to unlock to connect to an available carrier, even when a currently owned device is ineligible for 
carrier unlocking For example, customers may relocate or live in an area without coverage or 
with poor coverage and desire to switch carriers for better service 

CTIA has further indicated that "[ujnlocked (unsubsidized) phones are freely available Irom 
third party providers - many at very low prices.”'*^^ CTIA then suggests that “[i]f a consumer 
seeks to connect to a preferred wireless carrier, phones that will enable him or her [to] do so are 
readily available in the marketplace for a fee.^’ Therefore, "there is no reason to create an 
exemption to the statutory prohibition simply to enable (he user to keep using the old phone 

Therefore, in determining whether a proposal is a viable alternative to circumvention of 
access controls, the Register should consider not just whether there are other devices available to 
achieve the non-infringing use. but also whether users can avail themselves of the suggested 
alternatives without encountering signiflcani barriers. For example, these barriers may include 
prohibitive costs to unlock, tack of attractive or popular devices for unlocking, or requiring the 
consumer to purchase a new device In particular, NTIA does not support the notion that it is an 
appropriate alternative for a current device owner to be required to purchase another device to 
switch carriers 

In sum, NTIA commends the decisions of certain wireless companies to provide an 
alternative to circumvention and encourages others to follow suit. Not only do these policies 
avoid the need to circumvent in some circumstances, but they also help those users that may not 
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have the necessary technological skills or required equipment to unlock their devices However, 
at this juncture, an exemption remains necessary 

hxem/iiitiii 

Having analyzed the record and iheditVcrcnt proposals submitted, N'TIA recommends that 
the Librarian designate a class of works that would continue to permit circumvention to allow 
network interoperability in wireless devices because such exemption will not adversely aflect 
"the market for or value of the copyrighted works," and will provide relief from the harm 
detailed by the proponents Accordingly, the following exemption accepts several of the 
propo.sed modifications to the 2010 exemption, but also strikes a balance with the opponents' 
concerns and the current state of the marketplace As the underlined text indicates below, the 
proposed exemption is substantially similar to the one the Librarian adopted in 2006 and 2010 


Current Exemption'" 

Computer programs, in the form of 
firmware or software, that enable used wireless 
telephone handsets to connect to a wireless 
telccommunicalions network, when 
circumvention is initiated by the owner of the 
copy of the computer program solely in order 
to connect to a wireless telecommunications 
network and access to the network is 
authorized by the operator of the network. 


Proposed Exemption 

Computer programs, in the form of 
firmware or software (including data used bv 
those programs! that enable used wireless 
devices to connect to a wireless network that 
offers telecommunications a nd/or information 
services , where circumvention is initiated by 
the owner of the copy of the computer program 
to connect to a wireless network that offers 
telecommunications and/or information 
services and access to the network is 
authorized by the opcratoi of the network 


Delia I fseil by Divse I’royrams 

NTIA IS persuaded by proponents that the language "including data used by those programs" 
is warranted to provide clarity, because "the required adjustments for [network] interoperability 
often do not require changing large sections of code but, rather, accessing and changing the data 
that is used by such code.”"' This rabonaleis consistent with the Librarian’s 2010 
determination that such minor alterations of data do not rise to the level of infringing the rights 


"''ntl SC St20lia)ilKC)<iv) 

"".Vr 2tH0 Ubmtion Ordfr u\ 4382y. 2006 /jhmrluti Ontxr at r>847y-liU 
"'37CF,R §20N0(bx3), 

'".Xtfv yoii^Httgheny i'nmmciits at 2. tUtrol^'SCimnmils at 4 iMclroPCS assurlslhat -Mich nuHliticaluinsarv 
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of copyright owiiers.*'^ NTIA is persuaded by the record that such rationale remains sound and 
supports the modification 

iVirelexs IJevice\ 

Regarding "wireless devices," NTIA is persuaded by proponents that the modification is 
needed to better reflect the current marketplace and to avoid confusion The line that 
distinguishes a mobile phone from other wireless devices is increasingly disappearing,"’ and 
this effect is only exacerbated by the introduction of tablets and devices characterized as 
"hybrids" ' that are fully capable of connecting to wireless communications networks This 
change is intended to ensure that the exemption can be utilized by the owners of wireless devices 
that are capable of connecting to a wireless communications carrier, including but not limited to 
smartphones, tablets, and hybrid devices 

NTIA does not concur with the opponents' claim that a case must be made for eirc/r device 
before an exemption for unlocking purposes is granted. This proceeding requires the 
Librarian to "publish any class of copyrighted works for which the Librarian has determined 
that noninfringing uses by persons who are users of a copyrighted work are. or are likely to be, 
adversely alTected, and the prohibition [against circumvention] shall not apply to such users with 
respect to such class of works " "* Thus, the focus is to determine the particular ‘‘class of 
copyrighted works" that would be exempted from the prohibition against circumvention, not to 
ascertain where such works may appear. Simply put. the purpose of this exemption is to allow 
any device technically and otherwise legally capable of connecting to a wireless communications 
network to do so. despite the presence of relevant access controls that prevent such ability 
Accordingly. NTIA supports the modification 

Ulreless Nehtork iImI Ojffer.i Telecommmiicatioiis wtJ nr injnrmauon Services 

Pioponents suggest changing (he current "telecommunications network" language to 
“communications networks” for clarification purposes Consumers Union proposes the 
modification with the understanding that "both telecommunications and information services fall 
under the umbrella of ‘communications network’ Likewise, MelroPCS seeks the change to 
eliminate ‘‘ambiguity surrounding whether data-ceniric devices can be unlocked for the 
purposes of substantially operating over a competing carrier‘s data network Given that the 
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networks of wireless carriers are now able to increasingly serve as the conduit for the 
transmission of different type of information including voice signals, text messages, and Internet 
data, NTIA is persuaded that the better terminology in current commerce is “wireless network 
that oflers telecommunications and/or information services ” NTIA notes that this language is a 
departure from what either the proponents or the opponents advocate, but the term 
“communications network" is not a settled term in the law, and our proposed language Is more 
consistent with the Telecommunications Act nomenclature This additional language both 
captures the essence of what the proponents are seeking and reflects the current state of the 
wireless industry 

G. Classes 7 and S — Audiovisual Works for Educational Purposes* Documentaries* 

Multimedia c^Books, and Noncommercial Videos 

The current exemption permits circumvention for ( 1 ) educational use by college and 
university professors and film and media studies students: (2) documentary films; and (3) 
noncommercial videos This exemption embodies the values of the triennial proceeding, 
which is aimed at promoting non'infringing uses such as fair use. NTIA is cognizant of the 
piracy issues presented by the opponents, but emphasizes that these exemptions arc neither 
aimed at. nor capable of, legalizing infringement of copyrighted works NTIA also finds it 
compelling that the current version of this exemption has been in place for six years, with some 
limited expansion in 2010, and opponents have not presented any evidence of abuse or harm to 
content owners over that time period To the contrary, the record indicates that the current 
exemption is working as intended 

Opponents argue there are sutTicient alternatives to circumventing online video and fixed- 
disc media, including screen capture sofiware, cell phone capture, license agreements, and video 
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clip websiles-*^"* NTIA staff were able to experience firsthand some of these contemplated 
alternatives during presentations held at the Copyright Office with the parties involved Afler 
taking those options into consideration, however, NTIA does not believe that there exist 
sufficient alternatives to obviate the need for an exemption due to several factors Generally, the 
technological alternatives produce low-quality videos, and associated license agreements often 
impose significant content limitations on the final work product Documentahans and 
filmmakers are particularly hindered by poor quality video, which does not meet the industry's 
strict technical standards As for educators and students, screen capture software and 
hardware may not be universally available due to high costs and tight budgets. and even those 
educators and students that are able to access such software and hardware may find the quality 
insufficient for the pedagogical purpose and distracting in a classrcKMn setting Finally, 
proponents armie that video clip websites offer loo limited of a selection to serve fair use needs 
in most cases/^^ Furthermore, proponents have introduced evidence supporting the conclusion 
that copyright license negotiations arc expensive and burdensome, especially when the licensee 
seeks to critique the copyrighted work. Proponents note that these burdens alone provide 
ample reason to support exemptions for documentary filmmakers, consistent with the Register's 
previous recommendation"® 


Therefore, with the following consideration, NTIA supports a continuation of the current 
exemption as well as several proposed expansions described below 


Current Exemption’'* 


Classes 7 and 8 Proposed Exemption 


Motion pictures on DVDs that are lawfully 
made and acquired and that are protected by 


Motion Pictures and other similar 
audiovisual works ’'" on DVDs or delivered via 


.W e g.. CciraincnLs of Ihc DVD Copy Control Aj«t>ciii!um lOi TX’CM Comnieins). Dodcel No. RM 201 1 *7 
hllp,/Avwv.copynghi.gov/l20|/2(il2/comnienis/DVl>i'i20CCA pdf 
*** //). ] ComtMetm at 1 5 

Transcnpl, ticunng on to Pmhihition on Circumvention ofCopyoghi Protections Sy^sumis for 

Access Control Technologies^. Section 12nl -Digilal Millennium Copyright Act. 105 tJunv4. 2012) (yiotc V 
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technical knowledge to operate screen capture software. Id at 112 
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the Content Scrambling System when 
circumvention is accomplished solely in order 
to accomplish the incorporation of short 
portions of motion pictures into new works for 
the purpose of criticism or comment and 
where the person engaging in circumvention 
believes and has reasonable grounds for 
believing that circumvention is necessary to 
fulfill the purpose of the use in the following 
instances: 

(0 Educational uses by college and 

university professors and by college 
and university Him and media 
studies students, 

(ii) Documentary filmmaking, 

(iii) Noncommercial videos 


Internet Protocol that are lawfully made and 
acquired when circumvention is accomplished 
solely in order to incorporate short portions of 
audiovisual works into new works for the 
purpose of fair use, and where the person 
engaging in circumvention believes and has 
reasonable grounds for believing that 
circumvention is necessary to fulfill the 
purpose of the use in the following instances 


Edu cational Us es b y Co ll ege an d 
University Professors and College 
Students^ 

Educational Uses by K~12 
E duc ators, 

Documentary' Filmmaking. 
Primarily Noncommercial V^ideos, 
Nonfictional or Educational 
Multime dia e- Books 


Co/itt’iu Deliwn’d via Internet PrortKoI 

Proponents seek to circumvent access controls on IP-delivered video and Blu-Kay discs in 
addition to DVDs. While it is difficult to exhaustively identify the specific access controls 
online video distributors use to protect IP-delivered works, it is clear (hat they exist. Online 
content is becoming more prevalent, with many works delivered exclusively through an online 
platform Proponents have convincingly demonstrated a need to access such works, therefore, 
NTIA supports the inclusion of content streamed via Internet Protocol 


the rVLX^rJ ui llus which now includes icIevtHion pn>gnims such ns new s ihui arc coiiuuncd on VDs or 
Ucliwred \ii] Intcnicl l^«iocul NTIA notes ihut in some cases, television programs, lor example, have htx'n 
dcliiicd fls audiovisual works, bui have not been defined as "motum pictures." }\Xj\ C oininttuui Bmudc&surtg 
Co. V. I ■niieil Cuico. ln<\ 693 F 2d 622 (7**Cjr 1*^2) We believe this exemption sht'uld include these types ol' 
works and (be record supports the; notion This CNpaosion .should mit include some other work.s (hat may 1->e defuved 
by cop) nghl law as ‘audiovisual works." such as video games Tlic record does not support ilic expansion of Ihi.s 
exemption to include diesc other works .W 17 U S C §101. .ree e.g., Mufwoy M/g f V>. v. ArUc futent'l, Jnc.JOA 
F 2d ]0i')9 (7"* Cir I98.txdcfincs video garQcsasaiidu)M.sual winksundcrct^ynghi law 1 NTIA ihovlbrc supports 
the slaiulory elas.s as slated in I7U.SC §101 used here with u slight modiliculion 'Motion pictures and odier 
similar aiidiovnsual wxirks " to keep the excmt>lioii njMTi>w 

’“NTIA does not mclude ihc phrase Tor the piirpo>c of criticism or t»innieni' in ihc pioprucd cxcmpuoii because 
that plvase is Uh> nwiow Inslcud, the piirase "ttu the piiqHise of fair use' is OHue nppropnate a.s U iiKliides tiKise 
U-ses defined by the |7 (I SC §l<17, vi>c|) ns critici'^. uintmeiii. news rcpuriiiig. teaching, scholarship, and reseurcli 
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Cose 
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NTI A is not prepared, however, to support extending the exemption to include audiovisual 
works on Blu-Ray discs at this time DVD is the dominant fomiat and, in concert with the 
inclusion of IP-delivered video, provides a sufficient alternative to circumventing access controls 
used in Blu-Ray media .A vast majority of content is released in both DV'D and Blu-Ray 
fomiats. with very few works released exclusively on Blu-Ray Should proponents need access 
to high-defmition content. NTIA’s proposed exemption is intended to include high-definition 
media delivered online 

AH ( 'oUejfe and t hm’ersUy {‘mfessurs anil College SliiJenl.\: K-12 ljJiiculor.\ 

The current exemption permits all college and university professors to circumvent for 
educational uses, but limits student use to tho.se in film and media studies classes "* NTIA 
supports expanding the exemption to include all college and university students, in addition to all 
K-12 educators Proponents have demonstrated a need for all higher education students to 
incorporate audiovisual media into classroom assignments and its benefits to the learning 
experience Given the multimedia nature of today’s cultural expression, classroom use of 
video clips is necessary to aid instruction across a wide range of subjects Proponents have also 
demonstrated that K-12 classrooms similarly benefit from the inclusion of audiovisual works in 
lessons and other pedagogical uses. As new technology becomes more prominent in society, 
classrooms should be encouraged to similarly evolve. Regardless of students' particular field of 
study, incorporating multimedia teaching methods better prepares them for life in a digital age 
NTIA is optimistic that schools will be proactive in preventing abuse of the exemption by 
educating students and professors on the relevant law, and by developing "best practices" or 
other guidelines to help clarify any confusion on the part of such users 

iMKiiinenhiry l•'ilmnulkers: Primarily Noiicommercuil I 'ideas 

NTIA supports continuing the exemption for documentary filmmakers and noncommercial 
videos, as well as expanding it to include multimedia e-books Documentary lilms are a 
paradigmatic fair use of copyrighted works and provide beneficial commentary on important 
issues. Noncommercial videos, such as "vids,"''*^ regularly contribute to public discourse by 
granting the general public the ability to use copyrighted works for non-infringing purposes 


See Conimciil.-i of Ihc Advanced Access Conlenl Sy.Hlcm Licensing Administrator. Ll.C f. t \CSL I Comnienh ) ill 
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evidence denioivilratiiig liurni See Stnckling Letter 2009 at 4 In this pniceedliig, lire pinpoticnlslitise cilal 
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NTtA notes that some proponents of the noncommercia] video eseniption request that the 
language be "primw Uy mmammetvial works ’* ITie noncommercial language is intended to 
limit uses to those supported by fair use. but it is also true that some commercial uses are also 
fair use NTl A believes expanding the language to “primarily noncommerciar’ would 
eliminate some confusion about whether a legitimate fair use that may generate some revenue 
(such as a "vid’* posted to a video sharing site) qualifies for the exemption 

Nohfictivnat and Ix/tivafiofud Midiinu'dia e~HtXfks 

Proponents advanced a proposed exemption for multimedia e-books that holds great potential 
for educational and noninfringing uses such as a comment and criticism Proponents argue 
that multimedia e-books are “an important and rapidly expanding form of authorship and 
communication in today’s society . [and] are capable of intermingling literary and audiovisual 
materials [where] [f]or the first time, authors can make important visual and audiovisual 
arguments that were not possible solely with the use of static text and still images 
Proponents note that e-books arc now capable of processing and storing the multimedia content; 
however, use of short audiovisual clips is hindered by the prohibition against circumvention 
Proponents lumish ample examples of hann when authors attempt to procure licenses lo use 
clips in e-books, including prohibitive costs and terms The record contains examples and 
demonstrations by university professors who would use this exemption to create e-books, largely 
for educational purposes, *** For example, one author proposes to present an argument in her 


'■”W.hi57 
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book comparing "threshold moments'* in certain movies, using short clips to demonstrate the 
point She notes that written text would be inadequate to describe the scenes, wliile a visual 
demonstration is powerful and clear The record does not support other uses beyond the 
creation of nonfictionaf or educational e-books and therefore the exemption should be narrowed 
using the language "nonfictional or educational ** 

I'ictioiiLil rUmx 

Another proposed expansion is the inclusion of "tlciionat films,” which commonly 
incorporate audiovisual clips to parody or comment on copyrighted works as a form of fair 
use " NTIA does not believe the record supports this exemption In essence this exemption 
expands the exemption granted to documentary filmmakers to include all other filmmakers. 
Evidence in the record does not provide adequate description or definition of this class of users 
to suggest otherwise Furthermore, it is unclear whether (his group of filmmakers struggles to 
obtain licenses for the works they intend to use beyond mere incon\'enience, unlike documentary 
filmmakers Tlierefore, NTIA a^ees that the proponents have not met the burden for this 
proposed exemption as presented ' 

H. Class 9 • Audiovisual Works for Improved Accessibilits 

With the 21** Century Communications Video Accessibility Act (CVAA), Confess 
recognized that the information divide is leaving behind persons with disabilities ' Proponents 


hltp //^^w»^ .Cllpy^^gbtgo^’/l20i/2flI2/c•^mnle^ns/Chlar8_F«^•«rip^lf (‘’I am cun'eiuly working oo on e-book in 
coininiitticiiiitm criticism to creole >tn open source text that allows for nuiltiplc authors and ponicipanis am) I 
uniicipolc being able to use this exemption for the first andfi>iltming editions of this bcH>k. '‘) 
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introduce four new proposed exemptions that promise improved accessibility to audiovisual 
works for the visually and hearing impaired The iirst two would enable circumvention of access 
controls on IP-delivered audiovisual works for creating, improving, or renderingr ( I ) visual 
representations of audible portions, and (2) audible descriptions of visual portions ' ^ The 
second pair of exemptions would similarly enable creating, improving, or rendering visual 
representations and audible descriptions from works on fixed-disc media. 

In support of these four proposals, proponents assert three particular categories of uses that 
would benefit from an exemption research, improvement of accessibility features by third 
parties ('‘crowdsourcing”), and individual use For example, researchers at Gallaudei 
University aspire to create a software tool that enables individual users to add, improve, and 
customize closed captions and video descriptions They envision developing a specialized 
media player that users can run when playing a DVD on their computer or watching an online 
video The process would invoke the help of volunteer crowdsourcers, who would be able to 
create captions and descriptions, or correct and improve captions and descriptions already 
accompanying an audiovisual work they have lawfully obtained Thev' would then upload the 
electronic files they have created to an online database Individual users with visual or hearing 
impairments would then be able to access the database through the software program and overlay 
the corresponding accessibility features while viewing an audiovisual work they have lawfully 
acquired To be clear, the program itself would not include the functionality that enables 
individual users or crowdsourcers to circumvent access controls Rather, the media player 
will only play already decrypted media files. 


lochnolotiics ate mil 4icccs.siblc io the Ui.sableU corniniumy. this ocoiMxnic dt.vpann ina> tiicreusc 
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The sofhvare tool proponents seek to develop illustrates the incredible potential of Internet 
technology and the advantage of a crowdsourcing network in facilitating improved accessibility 
No company could afford or spare the time to closed caption every video hosted by the leading 
video sharing sites, or to add video descriptions to every video news clip across the online news 
media NTIA believes this exemption will open the doors for innovation and empower the 
millions of Americans with visual and hearing disabilities to participate to the fullest possible 
extent in our society’s multimedia culture It will enctxirage developers to provide the 
accessibility tools needed for the visually and hearing impaired communities 

Pioponents have demonstrated that the prohibition on circumvention has substantially 
adversely alTected their ability to improve accessibility. There are many DRM-protected 
audiovisual works inaccessible to persons uiih hearing or visual disabilities Current law does 
not require content distributors to caption or provide visual descriptions for fixed disc>based 
media, and the CVAA only requires full-length IP-delivered videos previously broadcast on 
television be captioned. Considering the wide range of disabilities requiring particular 
accessibility functions, regulatory remedies that impose additional burdens on content 
distributors might not be the most etTective way to address accessibility needs Rather, 
encouraging innovators like the proponents to find solutions * especially solutions that build on 
the crowdsourcing power of the Internet - could lead to great improvements in accessibility 

Moreover, for works with existing captions or video descriptions, the quality is sometimes 
insulYlcient. with spelling errors, timing issues, or mistakes making it difficult to understand the 
video program Captions are often distributed in a "'one-si^e-fiis-all” manner without the 
ability to customize specific characteristics such as font size or color so that persons with 
particular visual needs can read them To date, content distributors have not been able to fully 
meet the needs of the visually and hearing impaired communities It has proven dilYiciilt for 
distributors to create the multitude of accessibility functions that could improve accessibility for 
the entire range of persons with disabilities However, access controls protect information 
necessary to create and incorporate closed captions (CC) and video descriptions (VD) For 
example, these TPMs restrict access to playhead information required to align the timing of the 
CC and VT) with the corresponding video frames. Also. CC and VD data may be embedded 
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in encrypted files that a person must extract in order to correct or improve distributor-created 
captions and descriptions 

Proponents assert three uses adversely affected by the prohibition on circumvention, which 
ultimately inhibits the ability of the visually impaired and hearing impaired to perceive 
copyrighted audiovisual works First, they claim a research need to circumvent access controls 
on fixed-disc media and IP-delivered video to develop a software program that would enable 
improvements of CCs and VDs Second, individuals, nonprofit organizations, and government 
entities require an exemption to produce and improve visual and audible descriptions that can be 
used in conjunction with the developed software or other tools. Third, persons with visual or 
hearing impairments must similarly initiate circumvention to incorporate the new or improved 
CC and VD or to utilize available software. Proponents seek to empower the tool developers, 
the crowdsourcers, and most importantly, the end users 

The proposed uses are likely noninfringing. Proponents cite authority that improving 
accessibility embodies the spirit of fair use While that particular citation is limited to 
improving book accessibility for the blind, proponents have shown a similar fair use analysis 
could apply to the audiovisual works at is,sue The proposed uses are noncommercial uses lo 
improve individual accessibility While the re.searchers and crowdsourcers arc not performing 
the service for their own benefit their work ultimately benefits (he personal use of individuals 
with hearing or visual disabilities Some of the copyrighted works at issue may be highly 
creative (motion pictures), while others are purely factual (news clips) In any event adding or 
improving CC and VD makes use of the audiovisual work only lo the “minimum extent 
necessary Individuals would also use this exemption lo customize (he captions for 
individual needs, in some cases using software that is currently available There is little 
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evidence suggesting these uses could have a negative effect on the markel for audiovisual works 
In fact. NTIA believes lhal this exemption may encourage an increase in purchases of 
audiovisual works, as more will be able to enjoy the content when accessibility has improved 
Also, all movies or videos used with this technology must have been lawfully acquired, which 
could increase sales of audiovisual works 

NTIA does not support the inclusion ofBlu-Ray discs in the proposed exemptions at this 
lime As previously mentioned. DVD remains the dominant formal, and online video 
distribution is outgrowing Blu-Ray adoption Moreover, NTIA is uncertain what effect, if any, 
these proposed exemptions could have on the developing Blu-Ray market In any case, the 
user will be able to purchase the audiovisual works, largely without exception, on DVD for the 
next three years 

Opponents question whether an exemption is necessary For example, one argued lhal the 
content industry is making progress towards providing captioning or video descriptions on most 
audiovisual works, but such efforts do not include all audiovisual works relea,sed Opponents 
cite recent regulatory measures that impose accessibility requirements on content distributors and 
claim the legal mandates have created markel pressure to voluntarily improve accessibility 
Proponents have pointed out multiple shortcomings, such as insufficient mandates, and noted the 
continued pushback from the industry, including requests to extend deadlines, petitions for 
exemptions, and reluctance to adopt more than what is statutorily prescribed '* Opponents also 
claim a willingness to work with groups serving the hearing impaired or visually impaired to 
make content more accessible or, alternatively, negotiate a license to decrypt DVD and Blu-Ray 
content However, to dale discussions have not progressed towards granting a license to the 
requesters NTIA commends all efforts to voluntarily provide captioning and video 
descriptions and to work with the disabilities community to facilitate imprmed accessibility, 

NT IA Bcknowledge.s opponents' arguments, but is concerned that the asserted regulatory 
obligations and potential license agreements will not fulfill proponents’ needs in the coming 
three years, This is especially true for the minority of individuals with specialized 
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accessibility needs, where standard captions and video descriptions do not provide adequate 
access to the content As mentioned above, NTIA recognizes the difficulty in cratbng 
regulations or negotiating agreements that can address every possible need for those individuals, 
and generally prefers non-regulatory solutions where they prove to be effecrive NTIA does not 
agree, however, that this exemption will discourage such efforts 

NTIA generally supports the proposals, but believes it is better to frame the exempbon in 
terms of the three categories of use supported by the record The following three narrower 
exeitipuons demonstrate a greater emphasis on the noncommercial nature of the uses and specify- 
that circumvention can only be accomplished for the sole purpose of improving accessibility 
This eliminates concerns that persons or entities will exploit the exemption for commercial gain 
or to access a derivative market that does not involve improved accessibility Proponents note 
that creating the software will require help from the ctowdsourcers and individual users These 
individuals would participate as ‘beta testers" during the research and development of the 
various tools In addition, after the software is released, the assistance of third patties is 
necessary in creating the captions or video descriptions or providing other assistance to facilitate 
accessibility Therefore. NTIA does not recommend limiting this class to a single exempbon 
solely for research purposes. 

NTIA supports exemptions constructed as follows 

1 Motion pictures and audiovisual works that are lawfully made and 
acquired from (I ) DVDs protected by the Content Scrambling 
System, or (2) works delivered via Internet Protocol protected by 
technological protection measures that control access to such 
works, when circumvention is accomplished by an individual, or 
an authorized entity as defined in 17 U S C § 121 (dKI). for the 
sole purpose of creating, developing, or researching primarily non- 
commercial tools that facilitate the creation, improvement, or 
rendering of visual and audible representations or descriptions of 
audible and visual portions of motions pictures and audiovisual 
works to improve the ability of individuals with hearing or visual 
impairments that lawfully access sudi works to perceive such 
works (the tool developers) 

2 Motion pictures and audiovisual works that are lawfully made and 
acquired from (1 ) DVDs protected by the Content Scrambling 
System, or (2) works delivered via Internet-Protocol protected by 
technological protection measures that control access to such 
works, when circumvention is accomplished by an individual, or 
other third party, to create and/or distribute non-commercial visual 
or audible representations or descriptions of visual or audible 
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portions of such works for the sole purpose of improvini; the 
ability of individuals with hearing or visual impairments who have 
lasvtul access to such works to perceive such works ( the 
crowdsourcers) 

3 Motion pictures and audiovisual works that are lawfully made and 
acquired from ( I ) DVDs protected by the Content Scrambling 
System, or (2) works delivered via Internet-Protocol protected by 
technological protection measures that control access to such 
works, when circumvention is initialed by an individual with a 
hearing or visual impairment who has lawfully obtained such 
works, and the necessary hardware or software, to improve his or 
her ability to perceive such works by adding, improving, or 
rendering visual and/or audible representations or descriptions of 
the visual and audible portions of such works (the end users) 

I. Class 10 - Space Shifting 

The practice known as "space shifting” in which a person produces a copy of a work for the 
express purpose of non-commercially and personally perceiving it on a device other than one for 
which it was originally intended, has been the subject of considerable controversy both within 
this proceeding and in the greater public discourse The proponents advocate for the ability to 
play the content from DVDs they own on other media devices such as tablets and laptops, as 
many of these new devices are being produced without optical DVD drives and rely strictly on 
online or locally-stored content, ' ” 

Because the law generally grants copyright owners the exclusive right “to reproduce the 
copyrighted work.” the legality of space shifting rests in many contexts on the end users' ability 
to assert that the practice constitutes fair use under 17 U.S.C § 107. Unfortunately, there is a 
dearth of definitive case law dealing with space shifting; accordingly, neither proponents nor 
opponents show that any cases on this particular subject are conclusive As consumers 
increasingly expect personal content collections to be universally accessible, policymakers may 
want to consider a legislative resolution to this ongoing legal uncertainty. Advances in the 
market may also address this problem 
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That said, the absence of legal proceedings is certainly not an indicator tliat space shifting, as 
narrowly defined here, is not fair use”® The Register noted in its 2010 recommendation to the 
Librarian that, despite placing the burden of proof of non-infringement on proponents, "that does 
not mean that unless there is a controlling precedent directly on point, the Register and the 
Librarian must conclude that a particular use is an infringing use ** Absent guidance from the 
courts, the Register and Librarian may “conclude that a particular use is a fair use" tor the 
purpose of assessing the alleged non-infringing use contemplated in a proposed exemption In 
particular, NTIA notes that the ability to space shift audiovisual works on DVDs that are not 
accompanied by an additional copy in any other format, online, or through alternative solutions 
such as Ultraviolet and Managed Copy weighs towards a fair use NTIA believes that where 
the alternatives are unavailable, the potential adverse affect on the market is minimal 

To the extent that the contemplated, solely noncommercial practice of space shifting is a fair 
use. NTIA supports a more narrowly-constructed version of the exemption proposed by Public 
Knowledge 


Morion pictures on lawfully acquired DVDs that arc protected by 
the Content Scrambling System, when the DVD neither contains 
nor is accompanied by an additional copy of the work in an 
alternative digital format, and when circumvention is undciiaken 
solely in order to accomplish the noncommercial space shifting of 
the contained motion picture 

The modified version adds the clause "when the DVD neither contains nor is accompanied 
by an additional copy of the work in an alternative digital format'* to further narrow the 
exemption to those instance.^ where the demonstrated harm is clear Proponents have focused on 
the fact that a prohibition on circumvention for space shifting purposes “is especially 
problematic as the consumer electronics market moves away from including DVD optical drives 
in new devices."^”’ In turn, opponents cite as alternatives to circumvention the various digital 
formats in which motion pictures have been made available, and particularly "the widespread 
practice of DVDs and BDs (Blu-Ray discs] coming with digital copy’ rights, the new market 
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practice of content providers releasing works on DVD now with Ultraviolet rights, and the 
forthcoming AACS managed copy system."^^ NTIA supports the motion picture industry’s 
elTorts to make content available on the wide range of new devices, and encourages content 
creators to continue working to moke their work universally accessible, irrespective of the end 
user’s favored platform.”’ 

To the extent that a DVD is accompanied by a license to view the work in an alternative 
digital format, NTIA agrees that the record does not show that circumvention is necessary. 
However, many consumers have accumulated large collections of DVDs drat lack alternatives 
introduced since the format was first introduced, and absent the ability to space shift, they may 
lose access to those motion pictures as the market continues to shift towards mobile and Internet- 
dependent devices and away from optical DVD players.’” 

♦ * • 

We appreciate the opportunity to express our views to you on the important questions raised 
in this proceeding. As we have noted, the exemptions granted by the l.ibrarian in the past have 
in many cases provided the foundation for innovation and economic growth in our country, and 
we look forward to continuing to work with you to pursue those goals. 

Should you have any questions regarding this discussion, please feel free to call me at 202- 
482-1840. Thank you again for your consideration of NTIA ’s views on this important matter. 


Sincerely, 
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FreedomWorks 


May 3 L 2013 


Phone: 202.7833670 
Fax: 202.942.7&29 


iviw.&tedonwtcfia.orp 

400 Noftn Capitdl Street, m 
Suite 765 

Washington, DC 20001 


Dear FreedomWorks member. 


As one of our millions of FreedomWorks members nationwide. I urge you to contact your 
representative and urge him or her to co-sponsor FI R 1 892, the Unlocking Technology Act of 
2013 Introduced by Rep Zoe Lofgren (D-CA) and a bipartisan group of latvmakers that includes 
Rep Thomas Massie (R-KY), this bill would simply allow consumers to bypass digital 
manufacturer locks on devices that they already legally own. 

Currently, many popular cell phones and other digital devices, ranging from tablets to the 
computers in your car, are sold with digital "locks" that prevent users from switching services or 
otherwise modifying the device Savvy technology users quickly figured out how to “unlock" 
these devices so that, for example, once your initial contract runs out on your cell phone, you 
could then switch service providers 

However, under current law, this modification of a device you legally own is a crime The 
Digital Millennium Copyright Act (DMCA), a 1998 law, makes all tampering with manufacturer 
hardware of software device locks illegal While this is theoretically to protect copyrights, it is 
clear that this law is outdated when it prevents people from making basic alterations to devices 
they have legally purchased. 

Under the DMCA, every three years the Librarian of Congress gets to decide whether unlocking 
should be allowed From 2(X)b-2012. cell phone unlocking was made legal, allowing smaller 
service providers into the market for cell phone service, which had been dominated by the few 
large providers whose services were locked into the most popular brands of cell phones 
However, in 2013 the Library of Congress changed its mind, and cell phone unlocking became 
illegal once more 

The Unlocking Technology Act would simply make permanent the ability to unlock legally 
owned cell phones and other electronic devices The bill is careful to specify that using unlocked 
devices to violate copyright is still illegal, but otherwise consumers will once again be free to 
make lawful use of their own property as they see fit 


Lower Taxes -Loss Government— More Freedo m 
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TIte rreedom to use and modify an item you liave bought and paid tor is just simple common 
sense, and it is time that outdated technology laws be changed to reflect that Thus, I urge you to 
call your Representative and urge him or her to co-sponsor H R 1 892, the Unlocking 
Technology Act of 20 1 ,1 

Sincerely, 

IMk 

Matt Kibbe 
President and CEO 
FreedomWorks 
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|une 6. 2013 

The Honorable Howard Coble. Chairman 

Subcommittee on Courts, intellectual Property and the Internet 

Committee on the ludiciary 

United Slates House of Representatives 

2138 Rayburn House OfTice building 

Washington, OC 20515 

Re: NCL Support for Device Unlocking Legislation 
Dear Chairman Coble: 

On behalf of the National Consumers League, ' the nation's pioneering consumer and 
worker advocacy organization, I would like to applaud the subcommittee fur 
convening today's hearing on H.R. 1 123, the "Unlocking Consumer Choice and 
Wireless Competition Act* 

NCL believes that American consumers should be free to lawfully use their devices 
as they see flt Specifically, consumers who have paid for a wireless device should be 
able to unlock that device and use icon another carrier's network without fear of 
violating copyright laws. 

Earlier Utis year. In response to a petition from more than 1 14,000 citizens, the 
White House indicated its support for a renewal of the device unlocking exemption 
to the Digital Millennium Copyright Act ( DMCA) for wireless phones and tablets.* In 
addition, there are a number of bills pending in Congress ** including H.R. 1123** 
that would address this issue and once again make mobile device unlocking legal. 

NCL believes that at a minimum, the DMCA exemption for wireless phone unlocking 
should be made permanent Specifically, we believe that H.R. 1892, the "Unlocking 
Technology Act of 2013" Introduced by Congresswoman Lofgren does the most 
good in protecting consumers' rights to use lawfully technology without infringing 
on copyright 
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H.R. 1H92 wouid not only permanently enshrine consumers' right to unlock their 
mobile devices. It would amend the DMCA to allow consumers to use a variety of 
technologies as they see fit williotil running afoul of copyright laws. For example, 
H.R. 1892 would allow consumers to space-shift lawfully purchased DVDs onto 
tablets or smartphone, enable the development of a range of accessible technologies 
for people with disabilities, and improve consumer protections from malicious 
hacking.^ 

We appreciate the opportunity to convey our views on cell phone unlocking to the 
subcommittee. We urge you to support H R. 1892 and look forward to continuing to 
work with the subcommittee as it examines tills important issue. 


Sincerely, 



Sally Grtfen berg 
Executive Director 
National Consumers League 

cc: The Honorable Tom Manno, Vice-Chairman 

The Honorable Mel Watt. Ranking Member 
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Ms. Lofgren. I am really sort of in a pro-freedom place on this. 
The use of copyright to preclude people from using the phone that 
they bought with their own good money is just inappropriate. It is 
not the Congress’ role to tell people the business model they should 
use. If people want to do a subsidized phone and a long contract, 
fine. If they do not want to do it, also fine. That is not our job to 
say how the market should work. But once someone buys some- 
thing, they should own it. 

I just think that if a carrier — you know, you have got a contract, 
for example, and if someone breaks that contract, you have a lot 
of remedies. I mean, you can sue them. You can charge them a fee 
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if you can put in your agreement. You can brick the phone. But I 
do not think that using criminal law to enforce the contract is ap- 
propriate. As a matter of fact, we have the same problem in the 
CFAA and its misuse with the late Aaron Swartz where you basi- 
cally use the criminal law to enforce a private contract. That is just 
a misuse, I think, of the law. 

It is good to see you, Mr. Slover, and I remember your many 
years of service here to the Committee. 

It seems to me that — and it has been discussed — if you preclude 
individuals from using third party applications, which Mr. 
Goodlatte’s bill does not address — and I do not criticize him. I think 
it is really not possible to do that without looking at 1201. You 
really, in many cases, preclude the owner of the phone from actu- 
ally exercising their property rights, don’t you? I mean, if I have 
a phone and I own the phone, I want to give it to my son, and the 
carrier will only unlock it for me as the owner, doesn’t that con- 
strain my property rights? 

Mr. Slover. Absolutely. We believe that the right to unlock 
should include the right to get help in figuring out how to unlock. 
We would ordinarily assume that that would be implicit in the 
right to unlock. If it is not, we would like to see it fixed. 

Ms. Lofgren. Well, I think, you know, I am glad that people — 
you know, our last vote was a while ago, and sometimes it is hard 
to have hearings after the votes are over, but I am glad that we 
all came back. I praise the Chairman for scheduling this hearing. 
As I say, I am a cosponsor and supporter of his bill. But I hope that 
we can go further and really address the property rights issue that 
is present here for American consumers and allow full property 
rights to attach to them and this misuse of copyright law to enforce 
private contracts to end. And I would recommend the bill that Mr. 
Massie and I have introduced as a way. And we have got tremen- 
dous support from not only FreedomWorks but the Consumers 
League, Public Knowledge, and on and on — this bipartisan bill. 

So I see my time is up and I yield back, Mr. Chairman, with 
thanks for recognizing me. 

Mr. Marino. Thank you. 

The Chair recognizes the Ranking Member, the gentleman from 
North Carolina, Congressman Watt. 

Mr. Watt. Thank you, Mr. Chairman. 

I think the Chair actually asked the question that I was most in- 
terested in hearing the answer to, and that was whether is there 
anybody in the world that is out there opposed to this bill. You all 
seem to think that there is not. At least, that was the consensus 
I got. Anybody in the audience maybe could raise their hand if 
there is anybody opposed to it. So you all have answered that, and 
I think the answer is you do not know of anybody. Is that correct? 

So the other question then I would ask is are there any sug- 
gested revisions to H.R. 1123 that would keep it in its current 
framework and deal with this issue, not the broader issues. Are 
there any revisions to H.R. 1123 that any of the panelists would 
suggest? 

Mr. Slover. Yes, Mr. Watt. We did make a number of rec- 
ommendations in our written statement. They are the same rec- 
ommendations that we made to the Register of Copyrights in the 
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last review proceeding. We think those could all he done within the 
framework of reinstating the exemption in the 1201 process with 
directives in the legislation to make whatever of those clarifications 
you saw fit. 

Mr. Watt. Wouldn’t that put Congress in a more micromanaging 
position if we started going in every time a 1201 proceeding con- 
cluded and saying, well, we agree with this and do not agree with 
that? I mean, it is one thing to do it when you have broad-based 
support without any opposition. It is an entirely different thing to 
go in — I mean, one of the reasons we punted that to the Librarian 
of Congress and set up this process was to take into account more 
technical issues and give it more expertise. So you are not sug- 
gesting that we do legislatively now go back and change that. 

Mr. Slover. Not as a larger matter. I am talking about specifi- 
cally with this one. The proposals that we made to the Register we 
think are well considered and are warranted, and we had hoped to 
see them implemented by the Register of Copyrights. 

Mr. Watt. And this bill gives you a shot to do that because it 
requires further review of this in a fairly expeditious time, in fact, 
in a shortened time frame from the 3-year time frame. 

Mr. Slover. If you are talking about the further review that is 
directed as part of the legislation as introduced, I think that just 
goes to one of our recommendations, which was to include other de- 
vices — 

Mr. Watt. So I take it that there are some things that you would 
like for them to have done that they did not do other than this 
unlocking provision that we put in this bill that would have us sec- 
ond guess even other parts of what they did or did not do. 

Mr. Slover. Yes. 

Mr. Watt. Okay. I got you. 

Anybody else have any technical concerns about the content of 
H.R. 1123, things that you would suggest we might change? 

Mr. Berry. In short answer, no. I think that the bill needs to be 
enacted as quickly as possible. 

I think in all fairness I should mention that I too made rec- 
ommendations to the Librarian of Congress on three areas. 

One is that it should be a wireless device, not a cell phone or a 
handheld phone. I think that is a recognition of where the economy 
has gone. 

Also, I suggested changing the burden of proof in the process 
itself If you change the burden of proof so that there is some prece- 
dential value to a previous decision of the Librarian, then you give 
this opportunity to continue whatever the process was going for- 
ward. It is hard to prove a negative, and if you had an exemption 
in effect at the time that you are trying to prove what was the 
harm, then I think you have sort of a dilemma there. So we sug- 
gested, at some further discussion and at some other time, maybe 
you might want to address the burden of proof 

I do not think it gets into the problem with WTO or the inter- 
national treaties. In a previous life, I was chief counsel of the Sen- 
ate Foreign Relations Committee. We looked at every treaty and 
every trade agreement that came through the Senate to ratify it, 
and I do not think that changing the burden of proof would be a 
significant international issue. 
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The de novo issue is not a statutory issue. It is a requirement 
that the Committee put in via Committee reference in the report. 
So it is not really addressed. What gets me probably the most is 
the NTIA, specifically from this Committee, the Committee said 
that the Librarian of Congress shall consult NTIA. NTIA found 
that we had met the burden of proof to continue the exemption, but 
the Librarian of Congress made a decision to the contrary notwith- 
standing. And I would think that the Congress put “shall” in there 
for a reason. They did not put “should.” And the Librarian of Con- 
gress did not appreciate the NTIA’s recommendation, and I think 
that there are some adjustments that could probably benefit every- 
body 3 years from now. 

Mr. Watt. I got you. But “shall consult” does not mean “shall ab- 
dicate your responsibility.” 

I assume you are content to have those other issues. Hopefully 
we can address some of the ones Mr. Slover has suggested in a 
broader copyright context. 

Mr. Berry. I would like to see the Chairman’s bill acted on im- 
mediately, yes, sir. 

Mr. Watt. But in this bill, you think we have found the sweet 
spot. 

Mr. Altschul. Well, if I could say the reason CTIA is able to 
support H.R. 1123 is because it is narrow and it does not reopen 
these issues, which have been fully aired in the past and I predict 
will be fully aired in the next triennial review and other bills as 
well. 

Mr. Watt. Mr. Chairman, I am well over my time. I appreciate 
your indulgence, but I want to express my sincere appreciation to 
the witnesses for being here. I know a number of them traveled 
distances. So we thank them for doing so. 

Mr. Marino. Thank you. 

I do too want to thank you for being here. Your insight and your 
knowledge is very helpful. 

I want to thank the citizens in the gallery for sitting here and 
listening to this and having an interest in it. 

And I thank my colleagues for being here because today they are 
headed back to work in their district, and I am sure some flights 
have been delayed because of this. 

So, again, thanks to all of you. 

This concludes today’s hearing. 

Without objection, all Members will have 5 legislative days to 
submit additional written questions for the witnesses or additional 
materials for the record. 

This hearing is adjourned. 

[Whereupon, at 12:32 p.m., the Subcommittee was adjourned.] 
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Consumer Action is pleased to support Congresswoman Zoe I.ofgren's bill, Unlocking 
Tecbnology Act (IIR 1802) to allow consumers, repair shops and educators the ability to 
unlock mobile phones 

We believe that HR 1982 is a common sense approach to making cellphone unlocking 
accessible to the average consumer while not infringing on anyone’s copyright property 
rights This bill vsould create a narrow copyright exemption to allow consumers to take 
their cellphone business elsewhere without fear of legal violation 

The Unlocking Technology Act would ensure that all mobile devices (phones and tablets) 
could be permanently and legally unlocked Other proposals only offer a temporary fix 
HR 1 892 would solve the phone unlocking problem for good 

Consumer Action is pleased to support a bill that makes permanent the ability for 
consumers to switch cellphone carriers without having to fear that this process may be 
deemed illegal every few years 

Copyright violations of music and movies would remain illegal This bi-partisan bill 
would protect copyright holders while allowing for meaningful changes to the Digital 
Millennium Copyright Act (DMCA) that made unliKking a phone illegal to begin with 


StNtT-Rt'l.Y, 


Rmti Stisswi-.iN 
CoN.SIJMliR Ac I ION 


Consumer Action has been a champion of underrepresented consumers since 1971 A national, 
nonprofit 501 (c)3 organization, Consumer Action focuses on hnandal education that empowers 
low to moderate income and limited-Engllsh-speaking consumers to financially prosper It also 
advocates for consumers in the media and before lawmakers to advance consumer rights and 
promote industry-wide change particularly in the fields of credif. banking, housing, privacy, 
insurance and utilities, www.consumer-action.org 
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The bipartisan Unlocking Technology Act (H.R. 1892), introduced by Representative 
Lofgren (D-CA) and co-sponsored by Representatives DeFazio (D-OR), Eshoo (D-CA), Holt 
(D-N(), Massie (R-KY), and Polls (D-CO) takes the welcome step of scaling back the 
overprotection of "digital locks” and promoting consumer choice and competition. 

Copyright law creates legal barriers to the circumvention of technological 
protections measures (TPMs), also known as "digital locks" for works protected by 
copyright. These locks have notoriously been abused and can be used to protect works, 
even where there is no underlying copyright infringement. Current copyright law provides 
for extremely narrow exceptions to circumvention of a digital lock and new exceptions are 
only permitted where the Librarian of Congress issues one and, even then, such an 
exemption lasts for a mere three-year period. 

Consumers are negatively impacted by the broad protections for digital locks, 
limiting their choices and harming competition. Current copyright law creates legal 
barriers to unlocking cell phones or tablets and the Librarian of Congress recently rejected 
a proposal to allow an exemption that would allow customers of wireless cell phone 
services from unlocking their phones and switch carriers, even after the expiration of the 
contract period. 

The Unlocking Technology Act takes the welcome step of giving consumers the right 
to use the devices they have paid for, with any carrier, and changes an ill -considered 
provision in the Copyright Act that makes it a crime to break a digital locks to protect items 
where the true value does not lie in the copyright itself. 

Consumers would therefore be allowed to unlock their cell phones to switch 
carriers, ensuring that once they have purchased the phone and any contract periods 
associated with the phone have expired, they have the freedom to select the carrier that 
best serves their needs. 

The last section of the bill also highlights a concern with the trend of U.S. free trade 
agreements to further entrench current U.S. law (or, in some cases seeks to change what is 
in U.S. law). Previous bilateral trade agreements between the U.S. and other countries, as 
well as the currently negotiated plurilateral Trans-Pacific Partnership Agreement include 
restrictive language regarding exemptions to anti-circumvention provisions. The last 
section of the UnlockingTechnology Act, thus directs the President to ensure that such 
trade agreements reflect the changes made by tbe bill. 
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I would like to thank Members of the Subcommittee tor the invitation to submit a written 
statement for tlie record. I am submitting this statement as a representative on behalf of our White House 
petition campaign that engaged over 1 14.000 Americans in support of unlocking. 

First, I would like to congratulate Members of the Committee for addressing this extremely 
important issue that represents a culmination in our campaign with which over 1 14,000 people engaged. 
Tliis important issue affects imiovation, small businesses and ultimately impacts millions of ordinarv 
consumers within the United States. Overthe course of our campaign on this issue, the sheer 
ridiculousness of bamiing unlocking became more clear as we began to hear from more affected parties 
and gradually began to realize the real and measurable impact that this unlocking prohibition has had 
upon imiovation and consumer choice. Most disturbing we have also heard of its terrible and unforeseen 
impact on our nations' Sendee Members wliich I will address later. 

As of November 24, 2003, wireless companies have been required to offer wireless number 
portability for consumers. If tlie phone unlocking issue is evaluated seriously and legislation actually 
resolves this issue and restores a free market (while protecting freedom to contract), then legalizing phone 
portability may have a comparable impact as mandating number portability. Permanently legalizing users 
unlocking and the technology to enable unlocking could be the most beneficial change in mobile policy in 
over nine years. 

As a leader of the campaign on ccll-phonc unlocking. I would like to put forward a few major 
points to you today, H.R. 1 123, the Unlocking Consumer Choice and Wireless Competition Act, is a 
terrific first attempt to address a portion of the unlocking issue; however, there are some important fixes 
wJiich must be made to ensure that this legislation succeeds in preserving consumers' rights to property' 
and restoring a free market. 

To actually fix tlie problem any serious legislative fix must not only 1) legalize tlie personal use 
of unlocking technology (as your legislation does) but it must also 2) legalize tools and semces which 
facilitate unlocking (which H.R. 1 123 as currently written docs not authorize) and 3) it must legalize tliis 
permanently (w'hich H.R. 1 123 does not do). This recommendation is consistent w ith the opinion of tlie 
former FCC Chainiiaii, current FCC Commissioner Ajit Pai, and the statement from tlie Wliitc House; 
and it is required for a serious implementation of this policy fix. There is little point in allowing personal 
use of a complex technology, unlocking, that is impossible for consumers to find, buy and use. It would 
follow that it is illogical to classify businesses fiiat cater to this legal market as illegal businesses . Instead, 
if consumers can use this technology, and the technology' is beneficial for the market, then the technology 
should be lawful to develop and sell to the consumer. 
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A serious legislative fix for unlocking will create regulator}- certaint}- by permanently legalizing 
the technology. In present form, H.R.1 123 would require the Librarian of Congress to rule again on tliis 
issue - when after our successful campaign to gamer Congressional and White House support, the 
Librarian's statement explains tliat he stands by his previous ruling. Hiis regulatory uncertainty would 
inhibit inno\'ation, consumer or business confidence and a robust legal marketplace. 

Tlic remaining Republican Commissioner of the Federal Communication Commission (FCC), 

Ajit Pai, issued a fonnal statement of his unequivocal support for unlocking through a pennanent fix; 

‘'American consumers should not face jail time for unlocking tlicir cell 
phones. This should not be a matter of criminal or copyright law. Instead, 
it should be addressed by contract law. If a consumer is not bound by' a 
contract, he or she should be able to unlock his or her phone. Tlic Digital 
Millennium Copyright Act (DMCA), as it pertains to tliis issue, 
unnecessarily restricts consumer choice and is a case of the govennnent 
going too far. Fortunately, there's a simple solution: a pennanent 
exemption from the DMCA for consumers who unlock their mobile 
devices." 

Commissioner Pai’s statements perfectly embody the principles of tlic unfunded campaign I have 
spearheaded since January', Commissioner Pai's op-ed in the New York Times for June 6, 2013 
unequivocally maizes the point that the real fix requires a permanent fix and legalizing selling the 
technology, 

Starting diis campaign w idi a column in the Atlantic, at the time it was unclear if this campaign 
could have a tangible impact upon policy. But that article received over a million hits, knocking the 
Atlantic off-line. This viral campaign has demonstrated an overwhelming consensus in favor of fixing 
this problem on a permanent basis. As the Wliite House, Commerce Department, fomier FCC Chainnan, 
FCC Commissioners, think-tanks, and 1 14,000 average Americans have expressed - unlocking is a 
beneficial technology for the market. In the words of die White House and my Atlantic column, legalizing 
unlocking is '‘common-sense." 


What is unlocking? Many people, are unfamiliar with “unlocking." They are unfamiliar with unlocking 
primarily because it has been bamied in the United States while it is legal in the rest of the world. Tliis 
technology is not scary^ or dangerous. There is no reason why the technology itself should be contraband. 

Smartphones today are essentially mini-computers in our pocket that we can use for phone calls 
and texting but also traditional computer fiinctions including web access, e-mail, gaming, music and 
video consumption and the creation, distribution and consumption of a wide variety' of professional office 
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document processing. These phones are "locked” through software to block the phone from using SIM 
cards from otlicr phone carriers. Unlocking is a relatively simple software “patch” where a user plugs 
their phone into a computer cuid mns a small computer program. The teclmology is straightforward, easy' 
to use and patches the phone very quickly. If you have ever updated an iPhone or Blackberry by plugging 
it into your computer - the unlocking process is usually' not significantly' more complex than that simple 
process. 

Put simply: unlocking is a quick process to allow a phone to use STM cards from other carriers - 
and thereby easily use an older phone on another carrier. When we talk about “legalizing unlocking/' we 
are referring to legalizing use of tliis “patch” as a currently banned teclmology. Legalizing unlocking, the 
basis of our campaign, docs not referring to any alterations to contract law, tort law or “interoperability .” 
Legalizing unlocking would restore the free market by remov ing DOJ involvement. If consumers are 
allowed to unlock their own phones under US law. this legal adjustment w ould not interfere with a phone 
carrier's ability to contract witli consumers and neither would it mandate that all phones be cross- 
compatible (interoperability). This position is consistent wfth Conmiissioner Pai’s statement. 

Overall: legalizing unlocking means letring users plug their phones into the computer to patch the 
sojh>are, and then use another carrier 's SIM card. 

(In contrast to unlocking, the terms “jail-breaking” and “rooting” refer to modifying tlie software of a 
portable computing device, including a smartphone, to allow the device to run software programs, or 
“apps,” that were not authorized by the device manufacturer.) 


History of tinkering: Allowing innovators the ability to explore technological solutions by tinkering, as 
unlocking docs, is important for teclmological progress. 

Personal computers have always allowed users to install their own softw'are and operating 
systems on computers tliat they own. Tliis free market approach has worked well in the PC market. Even 
with historic market dominance from Microsoft in the past few decades, there has still been substantial 
and growing competition from Apple's MacOS operating system, Google's Chronic operating system, 
and open-source operating systems like Linux (Ubuntu). This competition has fostered iimovation in 
operating systems that has greatly benefited the consumer and have increased productivity for business. 

This free market approach has led generations oftinkerers to build their ow'n computers, even 
design their own circuit boards and code their owu software - and these tinkerers have pushed technology 
forward. Generations of young people, myself included, grew up building their own radios to listen to 
broadcast AM/FM radio. Apple w as created by tinkers who sold computing designs, components and 
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finally complete PC's to average people and businesses. Steve Wozniak and Steve Jobs sold their 
computers at the Homebrew Computer Club - where computer builders and computer programmers 
would show off their latest technology. Bill Gates created -bought, modified and improved - the DOS 
operating system which would become the basis of ttic Windows revolution. Modem Windows computers 
are a direct result of a free market system where Microsoft could offer operating systems for IBM built 
computers and other PC's. 

Today, tinkerers build tlieir own computers, pushing the boundaries of what computers are 
capable of, pushing the frontlines of robotics, faster computer chips through '■ovcrclocking,” devising new 
and more secure cybersecurity solutions, and even testing the safety and integrity of our of nations digital 
voting machines. The Internet itself, has been a wonderland for tinkerers to design, build and launch their 
ideas for the w^orld - wfiich is how^ innovations like Amazon. Twitter and Google were created. When you 
empower tlic tinkerers, economic growth follows. From Edison's light bulb, Wcstingliousc's AC power to 
modem 3D printing and UAV drones -tinkerers invent the future. 

Phone unlocking ought to be an important part of this stoiy of innovation. Legalizing unlocking is 
a vital reform to restore the free market to the mobile maiket. If a user has bought a phone, and owns tliat 
device, then they should be allowed to do what they want with the device - and installing their own 
softw-arc is a crucial property right. To conclude otherwise, by continuing to ban unlocking, is to deny a 
fiindamental tenet of property rights: which is the ability to modifr- your own property. Restraining users’ 
ability to modify' their property is an extreme invasion of personal freedom and liberty. 

The impact of banning unlocking: 

International Travelers: When you walk off the airplane at many international airports, there are 
numerous kiosks and companies offering SIM cards for phone use. These often offer local calling 
minutes, intcmational calling minutes and even data plans (c.g., users can buy 400 minutes of talk time 
and 4 GB of data usage). For Americans traveling abroad this is an extremely good deal. American 
travelers can bring their phones, pop out the SIM card and use these cheap SIM cards to avoid paying 
massive international fees from their local US-based carriers. In tlie current legal stmeture this is illegal if 
doing so required the consumer to patch their device (or other forms of unlocking), so most American 
consmners cminot do this. But if this technology' w'as legal, as it is in much of the rest of the world, 
Americans would be able to buy and use these SIM cards when traveling abroad. Additionally, this small 
change in law w ould have an impact upon consumers who choose not to unlock their phones by placing 
downward pressure through competition upon international calling rates - thus using the free market to 
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reduce exorbitant international roaming costs (if wireless carriers have to compete tor international 
calling rates with tlicsc SIM card providers - that means cheaper prices for evervone). 

Today, many regular international travelers break the law and use this technology anyway: hut casual 
iniernalional travelers are often unaware or unwilling to break the law. 

Nations' Deployed Sen-ice Members: When our Service Members are deployed abroad, whether in wars 
in Afglianistan and Iraq, or in our permanent bases in South Korea and Germany, they often have to 
unlock their phones to be able to continue to use them in theater and on base. 1 have received messages 
from numerous service members who were verv- concerned about brealdng tlic law and committing a 
felony in order to be able to use their phone in Afghanistan where their local carrier had no service 
W'hatsoever. 

Our nation 's Service Members deserve better than to worr)> about heing felons. and losing their .security 
clearances or being discharged, for using a technology that should never have been banned to begin with. 

Averaae American Citizens: 

As tlie White House responded to our ”We the People*’ petition, legalizing unlocking is "important for 
ensuring we continue to have the vibrant competitive wireless market that delivers innovative products 
and solid service to meet consumers' needs.” 

Here are only a few of the major benefits of unlocking for average Americans citizens: 

• Resale Market: 

Tlic mobile market is gradually adapting to become (for some) a commoditv -based 
market. What this means is particularly in 5-10 years, for many American citizens, having the 
latest iPhone, Blackberry or Android will be functionally equivalent to a 2-year old device (and 
for some Americans this is already the case). In such a market, where many Americans wnll no 
longer require the latest and greatest technology, there will be a robust and thriving resale market 
for used phones - already diere is a small but growing market. 

Unlocking legalization would enable average Americans to trade in their old phones for 
newer phones for more money' (phones that can be used on more than one carrier will have more 
potential buyers and are capable for greater uses). Through empow-ering this resale market, 
consumers will be able to buy used phones diat will work with their carrier. Giving tliciii more 
flexibility' and new consumer choices. Further, unlocking will ultimately' reduce the number of 
phones tliat end up in landfills by finding new uses for older devices. 
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• Federal Overcriminalization: 

American citizens should not be under threat of going to prison, being convicted as 
felons, cuid losing their freedom and right to vote over behavior that is not a social harm. As noted 
by the Heritage Foundation and others, the danger of tederal overcriminalization is not just the 
actual threat that average Americans would be arrested for tlicsc crimes, but rather the impact of 
tederal overcriminalization upon economic opportunities for business and prosecutors' ability to 
abuse the system and selectively target individuals for prosecution (sec US. v. Drew). 

When average and innocuous behavior is illegal, the threat is not Just of individuals being 
arrested by an overzealous prosecutor, but also that the threat of criminal action can be used by 
businesses to attack and intimidate competition. Our White House petition was possible through 
tlic collaboration with Sina Khanifar (who created tlic petition), whose company offered 
unlocking technology for consumers until he received a letter from Motorola infonning him tliat 
he needed to knock it off or risk civil liability and criminal liability. His company was ultimately 
shut down, and he narrowly avoided personal liability because Motorola decided not to pursue 
furtlicr action (from my Atlantic article 'The Law Against Unlocking Cellphones Is Anti- 
Consumer, Anti-Business, and Anti-Common Sense'*): 

“I started unlocking phones after a typical entrepreneurial ex.perience: I 
had a problem and was forced to find a solution. I'd brought a cell phone 
from California to use while attending college in the UK, but quickly 
discovered that it wouldn’t work with any British cell networks. The 
phone was locked. Strapped for cash and unable to pay for a new phone, 

I figured out how to change tlie Motorola finmvare to unlock tlie device. 

Realizing that others were likely having tlie same problem, I worked witli 
a programmer to create an application that allow-ed people to quickly and 
easily unlock their Motorola phones and use them witli any carrier. After 
my first year of college ended in summer of 2004, 1 launched a website 
(Cell-Unlock.com) selling the software. It was a make-or-break moment 
for me personally. I was in a major financial crunch. 

At first sales were slow, but during my second year at college Motorola 
released the extremely popular RAZR V3, and my website became a 
success. 

It was tlicn diat I received Motorola's cease and desist letter. It claimed 
that I was in violation of the DMCA, a crime punishable by up to 
$500,000 in fines and five y'ears in jail per offense. I was 20 years old 
and terrified; my immediate reaction was to shut down the business.*’ 
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• Greater Wireless Carrier Competition: 

Costs for data usage, texting and phone calls have remained high for American 
consumers. Texting in particular is a cash cow wliere all texting plans are essentially 99.9% 
profit. In fact, consumers pay more, per same data size, to send a terrestrial text than NASA pays 
for messages from Mars (texting costs tlie carriers next to nothing). Other abuses in this market 
have been well documented, including carriers’ voicemail prompts being deliberately long to 
increase tlie number of calling minutes. Competition through the free market can be a critical part 
in reining in these exorbitant pricing models. 

hi areas that are not subject to federal interv-ention through criminalization, we are seeing 
tlie market offer alternatives to drive down costs. This year for the first time, phone usage of 
alternative messaging sendees has now outpaced use of phone carrier SMS texting. In other 
words, the market has offered competition to offer similar texting like technology for free or ver)- 
cheap costs. 

Tlic wireless market is dominated by several major phone companies who have nearly 
exclusive access to the latest phones and to the latest technology for phone coverage. New market 
participants and smaller market participants have enormous difficulty entering this market, The 
up-front costs are astronomical: placing new companies in a chicken and egg like predicament of 
being unable to ramp up from a small level. With the new spectaim auctions there is a threat that 
die big market participants will be able to gobble up more of tlie spectrum as a land grab and keep 
it away from new participants in the market. And to add to these difficulties, many consumers 
demand the latest phones that they may not be able to obtain as small carriers. 

Legalizing unlocking will empower this free market by removing it from DOJ intervention 
and allow! consumers to bring over their old phones after their contract has expired. 

Criminalizing innocuous behavior to discourage new market participants is a form of federal 
intervention into the market 


• Unlocking Will Allow Users to Have Secondary and Back-up Phones. 


For consumers who would rather not resell their old phones or port them over to another 
carrier, they have the option of retaining their phones and finding new uses for dicsc phones. Just 
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as in Europe and Asia there are companies that sell SIM cards, in a free market system that 
legalizes unlocking, users could easily buy SIM cards with 500 minutes for $10-30 (est.). 

Many parents want their children to be able to contact them in case of an emergency, 
during a field trip, once they start driving, or after extra-curricular activities - but they may' not 
want their young children to have their own phones at such an early age. If a free market were 
allowed for mobile, these parent can give ttieir old phones to their j ust for these purposes, while 
restricting calling, texting, c-mail and web privileges as they sec fit. 

In a world where 1) we all have older phones, 2) unlocking is legal, and 3) these SIM 
cards are cheap, there may be logic in keeping an emergency phone in the trunk or dashboard of 
your car in case you run into a senous emergency. As someone who has been personally stranded 
on a highway for several hours while my phone ran out of battery I would have greatly 
appreciated luiowing tliat I had an emergency phone in my glove box, just in case, that cost me 
$15. 

Tlie average person may not buy a whole extra phone for tliesc purposes, but tlicy arc far 
more likely to buy a SIM card that is extremely cheap and use an old phone for this purpose 
instead. 

• New Market Models: 

The government should not be in a position of picking winners and losers, and it's 
impossible to predict what innovations Silicon Valley and Silicon Prairie may come up with as a 
result of allowing a free market. But here are a few potential innovations and new market models 
that would benefit from unlocking: 

• Republic Wireless. 

Republic Wireless offers a competitive new product for consumers, unlimited voice, text, 
internet and data for only $19 a month. Their secret? Their service "'off-loads’' calls, text and data 
to wireless when tlie phone is in a wireless area and it uses Sprint when it is not in a wireless area. 
This market model undercuts the market by 60-80% and has the added benefit of being an 
innovative part of the solution to the spectrum crunch (ofT-loading will be a critical part in 
weathering the continuing explosion in consumers' data usage). 

Their problem? They are a newer market participant and don’t have the relationships with the 
handset providers necessary to offer the latest and greatest device technologies witli their seix icc. 
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In an unlocking world, a consumer could bring their old iPhone, Samsung Galaxy, Blackberry^ 
QIO, Nokia 420 over to Republic Wireless and be on a $19 per month all you can use plan. 

According to Greg Rogers, Deputy' General Counsel of Republic Wireless's parent company: 

"If consumers can legally unlock their phone, and if businesses can 
legally offer services for phone unlocking, both consumers and 
companies like ours will benefit from the competitive forces such laws 
would unleash -- particularly if it is done on a pcmiancnt basis. Allowing 
customers to bring their favorite devices to their chosen provider after 
their contract has expired will spur more competition in the wireless 
market and boost market models like ours as a result. Our goal is to be 
able to offer our ser\’ice on a level playing field and let the consumer 
decide what service works best for them." 

• Spectrum Congestion Based Pricing . 

Economists have long argued that having consumers pay more for a limited commodity 
when it is in high demand is a smart way to handle congestion based upon excessive utilization 
during a part of a duration cycle. In other words, just as it is more efficient to create economic 
incentives for consumers to do laundry and other power intensive activities at night when power 
is in much low-er demand, and just as many major cities in the world charge different pricing for 
tolls or parking depending on the congestion level for the city at that period of time, so too could 
the mobile market provide a similar market based solution. We are in a spectrum cmnch, but part 
of that spectrum crunch is users all using data at the same time, and tliis crunch can be partially 
alleviated by users using their data at different times in the day'. No one is arguing that tlie heavy 
hand of government should force this market model, but a new' market participant, wnth the 
proper netw'ork implementation, could choose to offer unlimited data during nights and 
weekends, and tiered data costs during the day. This is most likely to come from new' market 
participants that can offer swappable SIM cards for unlocking phones, a market which exists in 
other countries. Market based solutions like this will ultimately be a critical part in w'eathering the 
spectrum crunch given that there is a finite amount of spectrum. 

There are tliree technologies that could be part of addressing die spectrum cmnch (in 
addition to new spectrum), and this includes better compression of streaming video, off-loading 
of data to w ifi and spectmm congestion pricing. These new' market models are likely to come 
from new market participants that benefit from unlocking. 


What is the Solution to Restore the Free Market and Fix the Problem: 
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The White House, former FCC Chairman Genachowski, FCC Commissioner AJit Pai, 
technology experts, conscn'ativc think-tanks (R Street), other groups (Free Press, Tea Party 
Nation, FreedomWorks, National College Republicans) and 1 14,000 AmericcUis have come out 
strongly in favor of unlocking. Even today, T-Mobilc continues to have adv ertisements 
encouraging customers to bring unlocked phones to Verizon to chmige carriers. From former FCC 
Chairman Genachowski's statement: 

'‘From a communications policy perspective, this raises serious 
competition and innovation concerns, and for wireless consumers, it 
doesn’t pass the common sense test.” 

But implementing this shared, and bipartisan, vision, and actually fixing the problem, 
requires a two-pronged approach. Implementing legislation must: 

1) Legalize both personal use and the technology itself (allowing companies to develop, traffic 
and sell it), and 

2) Legalization should be permanent. 

Analysis of this legislation: 

As previously noted, this legislation is a major first step towards fixing the unlocking 
issue and in many ways is a fruition of our campaign. However, in its current form, this 
legislation keeps the developing, trafficking and selling of this technology as illegal. And tliis 
legislation would not be a permanent solution to the problem, but would require the Librarian to 
aile once again. 

If the esteemed members of this Committee, the White House, tlie Commerce 
Department, FCC, FreedomWorks, EFF, Public Knowledge, Free Press, R Street, Tea Party 
Nation, National College Republicans. Young Americans for Liberty, Competitive Carriers 
Association, Consumers’ Union, experts like Vint Cerf and scholars from Mercatus, Cato, and 
Competitive Enterprise histitute, and the 1 14,000 Americans who signed our petition (and so 
many millions of others) think that this technology is a beneficial technology for the market, then 
why would wc keep it as illegal? 

As I mentioned in the articles that started this campaign: 

'A free society shouldn’t have to petition its government every' three 
years to allow access to technologies that are ordinary' cuid commonplace. 

A free society should not ban technologies unless there is a taily 
overwhelming and compelling governmental interest.” 
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What is the overwhelming and compelling governmental interest here that would require 
continuing tlic prohibition on tliis tcchnolog)’? Ifwc keep tlic underlying technology illegal, and 
we keep publie discussion of the technology- as banned speech, then we are failing to actually' 
make this technology available for the consumer, wc arc missing the innovation opportunities tor 
the next Direct TV ready to shake up die wireless industry' in the way satellite television shook up 
tlic cable industry and wc will continue to hinder our nations creative tinlvcrcrs who build much of 
tlic imiovation tliat wc talvc for granted. 

Tliis prohibition affects real businesses, this is a statement (submitted to me to present 
here to the Committee) from Kyle Wiens (the CEO of Ifixit): 

‘'My business, iFixit, is a free, opcn-sourcc repair manual for every tiling, 
including cell phones. The anti-circumvention measures of the DMCA 
has a material impact on our business, preventing us from helping people 
start businesses to unlock and repurpose cell phones. , .Please, protect 
consumer freedom. Fi.x this blatant misuse of copyright law by legalizing 
cell phone unlocking,” 

Ultimately, prohibiting the use of tools and services that facilitates unlocking illegal (as 
H.R. 1123 docs) will functionally keep unlocking unavailable for tlic majority of American 
consumers; to the extent it does provide a small market it will ensure that all market opportunities 
arc outsourced to otlicr countries while being illegal in the United States. 1 would prefer 
innovators to develop this teclmology right here in the United States. 

Additionally, reversing the decision of the Librarian is a terrific first step, but tlic market 
needs regulatory certainty. Venture capitalists need certainty before investing, Entrepreneurs need 
certainty before they leave their current job or drop out of college (as Mark Zuckerberg, Bill 
Gates, and Steve Jobs did) and launch their next venture. 

Imagine, you are an entrepreneur and you are developing this unlocking technology. You 
meet with angel funders and venture capitalists and you explain y'our product, your targeted 
demographic, your team and your monetization strategy. The potential funders then ask, "All that 
seems great, but what will happen after January-'? Wliich way will the Librarian rule this time? 

How can I invest in your technology if it may be illegal next year?” 

Greg Kidd is an angel funder who was one of tlie first inv'estors in Twitter and Square, 
when asked about this issue, whether he would invest in technology that may or may not be 
lawful ne.xt year, he responded: 
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■‘Here in the vailey, we have a great appetite for taking calculated 
technical and business risks. But to add a jump ball of uncertainty over 
wlictlicr an opportunity that is legal one day might become illegal tlie 
next, for no other reason than a political or regulatory' whim, is a red flag 
that shuts down my willingness to invest.” 

Tlicre appears to be no logic or internal consistency in the Librarian of Congress's 
mlings. Until 2010, jail-breaking iPhones was illegal, but jail-breaking iPads is now illegal as of 
2013, What will you do as an entrepreneur if the Librarian of Congress changes the ailes? This 
regulatory uncertainty is one of the most destructive forces for innovation tUid is a genuine tlrreat 
to the free market. Therefore, a more complete solution would address this issue permanently. 

Cellphone Companies’ Red Herring - Claiming that they Allow Unlocking: 

Since the success of our White House petition, there has been an attempt by cellphone 
companies to claim that this is a non-issue because they already allow unlocking - this is a 
complete red herring, and Members of the Committee deserve a more honest representation of tlic 
facts. Uiis assertion is simply untrue. 

First, even if phone companies routinely allowed unlocking, tliat is not an argument for 
keeping consumers* unlocking of their own phones as illegal. If phone companies sometimes 
unlock phones, then they recognize that this technology is beneficial to some users, and therefore 
users should be able to unlock their own phones without being arrested. 

Second, even if phone compmiics allowed users to unlock upon request without 
exceptions - requiring consmiiers to call their providers and ask for permission is a step tliat 
many consumers would not take. By making this technology only available by pcmiission - it’s 
effectively keeping it unknowTi to most consumers and denying the tliriving market that would 
likely exist. Many users would be discouraged with a complicated process to obtain unlocking 
codes for their phones. Tlic law should not require users to call their providers for permission to 
do something they should already be able to do with their own property. 

Tliird, phone providers have been cauglit denying consumers the ability to unlock and 
implementing hurdles to make unlocking onerous, circuitous or impossible. As tlie Commerce 
Department National Telecommunications and Infomiation Administration (NTIA)’s 
recommendation to the Register of Copyright, recommending in favor of keeping the exception, 
argued: 

‘"While the record does show that some carriers are unlocking wireless 
devices on behalf of their customers, it also indicates that carriers 
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generally will only perform this service under certain conditions. Those 
conditions include, for example, minimum days of continuous sendee, 
tlic expiration of handset cxclusivitv' associated with tlic carrier, a 
minimum usage of credit, or prior proof of purchase. While such policies 
may, in some circumstances, provide an alternative to circumvention, tlic 
evidence presented in the record docs not obviate the need for an 
exemption for several reasons. First, it is unlikely that these policies will 
serve a large portion of device owners. For example, the common 
denominator present in the cited terms and conditions is that the owner of 
the phone must be a current ‘'customer’' or “subscriber" of the carrier 
requested to unlock tlic phone. Tliis requirement excludes tliosc that 
obtain a device from a family member, relative, friend, or other lawful 
source; tliose users must then resort to the current exemption to unlock 
such devices, especially if they cannot locate the original proof of 
purchase. Second, some carriers refuse to unlock certain devices. For 
example, until recently AT&T's tcmis deemed the Apple iPhone as “not 
eligible to be unlocked." An exemption is thus warranted to allow iPhone 
users, as well as users of other devices excluded by such policies, to 
unlock tlicir devices, Third, an exemption continues to be needed 
because some of the policies cited dictate that, in order to unlock a 
device, tlie carrier must have the necessary code or the ability to 
reasonably obtain it. therefore it is possible for a consumer to meet the 
unlocking policy and still be unable to have his device unlocked if the 
carrier does not possess or is unable to obtain the required information." 

Carriers claiming that they allow unlocking for all consumers upon expiration of tlieir contract is 
factually inaccurate and misleading. Tt may be true in isolated circumstances, but the NTTA’s 
findings demonstrate that there is a system of impediments to ensure tliat many consumers cannot 
access this technology, 

Fourdi, even while some providers sell unlocked phones, this docs not displace the 
market need, and a property owner’s right to patch their own phones to unlock them. This is 
consistent with the position ofthe NTIA: 

. .in deteraiining whether a proposal is a viable alternative to 
circumvention of access controls, die Register should consider not just 
whether there are other devices available to achieve the non-infringing 
use, but also whether users can avail themselves of the suggested 
alternatives w itliout encountering significant barriers. For c.xamplc, these 
barriers may include prohibitive costs to unlock, lack of attractive or 
popular devices for unlocking, or requiring the consumer to purchase a 
new device. In particular, NTIA docs not support the notion tliat it is an 
appropriate alternative for a current device owner to be required to 
purchase another device to switch carriers." 

Fifth, wJreless companies’ assertions that they unlock phones is predicated upon 
unlocking after the contract has expired. But if a user owms his/her own phone, then they should 
be able to unlock tliat phone on day one. If it is a violation of a contract, then they should be 
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required to fulfill the contract by paying an early termination fee or other form of restitution - but 
having a contract should not be a basis for denying the consumer the ability to unlock their 
phones. Most likely, if consumers could legally unlock their phones on day 1, providers may 
allow consumers to unlock their phones as long as they continue to pay their bill for the contract 
period. In other contractual relationships, we allow for violations to be dealt with between the two 
parties (mortgages and car leases in particular). 


Countering Subsidization Argument: 

Some have argued in favor of maintaining the ban on unlocking because carriers 
subsidize tlie phones for consumers - so therefore they should be able to prohibit unlocking. Tliis 
issue has been dealt with extensively elsewhere, but to summarize: this argument doesn’t make 
much sense. Carriers do subsidize phones, and they recoup that investment through the contract 
that tliey write , Each of these contracts contains language to ensure that if a customer were to 
violate the contract in tlic first month, or the second year, the carrier still walks away whole. 

Consumers violating their contracts are not a problem that carriers deal with exclusively, 
millions of consumers default on mortgage obligations and car leases - but the free market 
resolves those issues. Contracts allow for the seller to recoup their investment, 

/ am aware of no other siinaiion where a seller provides a contract to a consumer and 
then expects the Department of Justice to arrest the consumer if they breach their side of the 
contract. 

Overall, carriers subsidize phones and recoup through an "early termination fee” in their 
contract. If these fees are too low, then they wrote the contract and have tlic capacity to raise tliis 
fee as they see fit (and consumers can leave if too high). Consumers should not be arrested for 
violating contracts, ratlicr they should be liable for the damages set in the contract. Under their 
contracts as currently wfotten, there appears to be no w-ay for tlie carrier to lose money. 

In fact, anecdotal evidence demonstrates that most consumers that unlock their phones 
fulfill their two/three year contract. Imagine if you are a Sendee Member and are deployed to 
Afghanistan. You unlock your phone to use it in flicatcr on a local carrier, but you continue to pay 
your monthly US bill to avoid fines, violating the contract luid hurting your credit rating. In that 
situation, that consumer just become one ofthe more profitable customers for the phone 
companies (by paying full price and not using their service). 
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What is Wrong with Allowing the Librarian to Decide All Over Again?: 

The Librarian of Congress issued a statement as a response to the White House petition, 
which appears to double down on his ruling in favor of rejecting unlocking. He notes that his 
decision to ban unlocking is a decision limited by specific statutoiy criteria rather than a broad 
public policy analysis: 

‘'Tlic rulemaking is a technical, legal proceeding and involves a lengthy 
public process. It requires the Librarian of Congress and the Register of 
Copyrights to consider exemptions to tlic prohibitions on circumvention, 
based on a factual record developed by the proponents and other 
interested parties. The officials must consider whether the evidence 
establishes a need fortlie exemption based on several statutory^ factors . . 

. As designed by Congress, the rulemaking serv'es a very important 
flinction, but it was not intended to be a substitute for deliberations of 
broader public policy.” 

The White House fliither explained that this Librarian of Congress's method for temporary- 
exceptions ‘’is a rigid and imperfect fit for this telecommunications issue.” 

While the Department of Commerce recommended in favor of keeping unlocking as 
lawful, the Librarian of Congress rejected this advice. The Librarian of Congress has specific 
statutory- mandates on what to assess in whether to allow certain technologies. Congress, on tlie 
other hand, can lekc a holistic and thoughtful view on this issue, and 1 would argue that where 
there is no overwhelming governmental interest to ban a technology' then it should remain lavsful. 
Wlicrcas, die Librarian of Congress’s mandate is to ban technology by default unless there is a 
vital market need for die technology. 

Unlocking is a public policy question, not a '"market needs” question. As a public policy- 
question in the telecommunications sphere it should be resolved by Congress, not punted to a 
pseudo Legislative/Executive regulatory' agent that manages the nation's preeminent library' and 
also decides what technologies to ban. 


Suggested Amendment to H.R. 1123: 

This issue is highly technical, and H.R. 1 123 is an important first step. Members of this 
committee deserve praise for taking the first stab to fix this problem and listening to dieir 
constituents who joined in our campaign. 
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A few small modifications would result in a narrow but surgical solution that addresses 
tliis problem and will provide ncccssarv- rcgulatoiy- certainty to innovate. A small amendment 
could be proposed stating that developing, trafficking, selling or discussing the solutions for 
unlocking shall also be lawful. This amendment could include a permanent legalization, rather 
thcui allowing the Librarian to rule all over again ever\' three years. 


Further Areas of Investigation: 

Congress ought not to rest with merely addressing the unlocking issue. There are 
numerous other technologies also made illegal under the same provisions and also under the 
triennial review process. Some could argue that some have 'legitimate purposes'” for being 
banned; however, banning many of the technologies is indefensible, Congress should evaluate 
what technologies should be 

There are an estimated 23 million jail-broken devices, but until 2010 jail-breaking was 
illegal meaning tliat these users could have civilly liable, or even subject to criminal prosecution. 
Jail-breaking is where a user patches their phone allow installation of ’hinapproved” software on 
tlic device. Many advanced users jail-break their phones to give them higher functionality, higher 
capability to secure their privacy, and the ability to increase their cybersecurity. This jail-broken 
phone market is a major market opportunity, but it is under legal tlircat in the United States. 

Similarly, teclinologies that would help persons willi disabilities is also illegal. There are 
over 21.2 million Americans with vision difficulties, that could benefit from read aloud 
functionality, and there are 36 million deaf persons in the United States who could benefit from 
closed captioning technology. Both of these add-on technologies that can help tlicsc groups arc 
illegal. While the Librarian grants an exception, tlie exception is nearly unusable. For example, 
blind indiv iduals may be allowed to use some technologies, but only if they code this technology 
themselves . . . that doesn’t make any sense. Even witli the exception, no business can cater to 
this 57.2 million person US market without permission from rightsholders, which is often 
refused. Tlicsc accessibility teclinologies may help these individuals enter the job market or to be 
able to greater enjoy media in their personal time. 

Tliis is scratching tlic surface of how large numbers of teclinologies have now been 
banned without any reidew by Congress. Bamiing teclmologies that facilitate piracy and 
copyright theft arc on matter, but to the extent that fiicsc provisions arc now being interpreted to 
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prohibit other technologies that can be easily rectified. The last major revision to copyright law 
was the Digital Millcmiium Copyright Act (DMCA), passed in 1998. Tliat was three years before 
the iPod, six years before Google Books and nine years before the Kindle. Congress should 
evaluate how tliis legislation has now impacted modem technologies 15 years later, and to the 
extent that it now impacts technologies with no nexus to copyright infringement then those 
technologies should be lawful. Further, decisions on what innovations and tcclmologics should 
constitute contraband should be regularly reviewed, particularly to ensure that w'e are not banning 
large market opportunities for legitimate and beneficial technologies. 

Conclusion: 

If Congress, tlic White House, Commerce Department, FCC, cell phone carriers and 
average Americans think that this technolog>- is beneficial tor the market - then shouldn't the law 
be that tliis technology is permanently lawful, both for personal use and for businesses to 
develop? If sometliing changes. Congress retains the ability to easily ban this technology at a later 
date if it deems that draconian measure truly necessary-. The benefits mentioned in these remarks 
would be a potential result of pennanent legalizing of unlocking, and of allowing for businesses 
to cater to this market. 

Banning teclmologies is an extreme step by government, a tnily incredible reach of 
Federal power, and I would petition this body to be vciy- careful in continuing to delegate the 
authority' of what technologies to ban to a quasi-regulatory' agent when, in these and many otlier 
circumstances, tliere is no compelling governmental interest. 

This legislation, as currently crafted, does not reflect the input of the White House, 
former FCC Chairman. FCC Commissioner, scholars or outside groups such as R Street and 
FrccdomWorks. Our campaign was about actually solving tliis problem and restoring a free 
market. Minor changes to this legislation would ensure that H R. 1 1 23 actually solves the 
problem it intends to address by permanently legalizing unlocking and allowing for businesses to 
sell the technology to consiuners. Ov'erall, our contention is that given tlie enormous benefits that 
phone uiilocldng provides to die consumer, phone unlocking should be made pcmiancntly lawful 
for the consumer to use, industry to develop and marketers to sell. 
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BEFORE THE HOtSE COMMITTEE ON THE Jl'DICTARY 
SUBf OMMITTEE ON COURTS. INTELLECTl AL PROPERTY, AND THE 

INTERNET 


HEARING ON H.R. 1123: THE UNLOCKING CONStMER CHOICE AND 
WIRELESS COMPETITION ACT 


STATEMENT OF THE LIBRARY CO P3 RIGHT ALLIANCE 

The Library Copyright Alliance (LCA) consists of three major library 
associations — the American Library Association, the Association of College and 
Research Libraries, and the Association of Research Libraries — that collectively 
represent over 100.000 libraries in the United States employing over 350.000 librarians 
and other personnel 

LCA participated in the deliberations the led to the adoption of Section 1201 of 
the Digital Millennium Copyright Act (DMCA) in 1098 Additionally. LCA has 
participated in every rulemaking proceeding under Section 120l(a)( I MC) concerning the 
adoption of exemptions to Section l20UaK 1 ) LCA does not have any expertise 
concerning the specific issue of cellphone unlocking However, our extensive experience 
with the DMCA allows us to make the following general observations concerning the 
Section 1201 rulemaking process 

Most significantly, the Section 1201 rulemaking is an exercise in legal theatre. All 
the parties to the rulemaking — those seeking an exemption, the rights holders, and the 
Copyright Office staff— acknowledge that it is unclear whether the rulemaking has any 
practical effect This is because Section 1 201(aK1MC) authorizes the Librarian of 
Congress to adopt exemptions to the Section I201(a)( 1 MA) prohibition on the act of 
circumventing a technological protection measure (TPM ). but not to the Section 
1201(a)(2) prohibition on the development and distribution of the technologies necessary 
to perform the circumvention In other words, after receiving an exemption, a person 
might be legally permitted to perform the act of circumvention, but might have no lawful 
way of obtaining the technology necessary to perform that act 

Similarly, all the parties understand that what occurs inside the hearing room has 
no connection to the world outside it. In the last three rulemaking cycles. LCA has joined 
with other groups in seeking exemptions for educators and students to circumvent the 
TPMs on DVDs for the purpose of making educational uses of film clips Tlte rights 
holders know that the uses we seek will not harm their market in any way They also 
know that whether the exemption is granted or rejected will have absolutely no impact on 
the level of infringement This is because the technology necessary to circumvent the 
TPMs on DVDs is widely available on the Internet and easy to use Nonetheless, the 
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rights holders reflexively oppose the exemption or seek to narrow it so that it would be 
unusable. As a result, the discussions in the rulemaking descend into hyper-technical 
issues such as the quality of video necessary for effective pedagogy in different kinds of 
courses. 

Moreover, in two rulemaking cycles, witnesses from the Motion Picture 
Association of America (MPAA) demonstrated how a person could camcord a fdm off of 
a high definition television. MPAA was attempting to show that a relatively high quality 
recording could be made without circumventing a technological protection measure. 

What it succeeded in proving, however, was the contradiction underlying its position. If 
one could obtain a high quality copy without circumvention, why use technological 
protection measures in the first place, and why should their circumvention be unlawful? 
Moreover, the MPAA was demonstrating how to camcord a film precisely at the same 
time it was asking Congress, state governments, and foreign legislatures to impose 
criminal penalties on camcording. 

The surreal quality of the Section 120 1 rulemakings has also been evident in 
connection with the exemptions sought by the blind to circumvent TPMs that disable the 
text-to-speech function on e-books. In the first hearing concerning this exemption, a 
representative of the Association of American Publishers argued that blind already had a 
exception from copyright liability under the Chafee amendment, 17 U.S.C. 121, and thus 
did not need an exemption from Section 1201 liability. Fortunately, the Librarian of 
Congress rejected this position, which would have denied blind people the benefits of e- 
books. Nonetheless, in the following rulemaking cycle, the rights holders complained that 
the blind did not meet their burden of proof concerning their need for renewal of the 
exemption. And in the cycle after that, the Register of Copyrights recommended against 
an exemption on the grounds of insufficient evidence, but the Librarian of Congress 
wisely overruled her. The fact that every three years the blind need to expend scarce 
resources to petition the Librarian of Congress to renew this exemption, or that libraries 
and educators have to seek renewal of the film clip exemption every three years, 
demonstrates the fundamental flaw — that Section 1201 prohibits the circumvention of a 
TPM even to engage in a lawful use of a work. 

The simplest way to fix this flaw, and to eliminate the resulting legal theatre of 
the Section 1201 rulemaking, is to adopt H.R. 1892, the Unlocking Technology Act of 
2013. H R. 1892 would amend Section 1201(a) to prohibit only circumvention acts and 
technologies directed at enabling copyright infringement. While H.R. 1 123 provides a 
temporary fix to the narrow problem of cellphone unlocking, H.R. 1892 provides a 
pennanent fix to the central problem with Section 1201(a). 
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